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FLASH NOTE: SYRIA
FIND, FIX AND FINISH: SYRIAN ACTIVIST  
TARGETED FOR ONLINE ACTIVITIES
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2013

After more than 900 days of war, the Syrian regime continues to closely 
monitor the online activity of its citizens who often pay with their lives for  
poor digital security practices.

SUMMARY: Assad regime forces arrested a Syrian non-violent activist in a 

regime-controlled area near Damascus. Recent reports suggest that he has 

been killed. Available information strongly suggests he was detained as a result 

of poor digital security practices. The case indicates that the Assad regime is 

still able and willing to monitor the online activities of Syrians. The regime is 

also prepared to detain and kill individuals for their online activities.

Note: The identity, location and other details of this event have been 
deliberately withheld to protect those who remain at risk.

On 17 August 2013, an individual in a regime-controlled area near Damascus 

contacted the SalamaTech technical team. He received an odd error on his 

computer notifying him of attempts to open his Facebook account from a 

different location.1 He was concerned. As an activist in Syria’s non-violent 

movement, he was a frequent user of social media but was largely unaware of 

basic computer safety: he did not use digital security tools like a VPN, nor did 

he regularly delete old messages or use strong passwords. Like most activists, 

he felt it was unnecessary as the Assad regime was too busy fighting a 

shooting war to monitor social media and the internet. Instead, he focused on 

physical security, moving frequently and limiting his communications with family 

and local contacts. On August 21 he was arrested despite these precautions.

The individual’s family notified SalamaTech. They were clearly worried. The 

activist was part of a broad network of friends and family and was detained 

with his phone, camera and laptop. They were aware of other cases where 

security forces used torture and intimidation to gain access to passwords.2

 

1 SalamaTech is a service of the SecDev Foundation that provides digital security assistance to Syr-
ians: https://syria.secdev.com/

2 This tactic has been well-documented elsewhere: http://www.voanews.com/content/syrians-
find-innovative-ways-to-stay-connected-online/1726549.html.
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The family requested rapid closure of his social media and email accounts. 

SalamaTech reacted quickly to close his Facebook and email accounts and 

change his Skype password. SalamaTech also helped his family and close 

contacts to protect their accounts. This happened quickly, but not quickly 

enough. Many were not aware of the arrest, and his social media accounts 

continued to receive communications from friends and contacts. They were 

unaware that their messages were being read by the Syrian security forces.

The individual disappeared. His family was told not to ask questions.3 He is 

presumed dead. When it happened is unclear. Most sources claim he was 

killed soon after his detention. What is clear is that his prominence in social 

media made him a target: his poor online security practices made him a victim. 

Sources with direct knowledge of his case indicated that the Syrian security 

service considered him a significant figure in the opposition. They had tracked 

him, identified him, and accused him of “having a long tongue.” In Syrian 

shorthand: his crime was using social media to communicate with foreigners 

about the conflict.

It is tempting to assume that the Assad regime is too busy conducting a 

shooting war to monitor digital communications. That is clearly not the case. 

The regime continues to use social media SIGINT to find, fix and finish activists 

who are reliant on popular social media platforms. In this case, a life was lost 

because of poor digital security practices. But the repercussions are wider. The 

information obtained from the individual’s unprotected cell phone and computer 

are a roadmap for Syrian security forces to intimidate, capture, and kill many 

others. 

3 In the past, activists detained by security forces were released upon payment of a bribe. 


