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Internet hacking groups are a significant and growing feature of the war in 
Syria. A new development is the open association of some hacking groups 
with on-the-ground militant groups from both sides. The evolution of Syria’s 
hacking wars is something to watch –- inside Syria and globally. 

The Syrian civil war is the first to happen in the full throes of the new cyber 

environment, where mobile technologies, social media, digital natives,1 and 

internet surveillance have created a potent mix. This war is being fought in and 

through cyberspace. The Assad regime and the Syrian opposition rely on the 

internet and social media to organize, communicate, influence public opinion, 

attract local followers, garner international support, and exercise command and 

control over operations. 

For Syrian activists and citizens, Facebook and Skype have emerged as primary 

channels for sharing information that is often critical to survival, reporting news, 

coordinating action and connecting with friends and relatives separated by the 

fighting. YouTube has become the main channel for citizen reporters seeking to 

document war-time atrocities, as well as for militants seeking to document their 

“wins” to attract funding and recruits. 

As Syrian activists have embraced cyberspace, the regime has leveraged its 

control of telecommunication infrastructures to throttle access, censor information, 

track and target enemies – including non-violent opposition activists -- and 

expose opposition networks.

The emergence of the internet as critical infrastructure for all Syrians is 

demonstrated by the numbers. Internet users in Syria increased by some 1.1 

million between 2010, the year prior to the conflict, and 2012.2 In the first six 

months of 2012, more than 1.3 million Syrians joined Facebook for the first 

time.3 The number of mobile phone users also increased in 2011, although they 

declined in 2012 likely due to deterioration of infrastructure (See Annex 1).4

1 “Digital natives” refers to the generation born into the digital era.
2 Internet world statistics. http://www.internetworldstats.com/me/sy.htm
3 Dubai School of Government. July 2012. Arab Social Media Report: Social Media in the Arab World: 
Influencing Societal and Cultural Change. http://bit.ly/1bDWVed 
4 Freedom House. 2012. Freedom on the Net: Syria. http://bit.ly/QA3AdG
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Observers of the Syrian conflict have witnessed an unprecedented integration of kinetic and information warfare tactics. 

While striving to make their own voices heard, each side has battled vigorously to silence the other.5

The opposition has not forged a unified grand strategy for the conduct of this war or the use of cyber tools. Its activities 

are instead characterized by independent action, with each group acting on its own rather than coordinating with 

others. Actions are mostly tactical, but serve to support an overall strategic aim of toppling the regime. By contrast, the 

regime – being in control of the country’s internet infrastructure – has been more strategic in its approach (see Box 1). 

Common to both sides is the emergence of hacking groups that seek to silence their enemies.

 

BOX 1. The Syrian Regime: Controlling cyberspace

The Syrian regime has a history of trying to control cyberspace. In pre-revolutionary Syria, the regime used its 
control of Syrian internet infrastructure to filter internet content, surveil users, and block social media sites like 
Facebook and YouTube. 

To the surprise of many, the regime unblocked Facebook and YouTube in early 2011, in the weeks leading up 
to the uprising. Observers suggest the reversal was deliberate, enabling the regime to better surveil and track its 
enemies’ communications, as Facebook became the primary platform used by the opposition to communicate 
and coordinate. At the start of the uprising, the regime already had sophisticated internet surveillance 
infrastructure in place. As the revolution unfolded, it acquired new capabilities such as Blue Coat systems,6 
and also reportedly received assistance from Iran.7 Among other things, the Syrian regime has allegedly used 
malware and monitoring to track and arrest activists by hacking into their digital accounts.8 This has prompted  
a high demand amongst Syrians for tools to circumvent regime censorship and avoid detection.9

The regime also appears to have disrupted internet access to specific locations and at specific points in time as 
part of its military strategy. For example, internet blackouts often occurred in advance of major military offensives 
by the regime. The assumed motives are to control citizen reporting of images on the ground and to disrupt the 
communication capacities of opposition forces.10

5  See, for example, SecDev 2013. FlashNote: Syrian Electronic Army …Targets Opposition Facebook Pages. http://bit.ly/1769euK
6  See: US Firm Acknowledges Syria Uses its Gear to Block Web. Wall Street Journal. http://on.wsj.com/vqTTH9
7 A SecDev source reported that Iranian internet technologies were installed in a Syrian Telecommunications Establishment hub in Damascus.
8 See SecDev. 2013. FlashNote: Find Fix and Finish. Syrian Activist Targeted for Online Activities. http://bit.ly/17APGTE; Syrian Regime Tightens Access to Secure Online 
Communications. http://bit.ly/GCF2Cc; Electronic Frontier Foundation. http://bit.ly/17B3NIk
9 The SecDev Foundation’s SalamaTech Project is dedicated to assisting the free flow of information in Syria and ensuring the safety of online users. https://www.facebook.
com/SalamaTech
10 Foreign media were banned from Syria at the start of the uprising. Citizen journalists have taken on the mantle of war reporting and the video-documentation of atrocities. 
The internet is their link to the world. The internet is also essential for coordinating activities on the ground such as demonstrations.
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RISE OF THE HACKERS

Pro-regime: The Syrian Electronic Army (SEA)
In 2013, the SEA grabbed global headlines with its successful hacking of major international news websites, social 

media accounts, and the spamming of President Obama’s Facebook page.11 The SEA’s April 2013 attack on AP, where 

false tweets claimed the White House had been bombed, led to a US$136.5 billion dip on the S&P 500 index. 

Active since 2011, SEA’s stated mission is to “counter the media and information war against Syria,” both within Syria 

and globally. Information that reflects negatively on the Assad regime is considered “hostile” and a fabrication of the 

“facts” about Syrian events. SEA claims to be self-funded and independent from the Syrian regime. But investigations on 

the group’s origins and domain name registrations have revealed close associations with the regime.12 Other reports 

suggest that businessman Rami Makhlouf -- a cousin of Bashar al Assad’s -- is funding their exploits. Regardless of their 

funding source, the SEA’s activities demonstrate a close alignment with the regime and its cyber strategy.13

Within Syria, SEA wages cyberwar on the channels that matter most to Syrians – Facebook and YouTube. It has waged 

coordinated campaigns to have anti-regime YouTube channels and Facebook groups removed, including the Facebook 

pages of opposition news sites in hotly contested areas. The SEA has also reportedly targeted malware attacks against 

Syrian activists.

SEA uses Remote Administration Tools (RATs) to access and exert control over a target computer,14 phishing,15 denial of 

service attacks, defacement, and malware attacks amongst other methods. Facebook has disabled some 233 versions 

of the SEA’s Facebook pages for violations of the Terms of Use, but the organization keeps creating new ones.16

Smaller pro-regime hacking groups also exist, although most are only present on Facebook, and may well be simply self-

motivated pro-regime supporters. An exception is the relatively new Electronic National Defence Forces (ENDF) which is 

openly affiliated to the regime’s National Defence Forces paramilitary group.17

The Rebels Hack Back
Since the start of the uprising, a number of small, dedicated anti-regime hacking groups have joined the battle against 

the regime in cyberspace. Varying in size, they target Syrian government websites or computers on a sporadic basis. 

11 Hacked news websites have included the BBC, Reuters, Associated Press (AP), Financial Times, Daily Telegraph, Washington Post and Al Jazeera. Other international 
targets have included Human Rights Watch, the League of Arab States, US Marine Corps, US Army and the Saudi Ministry of Defence.
12 Helmi. N. 2013. The Emergence of Open and Organized Pro-Government Cyber Attacks in the Middle East: The Case of the Syrian Electronic Army. Open Net 
Initiative. http://bit.ly/1aS6JQH
13 SEA is the first public virtual army in the Arab world, hosted on national networks, to openly launch cyber attacks on its opponents, See Helmi. 2013 (op cit.).
14 RATs enables key logging, file dumping, and accessing the computer’s web camera. Information captured from the target machine such as login credentials can be used 
to exploit other computers or user accounts.
15 Spear phishing is the most common tactic to infiltrate a victim’s computer: an email or instant message prompts the user to download or open a file that deploys the RAT 
onto the system.
16 SEA takes pride in its many Facebook resuscitations. See http://sea.sy/index/en
17 The ENDF is a new player, with its first hacks in August 2013. Interestingly, a Facebook page of one of the NDF fighting forces -- NDF Swaida – was hacked by an 
unknown hacker on 11 May 2013. This may have prompted the emergence of the ENDF. See also: SecDev. 2013. FlashNote: Syrian’s National Defence Forces Take the 
Battle to Cyberspace. http://bit.ly/1bxdL1I
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None can match the SEA’s resources or organization, nor the regime’s capacity to surveil, censor, and disrupt the 

internet, but their persistence and know-how has yielded results.

In recent months, a new trend is evident: some opposition hacking groups are now openly affiliating with militant and 

extremist militant groups. Examples include the Ahrar al Sham Technical Office and the Jabhat Al Nusra Electronic Army, 

which is profiled below. What is striking about these two groups is that their discourse is explicitly religious, echoing the 

increasing role of Islamist opposition groups in the war, and the involvement of Hezbollah and Shiite Iraqi fighters.18

Like pro-regime groups, opposition hackers make regular use of phishing techniques and RATs to access and exert 

control over target computers. Their most common targets include: Syrian government websites or computers; computers 

of pro-regime individuals to spy on them and expose them; and, social media sites of pro-regime groups. They attack the 

latter through coordinated campaigns to expose abuses of Terms of Service (to prompt Facebook to close the page) or 

by hacking and controlling them. Profiles of three anti-regime hacking groups follow.19

The Chinese Army for Crushing Syrian Regime Shabiha  

The Chinese Army for Crushing Syrian Regime Shabiha (thugs) was created in September 2011 to “remove Shabiha 

Facebook pages and YouTube channels.” It has a large Facebook following of some 68,000 likes and is possibly the 

oldest and most persistent of all the anti-regime hacking groups. Although Syrian-run, its “Chinese” affiliation arose as a 

sarcastic response to Assad’s Orwellian denial that a civil uprising was/is underway in Syria. The Chinese moniker was 

derived from an opposition Facebook page called the Chinese revolution against the dictator of China.

The Chinese Army works to remove pro-regime Facebook and YouTube content and groups by marshalling its followers 

to mass report violations of these platforms’ Terms of Service relating to hate speech and incitement to violence. The goal 

is to prompt Facebook or YouTube to pull the content or ban the users. The Chinese Army seems to have been successful 

in taking down a large number of pro-regime Facebook pages and YouTube videos.

Hackers of the Syrian Revolution
Hackers of the Syrian Revolution is an anti-regime group that attacks regime computer infrastructure, as well as the 

computers of government departments and pro-regime individuals. The group has a Facebook presence and appears 

to consist of four hackers. In the spring and summer of 2013, the Hackers launched attacks against computers of the 

Ministry of Oil and Mineral Resources and at the state-owned Syrian Virtual University. They also accessed a computer 

at the Syrian General Security Department (GSD) and published internal GSD memos and reports, including a list of 

700 people allegedly sought by GSD for anti-regime activities. The group also targets individuals through social media, 

seeking to expose pro-regime accounts and intimidate the owners into silence. 

18 At the time of writing, it is unclear whether other, non-religious hacking groups have affiliations with on-the-ground organizations. Also, the identities of the people running 
both the religious and non-religious groups remain unknown.

19 Note: The social media accounts and websites of these groups frequently go down or are removed. All links were active at the time of research, but may not be 
accessible at the time of reading.
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Jabhat Al Nusra Electronic Army 
While it is difficult to pinpoint the date of origin for the Jabhat Al Nusra Electronic Army, their Facebook page documents 

activities since mid-2013. The group claims to be affiliated with the extremist militant group Jabhat Al Nusra, although 

actual connections have not been independently confirmed. Some of its Facebook postings can be geolocated to Abu 

Dhabi and Damascus.

On 18 June 2013, the group defaced the website of Addounia TV, a pro-Assad satellite channel. The group also targets 

members of the pro-regime Shiite militia Abu Al Fadl Al Abbas, a group of Iraqi fighters operating south of Damascus 

who claim to be protecting the shrine of Sayyida Zainab. The Army uses sectarian language that demeans the Shiite 

faith and community. 

The Army also focuses on members of the pro-regime National Defence Forces (NDF) and People’s Committees. On 13 

September, they claimed to have hacked the computer of the NDF commander in the district of Dwailá and published 

photos acquired from his device and a list of people who were sought after by the regime. The group claims to have 

hacked a pro-regime Facebook fan page, ten groups and one account in a single recent operation. 

SYRIA’S HACKING WARS

Up to June 2013, the anti-regime hacking groups and the pro-regime SEA pursued similar hacking tactics with 

comparable results. Since June 2013, however, the SEA has outpaced opposition hacking groups on a technical level 

and achieved more advanced exploits, including hacking 1.5 terabytes of personal data from the Tango Me database 

and several support databases from Viber, a VoIP service frequently used by Syrians.20

While anti-regime hacking groups have achieved and maintained a level of visibility on social media, their finite 

resources and limited coordination will likely restrain their abilities to execute more extensive hacks. The new 

development of hacking groups claiming affiliations with militant forces on the ground -- like the pro-regime forces (ENDF) 

and the extremist militant groups (Jabhat al Nusra Electronic Army) -- is one to watch. The latter development may yet 

incite wide-ranging repercussions, domestically, regionally, and globally.

 

20 In August 2013, SEA hacked the company that hosts the NY Times website, and was able to change the DNS settings. See http://nyti.ms/GCXydr

http://nyti.ms/GCXydr
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ANNEX 1. INTERNET AND SOCIAL MEDIA USE, PRE- AND POST-CIVIL WAR IN SYRIA.

Figure 1.  Internet and social media use in Syria (by population)

* Decline likely due to infrastructure damage 
** Does not include mobile access
 
Data Sources: International Telecommunications Union. Facebook numbers estimated by Dubai School of Government. 2013. Arab Social Media 
Report. http://bit.ly/19v7CBq 

Figure reproduced from Dubai School of Government. 2011. Civil Movements: The Impact of Facebook and Twitter. Arab Social Media Report 
http://bit.ly/18MlTXG. Traffic graph  shows the fraction of the worldwide traffic to a given Google product that comes from a given region. The 
data are then normalized and scaled so that the highest value in the graph is 100.

Figure 2. YouTube traffic in Syria, before and after the social media ban was lifted (7 February 2011)
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ANNEX 2. LIST OF ANTI-REGIME HACKING GROUPS AND THEIR FACEBOOK PAGES

 

Assembly for Crushing Shabiha Pages https://www.facebook.com/Stepped.thread*

The Chinese Army for Crushing Shabiha Pages https://www.facebook.com/the.chinese.crushers*

Union of Revolutionary Armies to Crush Shabiha  Pages https://www.facebook.com/AthadAljywshAlthwrytLdsAlshbyht

Pirates Union and Silver Organization to Support the Chinese Revolution https://www.facebook.com/united.color.of.silver

Electronic Commandos Division for Crushing Shabiha Pages https://www.facebook.com/comandos7oran

Jabhat Al Nusra Electronic Army  http://elektronynusrafrontarmy.wordpress.com/

Hackers of the Syrian Revolution https://www.facebook.com/rev.syrianhacker

Arab Deterrent Forces https://www.facebook.com/SYR.DF

Youtube Chinese Army https://www.facebook.com/YouTubeChineseArmy*   

Union of Free Syrian Hackers for Supporting the Revolution https://www.facebook.com/Syrian.Hackers0*

Syrian Hackers https://www.facebook.com/Syria.HaCKeRs

Ahrar Al Sham Technical Office https://www.facebook.com/Ahraralsham.Technical.Center
 
* At the time of publication, these sites were no longer online.
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