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EXECUTIVE SUMMARY

On Nov. 29, 2012 at 10:30 GMT, the Syrian Internet went almost completely 

offline. SecDev analysts have traced the onset of the outage to unusual Border 

Gateway Protocol route withdrawals that began on Nov. 22, 2012. While 

Internet shutdowns are not unusual in Syria, the action was unprecedented 

given its widespread effect throughout the country. Due to foreign media 

restrictions in Syria, many use social media to communicate with one another 

and with the international community about events in the conflict, rendering this 

shutdown a critical development in the ongoing crisis. 

REPORT

Through routine monitoring of Syrian Internet activity, SecDev analysts identified 

increased Border Gateway Protocol (BGP) route activity in Syria that began 

on Nov. 22. 2012. On Nov. 29, eighty-four of Syria’s Internet Protocol (IP) 

address blocks were unavailable and were withdrawn from the Internet. 

Outages were reported across the country through social media and news 

outlets, indicating that the BGP withdrawals caused a nearly countrywide 

termination of Internet connectivity.

BGP is essential for Internet routing, as it is the core protocol enabling 

communication traffic to move from one destination to another. If and when a 

country withdraws or stops BGP announcements, paths no longer exist from 

one destination to another. Communication thus becomes “lost” and the Internet 

loses its basic function of connecting devices and users across different network 

segments.

Internet outages are not unusual in Syria, but the events of Nov. 29 were 

unprecedented given the widespread effect throughout the country. Outages 

significantly interfere with Syrians’ ability to communicate both within the 

country and with the international community about new developments in the 

crisis. Many Syrians use social media platforms like Facebook, Twitter, and 
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YouTube to inform themselves and the world about the conflict, because foreign 

media are restricted from entering the country. Therefore, when the Internet 

goes out, Syrians largely lose their capacity to spread information about the 

crisis. 

Despite the Internet outages, some Syrians—mostly activists—are still able to 

get online via satellite connections, or by dialup in areas where landlines are 

still working.

ANALYSIS

According to Syrian sources, the Free Syrian Army (FSA) has been planning 

attacks in Damascus, the stronghold of the Syrian regime, since Nov. 8. 

Sources also indicate that the regime learned of these attacks and established 

a defensive military perimeter around the capital.

The large-scale shutdown of the Internet has coincided with heavy fighting 

around the Damascus airport and the reported seizure of key military facilities 

by the rebels. In the past, the Syrian regime has shut off communications 

prior to regime offensives. This may have been the case today. Alternatively, 

the shut-down may be related to rebel gains, and the regime’s desire to limit 

communication of these events.

The Syrian regime has denied that it shut off the Internet and claims that armed 

terrorists are responsible for cutting Internet cables. Given the centralized nature 

of the outage, this is highly unlikely.

The SecDev Foundation will continue to monitor this event. For near real time 

information in English and Arabic, visit our Syria Digital Reports page at  

www.facebook.com/Syrian.DS.

https://www.facebook.com/Syrian.DS
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The graph below represents a standard spike in BGP withdrawal 

announcements in Syria. These peaks are generally correlated with a spike in 

route announcements for a given time. This activity is considered standard for 

Syria and does not signify any abnormal BGP activity.

GRAPHS

Within Syria, BGP activity that surpasses a threshold of 100 is generally 

considered abnormal, as depicted in the graph below.
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On Nov. 22 at 22:00 GMT, more than 400 BGP withdrawal requests were 

seen on Syrian networks. This activity was significantly higher than usual.

On Nov. 29 at approximately 10:30AM GMT, a systematic withdrawal of 

BGP routes across Syrian network ranges occurred. This resulted in an almost 

complete disabling of Syria’s government-controlled Internet.
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