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About This Project

 

The Syria Digital Security Project seeks 

to improve the online safety and 

security of the Syrian people, and to 

enhance the free flow of information 

in Syria. To this end, it provides 

information, analysis, tools and 

resources dedicated to enhancing 

digital safety and openness in Syria. 

The project is administered by The 

SecDev Foundation, a Canadian not-

for-profit organization, with funding 

from granting bodies  

in North America.
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core programme areas: cyber 

empowerment; the sources of security 

and resilience; and armed violence 

prevention and reduction. The SecDev 
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at risk from fragility, violence and 

underdevelopment in Asia, Africa, 

Eurasia, the Middle East  

and Latin America
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Taking a page from the WikiLeaks playbook, the pro-regime Syrian Electronic 

Army (SEA) has set up its own Leaks site and released documents hacked from 

government servers in Turkey, Qatar, and Saudi Arabia. The purpose of the 

site is to provide evidence that foreign countries are backing the opposition in 

Syria’s Civil War.

In the first of what is expected to be a series of leaks, the Qatari Files detail the 

minutes of talks between officials of the Qatari Ministry of Foreign Affairs, the 

Turkish Minister, and Egypt’s President. The minutes provide an intimate look at 

discussion of Russia’s involvement in the Syrian conflict, the situation in Libya  

(3 March 2011), and the merits of pressuring President Assad to talk to 

the opposition or face referral to the Security Council. The SEA claims 

these documents reveal previously concealed facts that may help to sway 

international opinion on the conflict. In reality, the Qatari Files reveal nothing 

beyond transcripts of diplomats trying to find a solution to the Syrian conflict. 

The parallels between the SEA Leaks and WikiLeaks are striking and follow 

a similar playbook. WikiLeaks provided exclusive access to documents to 

The New York Times and other mass media. The SEA’s leaks is partnered 

with Lebanon’s pro-Syrian regime al-Akhbar newspaper, which has exclusive 

coverage over the story. WikiLeaks was hosted on web servers in jurisdictions 

that put them out of reach of legal efforts to take them down. The web servers 

used to host Syria leaks are located in Syria and Russia.1 However, unlike 

WikiLeaks’ release of secret United States documents that provided unique 

insight into the wars in Iraq and Afghanistan, the Qatari material posted by the 

SEA is largely inconsequential. This may change, as the SEA claims they will 

release additional documents from Saudi Arabia, Turkey, and other countries 

over the next few weeks.

1 The SEA’s website is http://syrian-es.org/; however, the leaks are stored on a separate, 
dedicated website: http://leaks.syrian-es.org/. The IP address associated to syrian-es.org is in 
Syria, but leaks.syrian-es.org appears to be in Russia. Both domains are managed by nameservers 
located in Syria. 
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The SEA’s adoption of transparency - a tactic typically associated with 

opposition activists and their civil society supporters - suggests that the Syrian 

government recognizes its effectiveness in the battle for international public 

legitimacy.   

The use of these techniques by pro-regime groups is not in and of itself surpris-

ing. It follows some extensive and embarrassing leaks of Syrian documents by 

the hacktivist groups Anonymous and Telecomix, and among other things, the 

release of personal emails between President Assad and his wife.2  

Up to now, SEA and other pro-regime hacking groups have focused on denial 

of service, and hacking attacks against websites critical of the regime. As such, 

the hacking was narrowly focused, and its impact restricted to the publicity 

that defacement of websites generated in the press. Consequently, these hacks 

were a nuisance, but their effects were limited.

By contrast, opposition activist and civil society groups have primarily focused 

on obtaining and releasing private and government documents as a means of 

creating transparency around the motivations and actions of governments and 

institutions, and ultimately, holding them responsible for their actions. 

The SEA’s shift towards a WikiLeaks-type strategy 

marks an important milestone. Effectively, the SEA 

and presumably their sponsors within the Syrian  

regime are declaring their intent to engage in 

international cyber espionage. But by adopting the 

tactics and language of the hacktivist community the 

SEA’s actions benefit from a degree of legitimacy 

and acceptance based on how hacktivist activities 

have been tolerated by the international community.  

At a minimum, the milestone set by the SEA Leaks 

site demonstrates the importance assigned by both 

sides to the information domain in Syria’s civil war. 

More broadly, it reveals the degree to which  

hacktivism and transparency have evolved as capa-

bilities within the lexicon of contemporary warfare.   

2 Hackers Reveal How They Accessed Syrian President Bashar Assad’s Email Using World’s Worst 
Password, http://www.huffingtonpost.com/2012/09/07/assad-syria-worlds-worst-password-
anonymous-hack_n_1863462.html
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