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NEW ERA IN EURASIA: THE DAWN OF DIGITAL POLITICS
SUMMARY
In Eurasia,1 telecommunications and politics have become deeply integrated: no longer the exclusive
domain of engineers, enthusiasts, and entrepreneurs, the digital space has become profoundly political. Cyberspace is the new battlefield where individuals, networked collectives, governments, NGOs
and international organizations alike wage fierce information wars. Armies of patriotic hackers and
government-paid troll brigades roam the Internet fighting to assert their narratives. At the same time, rapidly
growing Internet access, particularly through mobile platforms, is helping grassroots movements to network,
inform, and mobilize in an environment marked by increasing restrictions on media and political freedoms.

INTRODUCTION
Political developments both within and outside of post-Soviet Eurasia have
played a decisive role in shaping cyberspace throughout the region. In particular, the upheavals sparked by the Arab Spring since 2010 have prompted
many Eurasian governments to clamp down on Internet freedoms in recent
years. Central Asian states, such as Kazakhstan and Uzbekistan, with young,
predominantly Muslim, populations have acted out of fear of widespread religious revolt and separatist movements; other authoritarian states have moved
aggressively to forestall potential pro-democracy uprisings.
The ongoing Ukrainian conflict has become a prime example of the power
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and significance of telecommunications in politics in Eurasia. Cyberspace has
played a pivotal role in the conflict from the beginning. Initial calls to action came from respected journalist
Mustafa Nayem on his Facebook page.2 The Euromaidan movement has been extensively documented
online, from peaceful demonstrations to sniper shootings. The clashes in Eastern Ukraine, after President
Viktor Yanukovych’s departure in February 2014, further demonstrate the key role digital resources now
play in the region: participants have published everything from doctored photos of burning cities to the
horrors of the MH17 plane crash through social networks. Content is available not only in Ukrainian and
Russian, but also in English, French, and German, helping to make news
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of the conflict available to a global audience. In fact, the sheer volume of information — and misinformation — has given rise to a cottage industry of independent journalists working to verify online stories as
they appear.3 To observers both within the region and around the world, the power of online platforms
is abundantly clear.
The Internet, and interactive and networked Web 2.0 resources in particular, are opening up new avenues
for political activism across Eurasia. For example, bloggers such as Russian activist/politician Alexey
Navalny have used online outlets to extend their reach to increasingly large audiences – so much so that
when Navalny ran in the 2013 Moscow city elections, he finished with 27.2% of the vote, second only to
the Kremlin-backed mayor, Sergey Sobyanin. In response to this and other forms of online dissent, Russia
passed several laws in 2013-14 that impose greater control over online content. These include regulations
requiring personal identification for the use of public wi-fi, provisions for the long-term storage of data on
Russian servers, and media registration for bloggers with over 3,000 readers. Since Russia’s influence is
still extremely powerful throughout the region, other countries across the former Soviet Union are likely to
follow suit with similar laws.
As these trends unfold, it is abundantly clear that digital technologies will increasingly play a key role in
the Eurasian political sphere: indeed, the future of politics in Eurasia, as elsewhere, is now unimaginable without cyberspace. This future, however, is not uncontested. Governments, NGOs, corporations,
activists, engineers, journalists, and other actors are all vying today to shape the way the former Soviet
Union will experience cyberspace tomorrow. As the online space becomes increasingly integrated into
daily life throughout the region, its potential to act as an agent for change will also increase – a fact of
which activists and governments alike are keenly aware, as the ICT sector continues to undergo robust
growth in the region.

THE TELECOM BOOM: TRANSFORMING THE POST-SOVIET WORLD
The former Soviet Union is undergoing a phase of rapid informatization,
largely fuelled by rising mobile Internet access, growing affluence, and
the development of more local resources across the region. As a result
of these trends, a generation of netizens, most of them young, educated,
and urban, are changing the face of the region, empowered by disruptive technologies. As Internet penetration continues to rise, citizens are
gaining unprecedented access to new sources of income, information,
communication, and networking; the mobile revolution is further accelerating this development.
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Internet uptake in Eurasia is greater than in the developing world, and is
increasing rapidly. From 2010-2013, the number of Internet users across the CIS grew at a rate of 59%,
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reaching an average of 44.17%. The high cost of fixed-line Internet access, although it has been falling
annually, remains a considerable obstacle. On the other hand, mobile access is comparatively inexpensive, and subscriptions have skyrocketed across the region in recent years; Internet cafes are also popular
points of access to cyberspace. Online, netizens are turning to local or Russian-language social media,
such as VK and Odnoklassniki, in addition to global giants like Facebook, Twitter, and YouTube. Social
media have played a significant role in enabling offline protest movements across the region, most recently
in 2011-12 in Russia and 2013-14 in Ukraine.
The region’s dominant power, Russia, plays a lead role in both formal developments and informal trends in
telecommunications and cyberspace. Russian-language platforms are popular throughout Eurasia, serving
as a regional hub for social media. Russia ICT companies are also highly influential, as they are major
players in every market of the former Soviet Union. Russia serves as the legislative leader in the region
as well: Russian laws are often copied by nearby states. This includes the Russian-developed System for
Operative and Investigative Activities, or SORM, the legal framework and technical system used for communications interception by law enforcement agencies.
Russia is also leading a push to shift the governance of the Internet away from non-governmental bodies
to individual states. This will allow authorities greater control over content within state boundaries such as
terrorist propaganda; however, it will also result in a fracturing of the Internet, transforming the global digital
commons into a multitude of nationally controlled spaces. This increased territorialization of the Internet
could result in protectionist measures and the creation of a two-tiered Internet, in which access to sites can
be limited by economic factors, as seen in Kazakhstan and Kyrgyzstan.
Meanwhile, authoritarian states throughout the region are implementing ever more sophisticated Internet
controls to stamp out online dissent. Although some countries, such as Uzbekistan, still engage in widespread technical blocking of politically inconvenient sites, more countries are adopting legal measures
to deny access to information; others have shifted their focus away from denying access and are striving
instead to compete with online dissent through counter-information campaigns. Whatever strategy is in play,
it is clear that cyberspace has become a critical conflict zone in which opposition leaders and governments
alike seek to exert power and influence in and through cyberspace.
Of course, dissent is not the only domestic concern: cybercrime is rife across Eurasia. In fact, Russia,
Ukraine, and Kazakhstan have emerged as some of the world’s biggest hubs of illegal online activity. The
prevalent types of cybercrimes vary greatly from country to country, depending on the ICT development as
well as the socio-economic and political context of each nation, but in all cases, the official response to the
proliferation of cybercrime is feeble.
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THE RUSSIAN REVOLUTION: REGIONAL POWERHOUSE DRIVES THE DIGITAL AGE
With its long history of overwhelming cultural, political, and economic dominance in the region, Russia plays a preeminent role in ICT development
throughout Eurasia. In recent years, Georgia, Moldova, and Ukraine have
worked to distance themselves from Russia, but the latter is likely to retain a
commanding influence in the region for the foreseeable future.
Sheer scale accounts for some of this influence. Russia’s economy dwarfs that
of its neighbors, with a GDP of 2.097tn USD4 — nearly 10 times larger than
that of Eurasia’s second-largest economy, Kazakhstan, with $224.4bn USD.5
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Similarly, Russia’s population of 143.5 million far outstrips that of Ukraine, the
region’s second-largest country by population with 45.5 million residents.6
Russia holds significant political power as well as a permanent member of the UN Security Council and
the leading force behind the region’s political organization, the Commonwealth of Independent States
(CIS), which includes all the area’s nations except Georgia, and soon Ukraine, which is in the process of
leaving. Clearly the powerhouse of Eurasia, Russia has long set the geopolitical agenda in the region, and
the Internet is no exception.
In terms of cultural consumption, Russian-language online content is widely popular in all markets, cutting across the linguistic diversity of the post-Soviet space. In particular, Russian-based social networking websites VK (formerly, VKontakte), Odnoklassniki, and MoyMir, are among the top five most visited
social-media websites in all 11 countries. While some governments are working hard to develop domestic
content, Russian and American social media websites still dominate, with Facebook and YouTube being
the most popular U.S.-based outlets.
Russian legal developments also serve as a blueprint for neighboring countries. In particular, Russian laws
on questions of online morality lead the region. In 2010, Russia passed the so-called Blacklist Law, which
was ostensibly designed to protect children from harmful information, such as materials promoting suicide, drug use, pornography, extremism. In 2013, Russian legislators made headlines around the world
when they also targeted LGBT content, amending the Blacklist Law to include information deemed to be
detrimental to “traditional family values.” Although the Blacklist Law has not seen widespread adoption
in its current form, Ukraine, Georgia, and Kyrgyzstan now have pending legislation that is very similar to
the Russian measure.7
Russian technology and legal frameworks also dominate surveillance practices in the former Soviet Union.
In almost all 11 countries, law enforcement bodies have adopted the same legal interception technology
Russia uses to monitor and investigate criminal activity. Called SORM, or the System for Operative and
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Investigative Activities,1 this system gives law enforcement agencies the ability to monitor issues in real time
—without notifying the mobile or Internet providers which of their subscribers are being targeted, or when.
Russia does more than just exert influence through regional alliances and share technological know-how
with its former client states. In the wake of the Arab Spring, Russia has been taking advantage of its political and military alliances with its neighbors to develop a joint strategy to stifle social media-fueled unrest.8

BLACKLISTS ACROSS THE FORMER SOVIET UNION
•

Armenia: Officials have publicly stated that they will not create website blacklists such as those used
in Russia and other like-minded states.

•

Azerbaijan: Following Russia’s lead, authorities are considering a more comprehensive filtering
regime, under the pretext of protecting children from harmful content and policing child pornography.

•

Belarus: Under a 2010 ruling, ISPs are required to filter Internet content according to two blacklists
of URLs; one is a publicly available list of sites registered in Belarus, and the other, a global list that is
only available to ISPs.

•

Georgia: Observers report that monitoring and surveillance are limited, and the government does not
block online content.

•

Kazakhstan: In March 2010, officials announced that Kz-CERT, the government-run Computer Emergency Response Team, would review “destructive” websites and create blacklists. The details about
how Kz-CERT operates, to whom it reports, and its website selection criteria have not been made
public. According to officials, 950 websites were blocked in 2011-2012 due to content that was
found to be extremist, terrorist, or incited ethnic hatred. Internet sites hosted outside Kazakhstan can be
blocked by court order without the presence of the defendant. Officials frequently ignore the requirement for a court order altogether.

•

Kyrgyzstan: There are no specific laws controlling Internet content, however, a new draft bill, “On the
Protection of Children from information harmful to their health and development,” is similar to tRussian
Blacklist Law. The details on Internet controls are not fully disclosed, but if the bill passes websites
could be blocked without a court order.

•

Tajikistan: Online filtering and surveillance have become more pervasive in recent years. Since
2010, policing of online content and blocking access to controversial web-based resources have
become standard procedure.

•

Ukraine: Approved in 2012, the Rules for Telecommunication Services Provision, require operators
and providers to safeguard users’ information security. The interception of communications is prohibited as a general rule, subject to some legal exceptions. Operators and providers are not liable for

1

Please see the section on Surveillance for more information.
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content but must restrict the access to illegal content such as child pornography, when instructed to
do so by court order.
•

Uzbekistan: There is no officially published list of blocked websites. However, blocking is common
practice and typically includes all opposition websites and a number of resources dealing with pornography, child abuse, Islamic issues, extremism, and politics relating to Central Asia.
All information taken from The SecDev Foundation country reports,
and available at http://Digital.Report

Russian ICT companies also play a very strong role across the region. In recent years, Eurasia’s underdeveloped telecommunications market has presented lucrative investment opportunities for Russian companies,9 particularly in the mobile market. The country’s three major telecom operators — MTS, VimpelCom
(under the brand name “Beeline”), and MegaFon — have seized the opportunity to get in early on the
opportunity to develop the region’s national markets. Their importance, however, varies from country to
country. For example, in Armenia Russian telecom companies own nearly two-thirds of the Internet and
mobile market. In Ukraine Beeline and MTS are important, but do not dominate the market completely. In
Azerbaijan and Kazakhstan Internet providers with effective monopolies are closely affiliated with national
governments, but mobile markets are much more liberalized, with several major players, including Russian and Western companies. Business arrangements vary depending on the country, ranging from joint
ventures to independent operations to the full acquisition of local operators. Whatever the arrangements,
Russian telecom companies play a critical role in determining the regional strategy and economics of
mobile operators across the region.
Russia also acts as the principal driver of telecommunications policy in Eurasia. The country is a major
force in the international bodies that regulate cyberspace, such as the International Telecommunication
Union (ITU), and the undisputed leader of regional bodies like the Regional Commonwealth of Communications (RSS). As a result, Russian-supported bills receive wide support within the former USSR.
This influence could have far-reaching consequences as Russia continues to pursue its goal of increasing
state control in international Internet governance. To this end, Russia proposed modifications to the ITU’s
regulations at the World Conference on International Communications 2012 (WCIT 2012). The proposal
would transfer key mechanisms of Internet governance from U.S.-influenced non-governmental organizations, such as the Internet Corporation for Assigned Names and Numbers (ICANN), to international
state-run organizations like the ITU. This would transfer greater technical and regulatory powers to states
and shift the oversight of Internet governance and regulations away from non-state actors. Although current
regulations already provide nation-states with significant jurisdiction over domestic Internet matters, the proposed framework, if implemented, could shift the balance away from the current open, networked nature
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of Internet governance towards nationalization and securitization, a change that could significantly restrict
the freedoms offered by today’s open, globalized Internet.

EMBRACING THE DIGITAL AGE: INTERNET UPTAKE IN EURASIA
With the exception of the region’s poorest and least technologically developed
countries, Internet uptake average in Eurasia is around 45%, and is growing
rapidly. This is vital for the development of the region: as the global economy
increasingly adapts to the information age, insufficient ICT development will
lead not only to lost opportunities for growth, but also to further economic marginalization and an overreliance on cheap labour and resources. Within the
former Soviet Union cost remains a major barrier to Internet development: con-
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nection prices remain high relative to average income in the poorer countries of
the region. However, mobile outlets now provide a low-cost solution for the economically disadvantaged.
As a result, demand for mobile services has soared in recent years: mobile subscription rates have reached
180% in Russia and Kazakhstan, and exceed 100% across the region.
The demographic profile of Internet users is very similar throughout Eurasia. The average Internet user
in post-Soviet Eurasia is young (under 35), university-educated, affluent enough to afford regular online

COUNTRY
C

2010, %

2013, %

INCREASE, %

AArmenia

25.00

46.30

85

AAzerbaijan

46.00

58.70

28

Belarus
Be
B

31.80

54.17

70

Georgia
Ge
G

26.90

43.10

60

KKazakhstan
a

31.60

54.00

71

KKyrgyzstan
y

18.40

23.40

27

M
o
Moldova

32.30

48.80

51

R
u
Russia

43.00

61.40

43

Tajikistan
TTa

11.55

16.00

39

U
Ukraine

23.30

41.80

79

U
Uzbekistan

20.00

38.20

91

AAverage

28.17

44.17

59

Table 1 - Internet uptake in Eurasia (ITU, 2014).
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access, and urban, with a large majority living in capital cities. Interestingly, the gender balance of Internet
users varies depending on the country — for example, male users outnumber female users in Azerbaijan,
but the reverse is true in Belarus — but there are no extreme imbalances in any of the Eurasian nations.
In 2013, based on data from the ITU’s 2014 report,10 Internet penetration in the region reached an average of 44.17%; only Tajikistan and Kyrgyzstan lag significantly behind the regional norm, with 16% and
23% respectively. (See Table 1.) This represents an increase of 59% since 2010. The regional average
compares with a penetration rate of 29.9% in the developing world and 75.7% in the developed world.
A regional trend of falling Internet tariffs has translated into growing online accessibility. However, due
to economic inequality throughout the region, as well as geographical challenges, fixed-line Internet
access remains available only to a privileged few. As the world’s largest country, Russia faces significant
geographic challenges in delivering Internet access. As well, the mountainous regions of Tajikistan and
Kyrgyzstan present particularly difficult challenges for fixed-line access; while Kyrgyzstan has devoted
significant resources to addressing last-mile concerns, Tajikistan opted to utilize satellite-based connections
to provide access. Fast broadband connections are relatively scarce in most countries, particularly Kyrgyzstan, Tajikistan, and Uzbekistan, with fixed telephone subscriptions dominating the telecom markets.

FIXED, %

COUNTRY

MOBILE, %

ARMENIA

6.6
13.8
26.6

27.6

AZERBAIJAN

33.3
32.8

BELARUS
9.1

GEORGIA

9.7

KAZAKHSTAN

2.6

KYRGYZSTAN

11.9

MOLDOVA

22.4
42
N/A
5.1

RUSSIA

14.5
0.1

TAJIKISTAN

8.1

UKRAINE

0.7

UZBEKISTAN

9.4

AVERAGE

52.9
N/A
5.5
20.7
26.9

Table 2 - Fixed and mobile broadband penetration (Broadband Commission, 2012).
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As noted, mobile subscription rates are substantially higher than those for fixed-line Internet access, with
a regional average of approximately 120% — a figure that reflects the common practice of signing up
for multiple subscriptions to take advantage of the benefits provided by different providers. (See Tables 2
and 3). As companies gradually enhance their technical capabilities and lower tariffs for data packages,
mobile connectivity will continue to gain importance as a vital source of Internet access in the region.

COUNTRY

MOBILE SUBSCRIPTION, %

ARMENIA

112.42

AZERBAIJAN

107.61

BELARUS

118.79

GEORGIA

115.03

KAZAKHSTAN

180.50

KYRGYZSTAN

121.45

MOLDOVA

106.01

RUSSIA

152.84

TAJIKISTAN

91.83

UKRAINE

138.06

UZBEKISTAN

74.31

AVERAGE

119.89

Table 3 - Mobile subscription rates (ITU, 2013).

Another popular way of accessing cyberspace is through the region’s many Internet cafes. Like Internet
access in general, their distribution is concentrated in capital cities, where population density means
greater profitability. Users often see Internet cafes as a convenient way of going online, without the need to
commit to a contract, an appealing option for those unable to afford Internet access at home.
As noted, all forms of Internet access, from mobile to Internet cafes to fixed-line, are dominated by Russian
telecom giants. Other competitors include TurkCell, Orange, Vodafone, and the Swedish-Finnish TeliaSonera. However, the dominant position of the Russian companies across the region ensures the continued
influence from Moscow in the field of ICT.
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CYBERSPACE: REDEFINING POLITICAL ACTIVISM
THE ALTERNATIVE PUBLIC SPHERE
In environments where restrictions confine the public sphere, the Internet has increasingly become a
platform for political activism and expression. Opposition leaders and disenchanted citizens take to blogs
and social media to express their frustrations, connect with like-minded people, organize into networks,
propose alternatives, and, importantly, to cross the online-offline divide periodically.
Across the region, the widespread uptake of Web 2.0 resources, in particular Live Journal, Twitter, and Facebook, have redefined the culture of political
activism. A thriving blogosphere has become the new public commons, where
people of all political stripes are able to voice their opinions and find support.11 The upsurge in online political activity in the region, though rooted in
domestic concerns, is part of a global trend, and has unfolded at the same

A thriving
blogosphere has
become the new
public commons

time as the Arab Spring. This does not necessarily imply a direct linkage or
influence of one region on another, but rather points to the power of the online
space to facilitate popular opposition by providing a set of easily accessible tools to disseminate information and organize movements.
One of the most powerful examples of online activism took place in Russia during the 2011 Duma Elections, as smartphone-wielding individuals posted videos showing evidence of voter fraud. From mid-December 2011 to early May 2012, the movement sparked the largest political protests in modern Russia’s
history, including rallies of up to 120,000 people on several occasions. During this period, activists used
social media to propagate, coordinate, and cover the movement. Like the protesters in the Arab Spring,
which had just preceded it, citizens for the first time had the power to document and publicize infractions
themselves. This was completely uncharted territory in the former Soviet Union.
While these election protests are the most commonly cited example, there are many other incidents in
which the impact of an individual armed with a smartphone and camera has greatly contributed to change
in the region. In recent years, netizens have provided riveting footage of the 2013-14 Euromaidan events
in Ukraine, organized protests in Belarus, disseminated footage of prison abuse in Georgia that led to a
major loss of popular support for the governing coalition, and provided footage of unrest in miner protests
in Kazakhstan. In each case, citizens’ ability to record events, disseminate content, and network with other
like-minded individuals enabled activists to reach far more people than ever before.
Other Web 2.0 resources have been deployed to great effect throughout the region. The user-centric
platform Ushahidi, which posts citizen-uploaded text, pictures, and video and plots them on a live map,
has been used across the region to document human-rights violations. For example, in early December
2010, two weeks before the Belarusian presidential elections, activists set up the site Electby.org, based
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on Ushahidi, to document electoral violations.12 In Kyrgyzstan, activists set up a similar system to monitor
instances of torture across the country.13
All of the Eurasian countries rank poorly on the Press Freedom Index,14 a measure by Reporters Without
Borders that reflects mass-media freedom and editorial independence. (See Table 4.) None of the region’s
national legal frameworks provide for official media censorship, or that of Internet content specifically,
instead relying on unofficial pressures and a culture of self-censorship to maintain control over the narrative.
In most Eurasian countries, the Internet is not considered mass media, and is therefore not subject to the
same laws, restrictions, and quality controls as official mass media outlets. However, governments in the
region have increasingly been moving to change this so that Internet content falls within the ambit of mass
media. This trend includes not only editorial content, but also user-generated content, such as user comments or social-media posts. This opens up new avenues for states to exercise legal control over discourse,
raising especially serious concerns in countries where press freedom is already limited.
In most of Eurasia major mainstream media, which profoundly affect public opinion and electoral outcomes, are owned by, or at the very least heavily influenced by, national governments, leaving little room
for oppositional views. This makes the online space a highly appealing destination for challenging the
political mainstream and organizing opposition. The role of the Internet in political contestation varies
greatly across Eurasia, depending on an array of factors such as the level of press freedom, Internet penetration, socio-economic development, and political culture in each nation.

GOVERNMENTS RESPOND WITH MORE INTERNET CONTROLS
As the voice of Internet activism grows louder across the region, governments
have stepped up their efforts to control online dissent, setting in motion a
kind of tug of war in which, as activists add to their cyber toolkit, authorities
respond with an ongoing counteroffensive, developing newer and cleverer
means to limit dissent online.
The limits that the governments can put on online content can be broken into

Governments
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three generations of controls.15 First-generation controls focus on denying
access to specific Internet resources by blocking access to servers, domains, keywords, and IP addresses.
This type of filtering is usually achieved by the use of specialized software or by entering instructions manually into routers at key Internet choke points. It is relatively easy for observers to detect and expose.
Second-generation controls create a legal and normative environment for online controls that are enforced
with technical capabilities that enable governments to deny access to information resources as needed.
Second-generation controls operate in both overt and covert modes. The overt mode legalizes content controls, typically by invoking the need for information security, as well as the broad application of defamation
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or slander laws to the online environment. The covert mode establishes capabilities that allow technical
controls to be applied “just in time” — for example, during elections or public demonstrations — and that
allow plausible deniability. Governments often point to legitimate security concerns as a reason for implementing these sorts of measures.
Third-generation controls take a sophisticated, multidimensional approach to enhancing state control over
national cyberspace by building capabilities for competing in informational space with potential adversaries: thus, the focus is less on denying access than successfully competing with potential threats through
counterinformation campaigns that overwhelm, discredit, or demoralize opponents. Third-generation
controls also use surveillance and data mining to confuse and entrap opponents. Third-generation controls
offer extremely effective narrative hijacking and are plausibly deniable by the state in question.
The three generations of controls are not mutually exclusive and can exist concurrently. Taken together, they
form a pattern of control that is both unique to each country and generalizable to the region as a whole.
The degree to which a country is more or less authoritarian does seem to influence the generation of
controls applied, with the “more democratic” countries generally preferring more subtle and sophisticated
means of control such as counterinformation campaigns.
In Russia, following the wave of 2011-2012 protests, the government launched an extensive legislative program to regulate Internet content, justifying the use of advanced online filtering technologies and
the policing of cyberspace by invoking concerns over security and morality. Recent Internet laws have
increased the authorities’ ability to regulate online content.
As noted above, Russia passed the so-called Blacklist Law in 2010, which limits access to materials deemed harmful to children, such as pornography and content promoting drugs. In 2013, Russia
passed an amendment commonly referred to as the “anti-gay propaganda” rule, that adds “propagation of the negation of traditional family values” to the list of banned content. A year before, Russian
legislators had also criminalized libel, particularly against government officials and judges, a move that
opens up more legal avenues for putting pressure on activists, bloggers, and individual journalists, as
well as media outlets.
Another law, signed by Russian President Vladimir Putin in May 2014 and popularly termed the Bloggers’
Law, requires bloggers with a daily readership of more than 3,000 people to register their name and
e-mail address with authorities. These bloggers are now considered members of the mass media, meaning that rules on libel, extremism, and the authenticity of published information will apply to them. First-time
fines for not adhering to the regulations cost up to $1,000 but could ultimately reach up to $142,000 if
the law is actively enforced.16
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This initiative is part of a general trend in the former Soviet Union to redefine the Internet as a part of the
mass media – a sobering development, given that mass-media freedoms are quite limited throughout the
region, where journalists and bloggers are subjected to repression from both state and non-state actors. As
in Russia, the intent of these changes is to ensure that all content is subject to the same restrictions as mass

INTERNET CONTENT AS MASS MEDIA

ARMENIA

78

AZERBAIJAN

160

BELARUS

157

GEORGIA

76

KAZAKHSTAN

161

KYRGYZSTAN

97

MOLDOVA

56

RUSSIA

148

TAJIKISTAN

115

UKRAINE

127

UZBEKISTAN

166

2014 PRESS FREEDOM INDEX RANKING (/180)

media; websites and blogs are responsible not only for their own work, but also for comments by readers.

Table 4 - 2014 Press Freedom Index Rankings and Internet Content as Mass Media
(Reporters Without Borders; Digital Report).

The Shanghai Cooperation Organization (SCO), a political, economic, and military organization comprised of China, Kazakhstan, Kyrgyzstan, Russia, Tajikistan, and Uzbekistan, invokes the need to combat
the “Three Evils” to target political opponents and stifle online dissent. Defined as terrorism, separatism,
and religious extremism, the “evils” represent legitimate threats, but SCO countries often conflate political dissent with these threats. For example, the Russian government blocked an opposition news website,
Grani.Ru, saying that it contained “incitement to illegal activity and participation in public events held in
violation of the established order.”17 This turn of events is particularly troubling in Russia, where the 2013
amendments to the country’s 2006 law “About information, information technology and the protection of
information” create a legal environment that allows website blocking with no oversight.
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Similarly, other governments in the region have moved to expand authorities’ powers of control online. In
Belarus, Decree No. 60 aims to “protect the rights of Belarusian citizens, the society and the state in the
field of information, to improve the quality of Internet services and make them cheaper, and to encourage
further growth of the national segment of the Internet network.”18 In practice, the document vastly expands
the authorities’ control over the Internet.19 For example, it requires ISPs to block access to politically sensitive information accessible through state institutions and allow website blockage upon requests from individuals, and requires that all legal entities and Internet retailers in Belarus be registered in the .by domain and
use Belarusian hosting services—a move that gives Belarusian officials greater control over Internet portals.
Meanwhile, governments throughout post-Soviet Eurasia have enhanced online surveillance measures.
Belarus, Azerbaijan, and Kazakhstan engage in the close monitoring of cybercafés. Belarusian Internet
cafes are required to log users’ browsing history for one year and to inform law enforcement bodies of
suspicious activities,20 while Azerbaijan often closes or limits access to cybercafés in times of unrest.21
Kazakh cybercafés must retain their customers’ browsing history and employ video and surveillance equipment; users must present official ID to use the facilities.22 It is widely believed that Russia employs large
numbers of bloggers and citizens to produce content that supports the government line, flooding comment
sections, social media, and mass media with pro-government posts.23
Eurasian states are also working to expose the identities of online activists,
and acting to intimidate them, both online and off. For example, in Belarus’s
2010 presidential elections, authorities enacted a swift and comprehensive
crackdown on Internet-based media. For the first time, spoofed websites were
used to expose activists’ identities and to sow misinformation. Meanwhile,
private-sector ISPs are also becoming more involved in the monitoring of citizens. The advent of Deep Packet Inspection (DPI) technology allows ISPs both
to block specific sections of sites, opening up the possibility that governments
will pressure ISPs to block content such as politically sensitive YouTube posts.
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DPI technology also allows to ISPs to monitor users more closely, a capability authoritarian governments will be keen to exploit.24 Finally, Western companies, such as Booz Allen
Hamilton in Azerbaijan, have allegedly participated in uncovering the real identities of individuals online
through a method called “astroturfing.”25
During periods of unrest some governments have simply shut down Internet infrastructure, leaving individuals completely in the dark. In 2011, Kazakhstan cut communications within Zhanaozen to stifle news of
rioting.26 Tajikistan also worked to limit access to information on the uprising in Gorno-Badakhshan in
2012, when Minister of Communications Beg Zukhurov claimed that a “stray bullet took out communications with Gorno-Badakhshan.”27 In both cases, technical shutdowns served to limit timely communication
of sensitive subjects.
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BIG BROTHER IN EURASIA: SURVEILLANCE GOES DIGITAL
Surveillance and the ICT sector go hand in hand, and as technology evolves, so does the capacity of
governments to monitor their citizens. Russia found itself at the centre of a global debate about cybersurveillance after National Security Agency whistleblower Edward Snowden requested asylum in Russia in
August 2013. The country remained in the spotlight during the lead-up to the 2014 Sochi Olympics, when
Russian law enforcement agencies announced they would monitor the communications of all foreigners.
In practical terms, the former members of the USSR use a variety of surveillance tactics, from physical
monitoring in cyber cafes to advanced technical measures. From a legal perspective, ICT companies
face thorny questions, as in most Eurasian countries, they must ensure that governments can install legalinterception technology on their equipment, but have no guarantees that the technology will be used
ethically or legally.
In 2014, Russian politicians launched a number of initiatives with potential surveillance implications that
could significantly limit Internet freedoms. In early July, the State Duma passed a law that requires Internet
sites to store personal data of Russian citizens on servers inside the country, starting in 2016.28 Officially,
the intention is to protect user data, but critics charge that the real goal is to create a legal pretext to exert
pressure on — or shut down altogether – unruly elements of the online sphere, especially foreign services
such as Facebook and Twitter. If foreign services comply with the regulation, the initiative may also make it
much easier for intelligence agencies to access personal data.

RUSSIA’S SYSTEM FOR OPERATIVE AND INVESTIGATIVE ACTIVITIES (SORM)
Allowing law enforcement agencies to monitor the activities of suspected criminals, SORM is Russia’s technical and legislative package for the legal interception of online communications. SORM has been widely
adopted across the former Soviet Union; its use has been confirmed in Belarus, Ukraine, Uzbekistan, Kyrgyzstan, and Kazakhstan.29 Currently there are three different versions of the system: SORM-1 intercepts
all telephone traffic (including mobile communications); SORM-2 monitors Internet traffic and VoIP; and
SORM-3 monitors all communication media and provides for the long-term storage of data.
The principal difference between SORM and Western methods is the legal framework through which
agencies monitor citizens. In the United States, a law enforcement agency can monitor a citizen with a
court order, which is then implemented by the network operator or the Internet service provider. Under the
legislative package for SORM, the officer must also acquire a warrant, but does not need to show it to the
ISP, or to inform the ISP who is under surveillance, or allow access to surveillance equipment, the “black
boxes” that intercept data.30 In a region where rule of law is weak and state security is prioritized, a
system where no arm’s length third party, such as an ISP, is involved in the process is ripe for exploitation.
A recent bill, slated for implementation in 2014, would force private ISPs to pay for this data collection
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and retention, making all information available to Russia’s Federal Security Service (FSB) for 12 hours; in
effect, it would download the cost and responsibility for implementing SORM onto the ISPs.31

SURVEILLANCE GOES MOBILE
The uptake of mobile phones, which in some countries has reached levels of 180%, has prompted
renewed efforts to ensure that mobile activity is monitored. Many countries now require users to show
official ID to register for SIM cards, making mobile activity easy to monitor. Countries have used different
pretexts for requiring identification, but the result is the same – less anonymity on mobile networks.
Mobile surveillance measures have already put human-rights defenders and dissidents in many different
countries at risk. For example, during the 2010 presidential election protests in Belarus, law enforcement
bodies obtained data from carriers about subscribers who had used their mobile phones near the demonstration sites. The authorities later called some phone owners in for “talks.”32

NSA REVELATIONS AND THE SURVEILLANCE DEBATE
Former NSA contractor-turned-whistleblower Edward Snowden found asylum in Russia in August 2013 as
he was trying to make his way from Hong Kong to Latin America after obtaining thousands of files related
to the agency’s infrastructure, activities, and methods. The documents exposed NSA’s mass collection of
communication metadata on US citizens and allies such as Brazil, Germany, and France, and launched a
global debate on the ethics and scale of state surveillance.
Despite its own extensive use of mass surveillance, as well as the lack of
accountability of its security services, Russia seized on the global outcry over
US surveillance practices in order to change the narrative in its favor. Russia
used Snowden’s extended stay at Sheremetyevo airport and subsequent
residency in the country to position itself as a defender of law and order in
the world of surveillance, and as a champion of the rights of the stateless
(Snowden’s American passport had been revoked).
Putin’s initial comments on the incident do not mention Snowden by name,
but state the importance of observing legal methods and court orders when
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surveilling individuals.33 Putin later became more openly critical of the US,
charging that US President Barack Obama can “spy and get away with it.”34
In April 2014, during Putin’s annual televised question-and-answer session, Snowden appeared, via
video, to ask him about the extent of the country’s surveillance practices.35 Putin assured Snowden, and
the world, that Russia does not use a mass system of communication interception, and that surveillance is
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only carried out in accordance with court orders. There is, of course, extensive evidence to the contrary,
most observers agree.

THE ETHICS OF ICT COMPANIES IN THE POST-SOVIET SPACE
Doing business in the former Soviet Union presents some great ethical challenges. It goes without saying
that companies looking to operate in foreign markets must follow the local legal structures. However,
companies can easily find themselves in a position where following the law means engaging in ethically dubious activities.
Finnish-Swedish firm TeliaSonera discovered this in 2012. TeliaSonera, which has subsidiaries in six of
the countries covered in this report, was accused of colluding with authoritarian regimes bent on crushing
dissent. A report by the Swedish investigative show Uppdrag Granskning (Mission Investigate) alleged that
TeliaSonera worked closely with Belarusian special services to provide real-time monitoring of dissidents.
In Azerbaijan the documentary alleges that the company allowed the installation of “black boxes” on its
equipment, effectively granting the law enforcement bodies access to communication and geo-location
data without oversight.36
Such incidents are not limited to legal intercept. An investigation by an independent news agency in
Belarus raised allegations that Swedish telecommunications firm Ericsson had provided equipment that may
have been used to track the mobile communications of protest participants. Belarusian security services
allegedly did exactly that, monitoring unrest over the country’s 2010 presidential election.37 Networking
and telecommunications equipment is dual-use: the same technology that ensures a high quality of service
can also be used by security services to surveil targets.
The repression of human rights defenders in any country is reprehensible. However, the installation of legal
intercept equipment is a prerequisite for doing business in practically every country, as is providing ICT
development technology. This does not exonerate TeliaSonera, or any other foreign company in the region,
if they are found to have colluded in unethical practices, but it does illustrate the challenges that ICT companies face as they work in environments where human rights are poorly protected.
This kind of challenge is likely to become even more difficult. In July 2014, Russian lawmakers passed a
law requiring that all data on Russian users be stored within the country’s borders. Once signed by President Putin the law would take effect in 2016, posing a serious ethical dilemma for Internet companies like
Facebook. If the data is stored within Russia, it is much easier for security forces to access the accounts of
dissidents. Highlighting the challenges of doing business in states with poor rights records, this problem is
not unique to Russia. Google, for example, left China in 2009 amid concern that it would be unable to
protect users’ personal information.
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EURASIA: A HAVEN FOR CYBERCRIMINALS
Cybercrime is rife across the former Soviet Union, where the combination of a poor economic outlook,
weak rule of law, and a history of advanced technical education has created ideal conditions for the
proliferation of cybercrime. The specific types of cybercrime prevalent in each nation vary depending
on the socio-economic, political, and ICT development of each one, but online criminality is widespread
throughout the region.
Countries that have a higher ICT index, such as Russia, Ukraine, and Kazakhstan, are at the forefront of
cybercrime in the former Soviet Union. With approximately 80 million Internet users, Russia is ranked as
the world’s most egregious offender by HostExploit, an organization that tracks the incidence of cybercrime.38 The most common forms of cybercrime in Russia include bogus programming services and pirated
software sales, hacking services, dedicated server sales and bulletproof-hosting services, spam and flooding services, download sales,39 and ransomware.40
The most pressing cybercrime issue in Ukraine is piracy. Microsoft Ukraine estimates that 86% of computers, including 60% of computers belonging to public authorities, host pirated software.41 This is presumably one of the major reasons why Ukraine ranks ninth in the world for the number of computers involved
in DDoS botnets.42
Kazakhstan is the cybercrime hotspot of Central Asia, receiving a staggering 85% of attacks in the region,
compared to 8% for Uzbekistan, 4% for Kyrgyzstan, and 1% for Tajikistan.43 This is likely due to the fact
that Kazakhstan has the highest level of ICT development in Central Asia.
In several Eurasian nations, some of the most ruthless criminals in cyberspace operate virtually unchecked.
In Moldova, a country notorious for human trafficking, kidnappers are using smartphones, computers,
and the Internet to extort money and traffic victims across international borders.44 Criminals in Belarus are
involved in the production and sale of child pornography.45

CYBERCRIME IN THE POLITICAL ARENA
Cybercrime is also sometimes used to further a political or national agenda,
although the perpetrators are not necessarily governments. Armenia and Azerbaijan have not resolved the Nagorno-Karabakh conflict, and nationalists from
both sides regularly deface websites and slander each other online. Despite
the existing animosity between the two nations, ministers of both countries,
as well as, seemingly the broader public, do not condone these practices.46
Ukraine has suffered hacking attacks on its state institutions: for example, the
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Security Service of Ukraine foiled an attempt to hack the State Electoral Commission website in the days
leading up to the 2014 presidential election.47
Georgia, too, has suffered significant malware attacks in the wake of the 2008 Russia-Georgia war,
which may be reasonably suspected to have been initiated by the Russian government. The Caucasian
country also has a history of politically motivated domestic cybercrime. For example, in 2012, the opposition candidate Bidzina Ivanishvili, as well as his family and colleagues, were the victims of a targeted
malware attack. This did not stop Ivanishvili, who subsequently won the election and fired 12 government
employees in connection with the incident.
While most countries in the region have regulations designed to combat cybercrime, enforcement is lax,
largely because national governments do not consider cybercrime a danger as long as it does not pose an
immediate threat to their regime or economic interests. Knowing this, cybercriminals often focus their efforts
outside the domestic sphere to avoid official scrutiny. In recent years, however, some developments signal
a growing recognition of cybercrime as a pressing issue. For example, in 2011, the Collective Security
Treaty Organization, an intergovernmental military alliance of six post-Soviet states, identified cybercrime
as a priority because it could destabilize internal political structures.48

CLOSING THE COMMONS: THE PUSH TO CHANGE GLOBAL INTERNET GOVERNANCE
Russia, with many states of the former Soviet Union in tow, is pushing for major changes in the way the
Internet will be governed in the future.
Founded on the principles of freedom, openness, and networking, the Internet has developed with fairly
little involvement from governments, compared to other areas of social and economic activity, and has
largely been the terrain of the private sector and individual users. In the regulatory realm, the Internet is
unlike other forms of telecommunications, which have traditionally been administered by national governments. By contrast, state governments have little involvement in international Internet governance, which is
currently in the hands of the Internet Corporation for Assigned Names and Numbers (ICANN).
ICANN, a “not-for-profit, public-benefit corporation with participants from all over the world dedicated
to keeping the Internet secure, stable, and interoperable,”49 is responsible for coordinating the Internet
Assigned Numbers Authority (IANA), which provides technical services critical to the operation of the
Internet’s underlying address book, the Domain Name System (DNS). ICANN also defines policies on how
to manage the “names and numbers” of the Internet.50 For example, in recent years, ICAAN has decided
to release hundreds of new top-level domains (from .media to .vegas), thus challenging the monopoly of
the .com, .org, .net, and other familiar website extensions. ICANN’s power to dictate policy on top-level
domains makes it a key institution in global Internet governance. The stakes of shifting this power to the ITU
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will become increasingly evident when the debate turns to more controversial issues such as the introduction of .gay domains, which socially conservative regimes may oppose.51
Russia has long been one of the world’s most vocal proponents of increasing
state control over cyberspace and, more broadly, redefining the rules and
norms of global Internet governance. In September 2011, alongside China,
Tajikistan, and Uzbekistan, Russia released a Resolution for the UN General
Assembly entitled, “Information code of conduct for information security.” With
a preamble that argues that “policy authority for Internet-related public issues is
the sovereign right of States,” the document lays out a 12-point voluntary code
of conduct that would increase state control over the domestic communication space. The governments pledged to curb “the dissemination of informa-
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tion that incites terrorism, secessionism or extremism or that undermines other
countries’ political, economic and social stability, as well as their spiritual and cultural environment.”52 In
essence, the resolution would give authorities almost unrestricted controls over cyber activity within their
geographical borders.
Similarly, in December 2012, Russia, sparked a major debate on Internet freedom and control at the
World Conference on International Telecommunications (WCIT-12) in Dubai, this time acting in concert
with Algeria, China, Egypt, Sudan, and the United Arab Emirates. Russia proposed adding an article
to the ITU Constitution that reaffirms people’s “unrestricted” right to use international telecom services,
but adds the following clause: “except in cases where … telecommunication services are used [to] …
interfer[e] in the internal affairs or undermin[e] the sovereignty, national security, territorial integrity and
public safety of other states.” Article 8A.4 also challenges citizens’ right to communicate when telecom outlets are used “to divulge information of a sensitive nature.”53 Azerbaijan, Kazakhstan, Kyrgyzstan, Ukraine,
Uzbekistan, and Tajikistan all signed the proposal.
The aim of both proposals is to shift power from ICANN to the United Nations’ ITU, increasing the role of
states in the governance and administration of the Internet. Currently, nation-states participate in ICANN
operations through membership in a non-voting Governmental Advisory Committee (GAC) within ICANN’s
multi-stakeholder structure. The GAC’s mandate is to “provide advice on the activities of ICANN as they
relate to concerns of governments,” and the Corporation commits to “duly tak[ing]” such advice.54 Under
this arrangement, nation-states’ power to influence global Internet governance is limited.
Experts are divided about whether Russia’s proposals present a real threat to the development of a global,
free, and open Internet, where the right to communicate is paramount. Practically speaking, governments
already possess the regulatory and practical powers to constrict the free flow of information, should they
wish to do so.55 Moreover, even if these changes were made to the ITU Constitution, it would still be up to
national governments to decide whether and how to implement them.
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On the other hand, some experts warn that the potential “damage such proposals could do to unsettled
Internet policy issues related to anonymity and online identity, privacy and personal data protection, as
well as Internet content regulation are enormous and can hardly be exaggerated.”56 Ultimately, Russia’s
proposals are, perhaps, less significant in terms of the immediate dangers they pose, as these remain
contested and ambiguous, more than they are a signal of a decisive shift towards the nationalization and
fragmentation of the Internet — a shift that is manifested through the spread of the so-called two-tiered
Internet, which has already taken hold in several Eurasian nations.

TWO-TIERED INTERNET: BOOSTING TELECOM DEVELOPMENT, BUT AT A PRICE
The development of a two-tiered Internet system in an increasing number of countries worldwide is a
byproduct of the push for the nationalization of Internet governance. In a two-tier system, domestic traffic is
given preferential treatment over international traffic, through regulations requiring ISPs to limit bandwidth
for external Internet resources; this measure also drives up the cost of accessing external traffic.
Making domestic traffic cheaper and easier to access, the two-tiered Internet is designed to encourage the
growth of local Internet resources, which often struggle to compete with well-established foreign rivals. In
the case of Eurasia, the competition is primarily with Russian content and providers. Making Internet access
more affordable is a particularly compelling strategy in the region’s poorer nations, where, as noted earlier, financial barriers still prevent many from going online on a regular basis.
Beneficial in some ways, the two-tiered system is not without its dangers. It greatly simplifies the government’s control over internal resources, not least because they are physically hosted within the country, often
by state-funded data centers. The substantial cost difference between local and international traffic also
encourages the distribution of pirated materials. Since many entertainment materials are too expensive for
individuals to download directly from foreign websites, they are downloaded once and then distributed for
free on domestic networks.
Kazakhstan and Kyrgyzstan have both embraced the two-tier system. Kazakhstan’s cyber policies reflect
growing nationalism and a will to promote the Kazakh identity in a nation that authorities envisage as
highly connected in the near future. Officials have set the ambitious target of achieving 75% Internet penetration by 2020;57 it is clear that promoting Kazakh national identity online is an integral part of this vision.
In Kyrgyzstan, internal Internet resources are about 10 times cheaper than external traffic, and in some
cases are free of charge. Registration of local Internet resources in the .kg national domain is not compulsory, but happens naturally as a result of economic incentives. Domestic ISPs are interconnected, and each
can apply to freely connect local network traffic to the Internet exchange point (IXP), a physical infrastructure that by interconnecting ISPs reduces traffic and increases connection quality, which significantly cuts
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the costs of operation and fosters development of the sector. Mobile operators in Kyrgyzstan do not differentiate between internal and external traffic.

DIGITAL EURASIA: A FUTURE OF GROWTH AND CONTESTATION
With every year, telecommunications are more deeply embedded in virtually all aspects of life in Eurasia.
The reach of mobile subscriptions (averaging over 100%), and quickly growing Internet access (currently
standing at a 45% penetration rate,) help populations to connect with each other, do business, consume—
and, increasingly, produce—information about the surrounding world. In the political domain, activists take
up online tools to promote their causes and organize movements in the struggle against authoritarianism,
corruption, human rights violations, abuse of power and justice, all still plaguing the region. Digital technologies have proven to be instrumental in the Ukrainian conflict: mobilizing and organizing the Euromaidan
protest movement; serving to report on the unfolding developments; as well as dispel the overwhelming
amount of propaganda and misinformation originated by all sides involved.
Taking advantage of the poor rule of law, cybercriminals of all stripes operating out of the region, primarily Russia, Ukraine, and Kazakhstan, have established a thriving industry dealing in everything from
financial fraud and identity theft to software piracy and child pornography dissemination. While failing to
adequately respond to cybercrime within their jurisdictions, governments have instead directed extensive
efforts towards instituting controls over digital freedoms exercised by their populations. These measures
come in three generations: from denying access to specific Internet resources by blocking access to servers, domains, keywords, and IP addresses, to creating a restrictive legal and normative environment for
online controls, to, lastly, competing with dissenters through counterinformation campaigns that overwhelm,
discredit, or demoralize opponents—with the three generations often deployed in conjunction.
Russia, dominating Eurasia economically and politically, is also the regional leader and trendsetter across
the entire spectrum of telecommunications, exporting Russian-language Internet content and resources,
mobile and Internet service providers, legal frameworks and technologies for control and surveillance, and
an international push to alter the global Internet governance architecture towards drawing national electronic borders and privileging security and sovereignty agenda over the foundational principles of freedom, openness, and networking, which the cyberspace was founded upon. Moscow is likely to preserve
its regional dominance due to the almost inescapable economic and political ties that define its relations
with the former satellites.
The current state of underdevelopment means that Eurasia’s ICT sector, except perhaps for the already
saturated mobile market, is on course for continued growth for years to come. Understanding that procrastination may stifle their countries’ growth, even the more authoritative regimes such as Azerbaijan or
Kazakhstan have produced and begun implementing long-term national programs of telecommunications
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development. The risks of investing into Eurasia’s ICT economy are high, but so
are the potential rewards, likely to bring in more investments from Russian and
other foreign companies.
There is, however, nothing definitive or determined about the future of digital
Eurasia, particularly at the nexus of technology and politics. While committed to lowering the costs of digital access, developing ICT infrastructure and
increasing digital literacy, governments across the region are simultaneously
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mastering the art of monitoring and stifling online dissent. Civil society actors,
in turn, are coming up with ever more creative ways of using technology to
challenge the powers that be. It is this dynamic contestation that will decide the future of not only digital
politics, but perhaps Eurasian politics altogether.
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