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Supporting local voices
for peace in Syria

Be Heard
Syrian social media space is dominated
by militant actors. Be Heard is an
online learning portal that aims to
help non-violent Syrians make their
voices heard – safely and effectively.
Be Heard helps authentic Syrian voices
to cut through the noise of conﬂict.

beheard.salamatech.org

Introducing The SecDev Foundation

2015 Programs
TIA SANG VIETNAM
Tia Sang builds capacity for online safety and
Internet freedom in Vietnam. In 2015, Tia Sang
provided digital safety support to thousands of
Vietnamese youth and social activists.
See pages: 8-12

SALAMATECH SYRIA
Since 2012, SalamaTech has helped millions
of Syrian non-violent actors to stay safe online.
Now we are also helping them to Be Heard
on social media, to cut through the noise of
conflict. See pages: 14-19

Sharing Our
Experiences
In 2011, Rafal Rohozinski, Rob Muggah and I launched The
SecDev Foundation, with no core staff and one single grant.
All three of us were long-time conflict and development
practitioners, with many years in the field. A common thread
traversing our diverse experiences was observing how new
technologies were transforming the basis of empowerment,
opportunity and conflict across the globe.
Now, in 2016, The Foundation has grown to a staff of 14
and a global network of project partners and affiliates. We
currently work in the Syrian conflict region, Vietnam, the
Commonwealth of Independent States, Mexico and Canada
itself. Our projects have different emphases and goals. But
all seek to understand how technology can better empower
people, improve governance, and reduce conflict, violence
and oppression.
This magazine provides a glimpse into aspects of our work in
2015. We are lucky to have found the support to implement
our ideas. Thanks for letting us share!
Deirdre Collings
Executive Director
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OPENNET EURASIA
OpenNet Eurasia works to build local capacity
and engagement for more transparent and
accountable cyberspace governance in the
Eurasia region. See pages: 22-26

COUNTERING VIOLENT EXTREMISM
Our CVE online portal assembles research on
violent extremism and social media, including
SecDev’s own work in this area. See inside back
cover.

OPEN EMPOWERMENT INITIATIVE
OEI research explores how the Internet is
changing state-society relations across Latin
America. Our e-book is just out on Amazon! See
page: 13

#HACKINGCONFLICT
#HackingConflict was a #DiploHack challenge
that explored how youth and technology
can disrupt conflict and empower nonviolent
activism amidst the maelstrom of war. See
pages: 28-30
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About Us

secdev.foundation

TV HEADS / BANKSY

Seeking security and development in the digital age.
The SecDev Foundation is a Canadian thinkdo tank that works at the interface of conflict,
development and new technologies. We believe
that technology and connectivity can empower
people to disrupt violence, insecurity and
oppression. Our mission is to develop data-driven
solutions to making positive change possible.

how groups, individuals and states engage with
progressive politics, economics and social action.
We believe that greater open empowerment
can help catalyze political expression, fight back
against oppression, prevent violent extremism and
promote more just and peaceful societies.
Since our founding in 2011, we have maintained
an operational focus on enabling individuals
and groups in risky environments to fully take
advantage of open empowerment. Our initiatives
have helped societies in the Middle East,
Central Asia and elsewhere to stay safe, access
information, and leverage social media to ensure
their voices are heard.

We work with global and local partners in cities,
countries and regions affected by fragility, conflict
and violence. We trigger new ways of thinking
and co-designing digital tools to build local
capacities. We seek to understand the challenges
that communities prioritize and can meaningfully
engage, in order to encourage people-centered
transformation.

The Foundation’s work has been supported by
governments and donors in Canada, the United
States, the United Kingdom and the Kingdom of
the Netherlands.

We are committed to enabling “open
empowerment” – meaning the ways in which
new technologies are fundamentally rewiring

secdev.foundation
6

About Us

who we are
The SecDev Foundation was founded by three forward-thinking
Canadians aiming to enhance safety and opportunity for the
world’s most vulnerable using new technology to promote
positive change.

Deirdre Collings

ROBERT MUGGAH

RAFAL ROHOZINSKI

Executive Director

DIRECTOR OF RESEARCH

DIRECTOR AT LARGE

As a specialist in conflict and
development, fragile states and
identity-based politics, Deirdre
is constantly seeking new ways
to empower at risk communities.
Over the past two decades, she
has worked with the United
Nations, universities, think tanks
and NGOs, with field postings
in Lebanon, Rwanda, Ukraine
and Azerbaijan. She has served
on the Executive Committee of
the Middle East Working Group,
sat on several NGO boards, and
facilitated the start-up of two
educational NGOs working with
vulnerable groups in the Middle
East.

Robert has overseen largescale research projects in more
than 50 countries and has
worked closely with dozens
of multilateral and bilateral
agencies on humanitarian action,
development assistance and
security . He is a senior advisor to
the Inter-American Development
Bank, the United Nations and the
World Bank on issues of public
security and aid policy, especially
in fragile settings. In 2015 and
2016 he was a speaker at Davos,
TED and the Web Summit on
fragile cities and technology. He
earned his PhD at the University
of Oxford.

Rafal’s career coincided with
the global expansion of the
internet, a process that he
helped accelerate in the 1990s,
as he worked with the United
Nations across Asia, the former
Soviet Union, Middle East,
and Africa. Rafal co-founded
The SecDev Foundation to
ensure that advanced research,
technology and access to
information benefits the broader
community, and that critical
global issues like individual
privacy and surveillance are
subject to an informed public
debate.
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The SecDev Foundation launched 'Safer Internet
Day' in Vietnam in March 2016 to continue its
work promoting online safety and cyber savvy
among Vietnamese youth. Following its
successful campaign against Facebook hacking
in September 2015, The SecDev Foundation
partnered with Hanoi-based NGO Live & Learn
on a series of online and oﬄine activities that
targeted youth knowledge of online safety both behaviour and skills.
Thousands of youth participated in an online
contest based on user submissions of comic
artwork and videos. More kids were reached at
oﬄine events led by tech-savvy youth leaders.
Safer Internet Day is an international event that
takes place annually in early March. It is
organized by inSafe, a European NGO.

Safer
Internet
Day Vietnam

Tia SANG Vietnam

celebrities Join Fight
against facebook
Hacking in vietnam

FLASHNOTE / MICHAEL L. GRAY

The ‘Chong Hack Facebook’ (Fight Facebook Hacking) campaign
reaches over 1.2 million social media users and boosts the use of
two-step authentication to protect accounts.
BACKGROUND

Amid rising levels of Facebook hacking in Vietnam,
The SecDev Foundation launched a celebritydriven social media campaign to promote the
use of two-step authentication. The campaign
saw thousands of Vietnamese users set up login
approvals on Facebook, and had the unexpected
result of finding a celebrity ‘cyber ambassador’
who will continue to promote online safety in
Vietnam.

Account theft continues to be a significant
problem for Vietnam’s 30 million Facebook users,
most of whom are under 25 years. The results of a
recent online quiz found that a majority of social
media users had been hacked directly, or had
friends who had been hacked. Very few had no
experience with being hacked or losing email or
social media accounts.1

secdev.foundation
9

Tia SANG Vietnam
The quiz confirms the findings of an earlier
FlashNote on Facebook account theft. That report
found a high number of mentions of ‘hacking’ on
Facebook’s Vietnamese-language corporate Page,
supported by numerous anecdotal accounts.2

campaign’s lead celebrities, Trang Phap, and
circulated as part of the campaign.
Trang Phap, with fellow singer Bang Di, also
helped launch the campaign by appearing in a
short humorous video alongside music producer
Duong Khac Linh. The pair of singers had just been
featured as a team on Vietnam’s version of ‘The
Amazing Race,’ while Duong Khac Linh was in the
news at the time given his role as a judge on ‘The
Voice,’ Vietnam’s most popular TV show.

#CHONGHACKFB CAMPAIGN
The SecDev Foundation’s ‘Chong Hack Facebook’
relied on top celebrities3 and the popularity of
“selfie” photos to grab the attention of Vietnamese
youth – young women in particular. The campaign
aimed to get youth to set up Facebook’s login
approvals protection on their accounts. Not only
did it attract a large following, it appears to have
made an impact on behaviour. Data provided by an
SMS service company indicated a notable uptake
in two-step authentication over the first few days
of the campaign.

The video was released on Facebook and YouTube
on 3 September, and was followed over the next
fews days by selfie photos from star singers
including Bao Thy, Hoang Thuy Linh, Huu Cong,
Emily and Le Quyen (the singer who’s hacking
experience had been recounted by Thanh Nien
newspaper only a few weeks before the campaign
started). In all, over 30 celebrities participated
(most being paid a small honorarium).

The campaign design was familiar to many social
media users. Participants were encouraged to
follow simple guidelines to turn on login approvals
(two-factor authentication), and then take a
selfie while making a two-finger ‘peace sign.’
Participants would then post this along with
the campaign hashtag on their Facebook wall,
encouraging others to follow the same steps. To
launch the campaign, many ‘two-finger’ selfies
were taken by leading celebrities, some of whom
had had their accounts hacked in the past.

During the first week of the campaign, some
young Facebook users followed the celebrity
lead and posted photos with the hashtag
#ChongHackFB. Many of these photos indicated
an understanding of the campaign’s purpose. The
photos were either posted in comments under
the celebrity pictures, or posting directly to users’
profiles. The campaign page collected as many of
these publically posted pictures as it could track.

Facebook’s instructional video on login approvals
was re-dubbed into Vietnamese by one of the

The true reach of this part of the campaign is
unknown, however, as many users have Facebook

The campaign concept was similar to other social campaigns – a hashtag, a particular type of photo,
and a short message to explain how to take part. Fans followed the celebrity lead, posting their own
photos in the comments or on their own profiles.

secdev.foundation
10

Tia SANG Vietnam

3,365

24-26 August

10,055

03-05 September
7,082

01-09 October

Average Daily Number of Log-in Approval SMS Codes Sent by one Provider

profile posts visible only to friends (which is our
recommended security practice). However, the
extent of engagement on the celebrity posts
indicates the campaign reached a wide audience.
In addition, as the photos spread, mainstream
media became interested in the story. Cable
broadcaster VTC interviewed one of the campaign
organizers and several of the participating
celebrities. Several online news outlets also ran
stories, including Zing News, Afamily, VietnamNet
and Thanh Nien Online.
The campaign Facebook Page alone achieved a
total reach of over 1.2 million, a strong indication
that it raised overall youth awareness of twofactor authentication and basic online safety.
To more directly measure the impact on user
practice, the campaign reached out to one of the
private sector IT service companies that sends
SMS messages on behalf of Facebook. Data
provided by this company shows that the first
three days of the campaign saw a daily average
of 10,055 phone numbers requesting SMS codes
– a much higher figure than the week preceding
the campaign. One month after the campaign
start, the number of codes being sent remained
at a fairly high level. While the data can only be
indicative (due to the small and partial sample), it
strongly suggests that the campaign achieved a
positive impact on behaviour.

No. Name

Likes

Comments

Shares

1

Bảo Thy

91,300

565

211

2

365DaBand

18,000

97

35

3

Emily

15,000

45

11

4

Ngô Thanh Vân

12,000

79

27

5

Hoàng Thuỳ Linh

11,400

52

29

6

Hữu Công

5,800

147

11

7

Ưng Hoàng Phúc

4,200

38

17

8

Mr. Tee

3,800

26

3

9

Kenny Sang

3,800

176

1

Linh Miu

1,900

68

1

10

#ChongHackFB – Top Celebrity Posts

Celebrity Targeted by Social Engineering Scam
Becomes Cyber Safety Ambassador
An unexpected outcome of the campaign was top

1

https://www.tiasangvietnam.org/flashnote-cyber-quix-points-to-knowledge-gaps/

2

https://www.tiasangvietnam.org/flashnote-facebook-hacking-an-epidemic-in-vietnam/

3

Celebrities themselves are often targeted by hackers in Vietnam: https://www.tiasangvietnam.org/top-singer-le-quyen-falls-prey-to-facebook-hacker/
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Tia SANG Vietnam
singer Bao Thy’s decision -- after she was hit with
a successful phishing attack -- to become a ‘cyber
ambassador’ for Vietnam youth (see Box below).
After posting her selfie photo, Bao Thy was the
target of a successful phishing attack, resulting in
the loss of her social media and email accounts

to a hacker. Following restoration of her accounts,
Bao Thy emerged from this experience wanting to
help others stay safe online. She is now serving as a
celebrity Cyber Safety Ambassador for Vietnamese
youth, and was part of a planned ‘Safer Internet
Day’ for Vietnam in early 2016.

Hacked CelEbrity Becomes Cyber Safety
Ambassador for Vietnamese Youth
After participating in the two-step campaign
launch, celebrity singer Bao Thy was hit with a
successful phishing attack, resulting in the loss of
her social media and email accounts to a hacker.
Within a few days of posting her campaign
photo, Bao Thy was contacted via her Facebook
profile by someone claiming to be “the nephew
of Facebook’s Vietnam representative.” This
person offered to provide a service to protect
Bao Thy’s account. As Bao Thy personally
knows the real Facebook representative, she
unwisely assumed the person contacting her
was a legitimate consultant. Unfortunately, she
agreed to download and install a desktop sharing
application that allowed this person to take
control of her laptop. The first thing the hacker
did was open her Facebook and turn off login
approvals, after which they proceeded to steal her
Facebook, Yahoo! and iCloud accounts.
Embarrassed by her own naivete, Bao Thy
contacted the campaign team for help. The real
Facebook representative provided assistance in
recovering her profile (but not her Yahoo! email or
iCloud accounts, which were permanently lost).

Celebrities like Bao Thy face the conundrum
of being in contact via Facebook with large
numbers of fans who are total strangers. Many
chat with these fans quite extensively to build
their fanbase, which leaves them open to social
engineering tactics.
The popularity of celebrity profiles and fanpages
– some with hundreds of thousands or even
millions of followers – contributes to making
them targets, as hackers can then target their
large audience. When Le Quyen was hacked,
many of her fans were duped into sending the
hacker money.
Bao Thy emerged from this experience
wanting to help others, and she has
begun serving as a celebrity Cyber
Ambassador, seeking to raise youth
awareness on the dangers of social
engineering and other aspects of
online safety. She was part of a
planned ‘Safer Internet Day’ for
Vietnam in early 2016.

About Tia Sang VietNam
Tia Sang Vietnam supports online safety and internet freedom in Vietnam. The initiative aims to
support a range of stakeholders by researching internet and society issues and making strategic
interventions to support online safety and cyber security among Vietnamese youth.
In its first year, Tia Sang launched an outreach campaign that has provided cyber security support
to thousands of Vietnamese youth, in addition to targeted support to dozens of social activists.
The initiative’s first mainstream campaign, ‘Fight Against Facebook Hacking,’ involved dozens
of top celebrities and resulted in thousands of youth using two-step verification to protect their
online accounts.
For more information visit www.tiasangvietnam.org.
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Hot Off the Press!

Salamatech 2015*
HELPING SYRIANS COMMUNICATE SAFELY - AND EFFECTIVELY.
HELPING SYRIANS BE HEARD
Local Syrian voices for peace struggle to be heard
through the noise of war. Launched in
ebruary
e eard is a obile- rst online
learning portal helping Syrian non-violent voices
reach a wider audience.
Syrian
users

7960

rst four ee s

EMERGENCY / TECH SUPPORT
yrians are ca tured and illed because of online
activities. ccess to ersonal net or s e oses
everyone who is connected to the victim. SalamaTech
provides emergency technical support to Syrians who
have been arrested or had their accounts hac ed or
disabled.

2512

Syrians
supported

PROTECTING SYRIAN CSOs
The Internet is a lifeline for Syrian civil society
or ani ations
s.
s rely on social edia
to organize, provide aid, document war crimes and
voice dissent. Our newly piloted Cyber Security and
e ediation audits yber
build the ca acity
of CSOs to protect their data and use the
Internet safely.

CSOs
protected

9

ilot hase

SUPPORTING SYRIANS IN SITU

SECURING A DIGITAL LIFELINE
Syrian citizens rely on the Internet to survive. They use it
to nd out here bo bs are dro in
hat chec oints
to avoid here to nd assistance and to connect ith
family members. SalamaTech helps Syrians stay
safe online – providing guidance, alerts, technical
assistance and tools – across multiple channels.

+2M

User
engagements

ur net or of nfor ation reedo
ha
ions in yria and ur ey
provide direct face-to-face digital
safety and Be Heard support to
yrians tra ed in the con ict re ion.

Syrians
trained
in-situ

1034
en.salamatech.org

* Since 2012, SalamaTech has helped millions of Syrians stay safe online. Last year, our work pivoted to focus on Syrian civilian actors trapped inside zones of conflict.
Stats on this page are for 2015 to early 2016, including two pilot initiatives – Be Heard and CyberSAR audits.

SalamaTech

facebook prison:
testimonies from
syria

FLASHNOTE / SALAMATECH TEAM

Ahmad witnessed many horrors during his year in a Syrian regime
prison. Some of the worst were people being tortured for their
Facebook and other online passwords.
Many of Ahmad’s fellow prisoners had been
arrested because of their mobile phones. They
were stopped at a checkpoint, their phones were
seized and their Facebook accounts checked. If
the soldier saw something inappropriate – “liking”
a wrong page, for example – they were arrested.
Others had been arrested because they were
communicating with mobile phone numbers of
deceased opposition activists or Free Syrian Army
Fighters.

Ahmad is not alone in his testimony of Facebook/
WhatsApp torture in Syrian prisons. A SalamaTech
researcher interviewed another former detainee,
“Salwah.” Here are her observations:
“All detainees are asked to surrender their mobile
phones and their online account credentials,
even if the arrest has nothing to do with their
online activities. The authorities go through their
accounts, including retrieving deleted files. If
anything inappropriate is found, the detainees will
be subject to further torture.”

secdev.foundation
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SalamaTech
“Many of the people I met in prison were arrested
because of a Facebook or WhatsApp conversation.
All of the other 22 women and girls in my room
were in prison because of their online activities.”

in no way surprising that Syrian refugees carry
smartphones. They are toolkits for survival.
But mobile phones and social media are also a
frontline in the war. Syrians are captured and killed
because of their online activities. They are tortured
for passwords because online accounts expose
everyone in the victim’s network. This threat is not
just from the digitally savvy Assad regime. ISIS
and other armed groups also capture and torture
Syrians to access their online accounts.

“Really, the Syrian security officers blame the
revolution on Facebook, and how Syrians misused
it. They are so obsessed with this idea that anyone
who carries a mobile phone is suspect. One
detective told me: 'President Assad made a huge
mistake when he allowed the Internet into our
country'.”

After his release, Ahmad shared his experience in a
closed Facebook group – to help his fellow Syrians
avoid a similar fate.

“One woman I met was actually loyal to Assad
and was in prison by mistake. She was stopped
at a checkpoint on her way from Damascus to
the suburbs where she lives. The security officer
checked her phone and found a message from
her sister in Idlib who owns a garment shop.
The message said: 'We have the new goods
from Turkey now and it is so good.' The officer
suspected that the message was referring to
weapons, so arrested her.”

Here is Ahmad’s advice:

Ahmad and Salwah’s stories reinforce the
centrality of social media in Syria’s war. From
the earliest days of the revolution, Facebook
and the Internet have served as critical
information channels for the revolution and
survival. Opposition activists see the Internet
as a continued lifeline for political freedom -- a
medium where their voices can be heard, where
war crimes are documented, and where they can
connect with each other across geographic and
ideological divides. Average Syrian citizens rely
on the Internet to know where the bombs are
dropping, which checkpoints to avoid, where food
may be found, and where their families are. It is

1.

Never call numbers you know belong to
activists who are deceased. Their numbers are
under direct regime surveillance.

2.

Never use text messaging for sensitive
communication. Use audio only.

3.

Delete all your chat history on WhatsApp,
Facebook and Skype.

4.

Use special programs that delete all your files
permanently – including related folders.

5.

Never post anything on Facebook that reveals
your real identity.

About SalamaTech
Since 2012 SalamaTech has helped millions of Syrian non-violent citizens to stay safe online and
use social media to make their voices heard. We provide customized, easy-to-use security and
social media guidance, tools, training and resources, and ongoing online support. We provide
emergency technical support to Syrians who have been arrested, or had their accounts hacked
or disabled. Our network of Information Freedom Champions provide in situ trainings to Syrians
trapped inside Syria. Our cyber-security experts help build the capacity of emerging Syrian civil
society organizations through digital safety audits and real-time remediation.
Visit en.salamatech.org for more information
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Be Heard

helping syrians be
heard
way to mainstream media. We need instructions on
how to get the message out, and how to make sure our
documentation [of atrocities] is verifiable, so that it can
be used to achieve justice in the end.”

The Syrian conflict is the first protracted war to be fought
on and through the internet. All Syrian actors use the
internet to organize, plan, and share information. Some
use it to document human rights abuses, deliver and
receive aid, or as a critical survival lifeline. Others use it
to propagandize, collect intelligence, sow fear, and win
followers.

Likewise, Syrians who want to reach out to fellow Syrians
-- to counter extremist messaging, seek cooperation,
or call for peace – also need support to compete in the
militant-dominated social media spaces.

Currently, the Syrian social media space is dominated
by the voices of militant actors. Social media is used
as a weapon of war. By contrast, the voices of Syrian
non-violent actors have been drowned out by the noise
of violence and extremism. To the outside world, the
concept of Syrian civil society has been largely reduced
to that of powerless “refugees.”

It is these courageous men and women that Be Heard
aims to empower. Designed and shaped with input from
our Syrian partners, Be Heard is an online learning portal
that provides step-by-step guidance on how to use social
media safely and effectively. Be Heard is mobile-first,
built on SalamaTech’s multi-year experience helping
Syrian activists stay safe online.

Now, more than ever, local Syrian voices for human
rights and peace need broadened and deepened support
to communicate safely, securely and effectively online.
As one of our project beneficiaries (Head of a Citizen
Journalists organization in Daraa) told us:

The Be Heard platform is being directly used by our
network of trainers inside Syria -- our Information
Freedom Champions -- who provide face-to-face in situ
assistance to a wide range of moderate Syrian groups
who are trapped inside Syrian conflict enclaves.

“We [Citizen Journalists] are literally dying for this news
to get out. Most of the time our videos do not find their

secdev.foundation
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SalamaTech

A training for civil society groups in Damascus countryside on how to use social media effectively and safely

SALAMATECH’S INFORMATION FREEDOM CHAMPIONS
For the past year, SalamaTech has been fostering
a network of local “Information Freedom
Champions” (IFCs) who deliver support and
assistance to Syrians inside difficult-to-access
conflict zones.

In both regime and opposition-controlled areas,
simply carrying your mobile phone is a highrisk act. People are routinely stopped – not
just at checkpoints – and required to hand
over their phones and social media passwords.
Social media accounts are checked for any sign
of “inappropriate” material (which changes
depending on the militant group’s ideology). An
offense can result in arrest, detention or worse.
Digital safety matters more than ever in Syria.

Our IFCs come from a variety of educational,
professional and geographical backgrounds,
but they share three things in common: an
extensive access to Syrian non-violent actors,
a solid grounding in internet safety and savvy,
and an overarching desire to ensure that Syrians
communicate safely and effectively online. As
trusted nodes in their own personal networks, or
within their own geographic enclaves, the IFCS
play a critical role in reaching and supporting key
project beneficiaries.

Our IFCs have had some incredible successes –
literally saving lives. But we can’t really tell you
about this, because it is still too dangerous for
everyone involved.
We can tell you about other important work,
such as our IFC’s assistance to a hard-pressed
CSO that services some 2,400 mothers and
children with special needs. This CSO has only
two communication devices, but relies critically
on social media to do its work. Their devices
were ridden with malware before our IFC taught
them how to clean their devices and use an
antivirus software. As the head of the Centre
testified:

Our IFC network now stretches across Syria,
Turkey and Lebanon - with important footholds
in opposition and regime-controlled territories
of Syria - especially in difficult-to-access and
besieged communities, and including those under
ISIS control. There, the IFCs deliver digital safety
and social media support to Syrian civil society
and activist groups, some of whom are engaged
in extremely dangerous information dissemination
activities.

“On behalf of my staff, I thank you for this
training. We have always suffered from viruses

secdev.foundation
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Be Heard
and infections on our devices. As you can see, we
only have two devices that we use to connect to
the world in order to ask for vaccines and other
basic needs for our people amidst this chaos.
Actually, we hardly knew anything about digital
security, many thanks.”

assistance. Our IFCs also played a critical role
in helping us to shape the content and material
for the Be Heard platform, and they continue to
shape its development. They tell us what their
constituencies need; they pilot the learning
materials, and they provide constant feedback on
usability and usefulness.

Our IFCs are servicing a growing demand from
citizen journalists, media activists, women’s
groups, educational institutions, local governance
organizations, humanitarian and human rights
actors and peacebuilding groups.

Be Heard now also incorporates easy-to-use
“trainer” guides – modular courses with layered
learning materials – developed specifically for our
IFCs to use.

SalamaTech HQ team members devote many
hours of direct online support to each IFC every
week to build their capacities to deliver training
and respond to the demands for technical

We are honoured to be supporting these brave
Syrians. We believe, as they do, that a brighter
future is possible for Syria – a future where human
rights for all are respected and protected.

“ BE HEARD IS REALLY USEFUL, AS A TRAINER IN
VERY DIFFICULT CIRCUMSTANCES. I HAVE ACCESS
TO GUIDES, TRAINING MATERIALS AND MOST IMPORTANTLY, VERY SYRIA-ORIENTED MATERIAL."
From a Syrian Information Freedom Champion

ABOVE Be Heard is mobilefirst and features simple howto videos and guides as well as
awareness campaigns
RIGHT Be Heard features
easy-to-follow directions and
training on digital safety, content creation, and effective
outreach online

secdev.foundation
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HOW-TO

Shoot Clearly!

Get a
Unique Shot

ep
e
K ur
Yo nd
Ha ady
Ste

Shoot
horizantally!

5 Tips For
Shooting News
Want your video to be picked up by major
news organisations? Follow these 5 tips!
In 2015, YouTube launched a news initiative powered by
Storyful. We reached out to the new team for advice on
creating video that has an increased likelihood of being
picked up by major news outlets. These are the five simple
tips based on that feedback.
Such content forms the basis for how-to guides used in our
training programs and portals such as Be Heard, Syria.

secdev.foundation
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Keep Quiet don’t talk!

our
Training

Interactive Training Programs

OUR TRAINING
MODULES
1

2

The Internet has changed the way we
communicate. The SecDev Foundation has
developed a comprehensive training program
to help people not just keep up, but lead in
communicating online.
Our training modules include material covering
digital safety, verifying user generated content,
understanding what spreads online, and creating
evidence.
With an emphasis on adult-learning techniques,
our training program is interactive and activitybased. We encourage our participants to be
engaged and learn new skills by actively trying
new things in our workshops.
Our training programs are regularly delivered
to beneficiaries in the Syrian conflict region, the
former Soviet Union, and Vietnam, but have also
been offered to Al Araby Al Jadeed, the Frontline
Club in London, U.K. and Tbilisi, Georgia, and the
international Social Media & Society conference.

RISK AWARENESS
•
at Checkpoints
•
Risk Assessments

4

SOCIAL ENGINEERING
•
on Email
•
on Facebook
•
on Skype

5

USER GENERATED MEDIA
•
Verification + Investigation
•
Monitoring

6

WHAT SPREADS ONLINE?
•
Campaigns
•
Facebook
•
Twitter
•
YouTube

BEST TRAINING I'VE ATTENDED SO FAR!

7

KUDOS TO @SECDEVFDN FOR FASCINATING 2DAY
WORKSHOP AT @FRONTLINE_GEO: LOTS OF TOOLS,
TWEAKS & STRATEGIES 4 JOURNOS TO ENGAGE
#SOCIALMEDIA
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PRIVACY
•
on Internet Browsers
•
on Facebook
•
on Mobile Devices
•
on Twitter

3

@ SAMMYYOUSOF

@ SHOTAKI NCHA

INFO SECURITY
•
on Facebook
•
on Mobile Devices

EVIDENCE GENERATION
•
eyeWitness to Atrocities App
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Digital.Report is an online Russian-language source of news, analysis, statistics,
and professional resources on ICT developments in Eurasia. Upholding the
values of freedom of expression and respect for human rights, Digital.Report
relies on an extensive partner network of Eurasia-based experts to provide
in-depth reporting on politics, regulation, business, and rights and freedoms in
the digital age. Digital.Report welcomes contributions from authors, activists,
educators, experts, and all those passionate, informed, and interested in the
future of digital Eurasia.
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belarus

OpenNet Eurasia

Upcoming
events
OpenNet Eurasia works to build
local capacity and engagement for
more transparent and accountable
cyberspace governance in the
Eurasia region. Below are some of our
upcoming events in the region.

1

25 - 28 April 2016
Garmisch-Partenkirchen, Germany

2

15 - 16 June 2016
Issyk-Kul, Kyrgyzstan

3

21 - 22 June 2016
Bishkek, Kyrgyzstan

IISRC GARMISCH CONFERENCE

CENTRAL ASIA SECURITY DIALOGUE

INAUGURAL CENTRAL ASIAN IGF

The SecDev Foundation is a
proud sponsor of the 10th Annual
International Information Security
Research Consortium Conference.

This symposium brings together
security professionals, scholars, and
public officials from across Central Asia,
the Middle East, Europe and Asia to
discuss means of countering the threat
of violent extremism in the Eurasia
region. The event will include four
plenary sessions covering:

The inaugural Central Asian Internet
Governance Forum (IGF) will aim to
create a public platform for discussing
government policies regarding the
Internet governance in Central Asian
countries. The forum is co-sponsored
by ICANN & ISOC.

The Forum's aim is to find common
approaches among the international
expert community on the following
topics:
•

Draft Code of Responsible State
Behaviour in the Information Space;

•

The Applicability of the Geneva
Conventions to Cyberspace;

•

PPP for Ensuring Information
Security of Critical Infrastructure;

•

Measures Against Extremist
Recruitment Online; and

•

Non-Proliferation of Cyber
Weapons

•

Terrorism in the Cyber Era: the
Global and Regional Impact of
Islamic State;

•

Topics to be covered include:
•

The Future Internet: Between
Security and Development

Countering Violent Extremism Online: Opportunities, Experience,
and Threats;

•

Governing the Future Internet

•

Innovating the Future:
Development and Empowerment

•

Strengthening Cyber Security as
a Means of Preventing Violent
Extremism; and

•

Rights, Regulation and
Responsibilities

•

New Forms of Security Cooperation

For information visit www.caigf.org.

secdev.foundation
23

HOW TO SAVE THE INTERNET FROM
NATIONAL TERRITORIALISATION

united and
undivided?

Digital.Report

Internet governance has become a frequent topic
for discussion, especially in Russia. To avoid states
breaking the Internet into pieces in pursuit of
their own interests, it would be best for the global
community to set up an international agreement
similar to those regulating the use of the open seas,
space, and Antarctica.
Fragmented Internet:

United and Undivided:

The Contest of Rules:

National Interest or

How to save the

US, China, Russia Rival

territorialisation

Behavior in Cyberspace

Rights Violation?
Internet from national
in Setting the Norms of
ANALYSIS / NIKOLAIHuman
DMITRIK
WHY GOVERN
THE INTERNET?

The answer to this question goes from the
philosophical to the deadly serious upon deeper
consideration. The level of Internet penetration,
especially within public offices, is so high that
he who governs the Internet, governs the world.
However, there is a problem; no one knows exactly
where attempts to govern the Internet will lead.
Let me illustrate this with the example of VISA
and MasterCard systems in Russia in 2014. As
a result of Western sanctions, they stated they
would be forced to discontinue their services for
several sanctioned Russian banks. I participated in
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the drafting of the Law on the national payment
system from 2007-2012. At this time, any attempt
to create a national payment system to compete
with the international ones fell apart with the
argument “why reinvent the wheel, we already
have Visa and MasterCard.” And yet we now
have a different reality: Visa and MasterCard can
only continue operating in Russia so long as they
do not exclude sanctioned Russian banks from
their services. Besides that, Russia has moved to
create a national electronic card payment system
designed to compete with existing credit cards.

Taking into account these opinions, the Internet is
yet another area where government must provide
order and support the rule of law. In order to
achieve these goals, every state must demarcate,
consider, and protect the Internet within its own
national borders.
WHY IS THE INTERNET NOT YET DIVIDED?
On the other hand, it is not that simple. The
Internet has another, more global, side. In the
middle of the last century, humanity faced the
same question of to divide or not to divide, but
at that time we were talking about open seas,
aviation, space, and the Antarctic. National bodies
resolved not to divide these into sections but
rather to create a deterrence to prohibit any single
country from claiming ownership over a global
good.

The issue of Internet governance is the issue of life
and death for any government. The Internet faces
the same dilemma. For a long time, states did not
use Internet technologies for a significant portion
of their day-to-day work. For Russia, this period
ended in 2010. Since then, the overwhelming
introduction of e-government technologies has
significantly raised public-sector dependence
on the Internet. As a result, the issue of Internet
governance within national boundaries has turned
into an issue of life and death at the national level.

Internet governance is currently unstably
balanced. The Internet is not divided because
its value rests in its global nature. This is easily
visualised via the example of a lap pool. A
community swimming pool is most effective when
used communally by all visitors. Nevertheless, this
effectiveness would quickly collapse if several
users reserved their lap lanes. Upon seeing the
first reservations, others would immediately follow
suit, being scared they would be left without space
to swim if they did not act.

Why specifically mention governance within
national boundaries? At the moment state
sovereignty is unambiguously superior to the
Internet within a country. States remain states.
No one has abolished the principle of sovereign
equality contained within both the Charter of the
United Nations and national constitutions.

Internet governance is currently precariously
balanced. The administration of the USA
knows it governs the Internet and knows other
governments realise this. However, any attempt
to impose this control would lead to the Internet’s
immediate segmentation, leaving the USA in
control of the Internet only within its own national
segment. Are the steps taken by Washington
sufficient to avoid the division of the Internet?
Evidently, no.

But how strongly and unequivocally would be a
government's answer to the question: should we
govern the Internet?
On one hand, countries will obviously answer: “yes,
we should govern the Internet.” This is because:
•

All government work relies extensively upon
the Internet, both internally and externally,

•

From the time of the Internet’s creation,
no internal control mechanisms have been
invented (leaving aside loud declarations
which rarely amount to anything) which
protect users from crime, the spread of illegal
information, or simply from the imposition of
unwanted information or views on them,

•

HOW TO REGULATE THE INTERNET?
First, we must recognise that the relationships and
needs of the Internet are in a superposition state.
They are neither solely interstate nor domestic.
Thus, we can only determine whose interests
intersect a specific problem after we determine
the effects of the problem on a case-by-case
basis. This requires a new governing approach
(other than material law or principles of conflicts
of laws), which would allow us to take into account

Internet and information technologies are
becoming a more and more important part of
national economies.
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different sets of national legislation that touch
upon the Internet. In this case, the division into
national segments on infrastructure level will not
create divisions between countries on a content
level.

In order to satisfy all sides, we require a multilateral
process. Ideally, it should be a multilateral
convention and an international governing body. The
Internet is no less deserving of these methods than
the open seas.

The Internet deserves a Multilateral Convention
and International Governing Body. Second,
we need a system of checks and balances not,
mutually assured destruction. This system must
demonstrate to each state that any attempt to
control the global Internet outside of its borders
will lead only to the removal of this state from the
global network. This must apply to every state
without exception.

ABOUT THIS ANALYSIS

Third, the legal mechanisms could also support
limitations that are actually built into the actual
technologies of the Internet themselves, also
known as lex informatica. Whatever we say about
Internet decentralization now, the Internet still
has a single governance centre. This is not a
problem for something like a local or national
telecom network. However, if we are talking about
something with global value, we must remember
that the Earth is a full sphere and it does not have
a single point on its surface that everyone agrees
is the centre.

Nikolai Dmitrik is a senior technical advisor to
Digital.Report. From 2006-2012 Nikolai served
within the Legal Department of the Ministry of
Communications and Mass Media of the Russian
Federation. He participated in the creation of
legislation in the sphere of personal data, electronic
signatures, e-governance services, and access to
information. Nikolai is the author more than 40
studies and scientific papers in the field of ICT
regulation and holds a Doctor of Juridicial Sciences.

This piece was written following the seminar "Global
Internet Governance: Key Topics and Expectations"
in 2015, hosted by the PIR Centre under the auspices
of the Institute of Contemporary International
Studies of the Diplomatic Academy of the Ministry of
Foreign Affairs of Russia.
ABOUT THE AUTHOR

About Digital.REport
Digital.Report is an online Russian-language source of news, analysis, statistics, and professional
resources on information and telecommunication developments in Eurasia. Upholding the values
of freedom of expression and respect for human rights, Digital.Report relies on an extensive
partner network of Eurasia-based experts to provide in-depth reporting on politics, regulation,
business, and rights and freedoms in the digital age. Digital.Report welcomes contributions from
authors, activists, educators, experts, and all those passionate, informed, and interested in the
future of digital Eurasia.
Visit Digital.Report for more information
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Urban Terrorism, Violent Extremism+the Internet
SHAPING CANADA'S RESPONSE
A special intelligence futures panel co-hosted with the Canadian International Council's National Capital Branch
on Tuesday, March 29th, 2016.
Speakers include:
•

MISHA GLENNY, a former BBC reporter and the author of McMafia, DarkMarket and Nemesis, has spent
decades investigating the dark side of globalization and has seen firsthand the intersection between crime,
extremism and the internet.

•

DR. ROBERT MUGGAH, the Director of
Research for The SecDev Foundation and the
Igarape Institute in Brazil, and a former director
of the small arms survey, is a renowned expert
in armed violence reduction and has spent
decades doing frontline research in some of
the worlds toughest environments. He is also
an expert in leveraging big data to address
security issues. His recent projects include the
Global Homicide Monitor, the Arms Export
Monitor.

•

SHAWNA COXON, is an inspector
with the Toronto police service where
she spearheaded this organization’s
work on the Internet and violent
extremism. She is currently seconded
to the task force examining the future
intelligence needs of Canada’s largest
metropolitan police force.

The panel will be moderated by Rafal
Rohozinski
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multidisciplinary teams:
why they are needed

#HackingConflict

#HackingConflict was a #DiploHack challenge that
explored how youth and technology can disrupt
conflict and empower nonviolent activism amidst
the maelstrom of war. The event was co-hosted by
the Embassy of the Kingdom of the Netherlands,
The SecDev Foundation and the Canadian
International Council on May 27-28, 2015 in
Ottawa.
STORY / RENÉE FILIATRAULT
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Almost a decade ago I had the chance to witness
one of the greatest Canadian partnerships
watching my then boss, Minister of Defence Bill
Graham and General Rick Hillier, Chief of Defence
Staff, in action. Some said the newly appointed
Minister, a man of old-school diplomacy was more
suited to his previous portfolio at Foreign Affairs
and would not work well at National Defence
where the outspoken Rick Hillier, author of “A
Soldier First”, was just that, a soldier first with
little time for politics. Counterintuitive as it was,
these two men so unalike would produce some of
the most collaborative defence policy Canada has
seen in a time of conflict.

#HackingConflict

BOTTOM LEFT Her
Majesty The Queen of the
Netherlands speaking
with participants

RIGHT A #HackingConflict Team working on their concept. Six multidisciplinary teams competed against the clock to define innovative ideas
on how social media, big data and other disruptive technologies can be
leveraged to hack through the fog of war and make a difference!

On one occasion I observed the two men in a
conversation that would lead to the creation of
the Strategic Advisory Team (SAT) in Afghanistan.
It was a unique, multidisciplinary team that tried
to address both the lack of security and good
governance by placing military and foreign
service officers together in government Ministries
to advise the Afghan Government directly on
things like reform and education. Later, I would
be tested myself on the realities of a civilianmilitary approach while serving with Joint Task
Force Kandahar. The challenge of civilian-military
cooperation extending from the reality on the
ground all the way up to the political level is a
difficult one. When a gap or difference of opinion
invariably opened, I was reminded that Bill Graham
and Rick Hillier somehow made it look easy.

demands. With the advent of a digital revolution,
the battlefield has only become more complicated.
The information battleground has presented an
increased need to understand and respect the
interplay of internet technology, social media
and geopolitics. It is an interplay that violent
actors like ISIS have found easy to exploit. Their
resulting pressure is as much locally destabilizing
as it is geopolitical, forcing governments to
respond. Now more than ever the response must
be proportionate and coordinated among all
participants.

TOP LEFT Author Renee
Filiatrault presenting to
her team

I was reminded again of these lessons during a two
day ‘hack’ sponsored by the Dutch government
and hosted by The SecDev Foundation. Our host,
Rafal Rohozinski of SecDev opened the two day
event by telling us why we were all there. More
than half of those on the internet are under 35
year of age and the fastest growing populations of
internet users are from fragile or failing states. To
them, technology is a real resource to overcome

I would remember that their partnership worked
precisely because they were so different. They
spoke each their own language to produce a
level of coordination that present day conflict
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impediments to change. Further, violent actors
are some of the most innovative organizers in
cyber space. Our mission; use new technologies
to empower those caught in conflict. Specifically,
leverage technology to help enforce United
Nations Resolution 2202, the cease-fire in Ukraine.
In the room, diplomats, military, technologists and
information specialists, and influencers both in and
outside government (some sporting a black dot as
an indication of their need to remain anonymous).
Multidisciplinary teams were constructed
purposefully to balance hard and soft skills, and
kinetic with non-kinetic experience. Some with
expertise in technology, some with considerable
experience managing the geopolitics of conflict. In
short, if a coordinated approach is needed, this is
the first time I have seen everyone show up. Most
importantly, participants calling in from Syria and
Ukraine currently in conflict left no question that
what we were going to try to do – was real.

in the US by establishing the Centre for Strategic
Counterterrorism Communications (CSCC) to
coordinate, orient and inform government-wide
foreign communications activities targeted against
terrorism and violent extremism. Ironically, the
coordinators’ mandate is described in formerly
Canadian terms. He “leads an interagency staff
drawing on whole-of-government knowledge,
skills and resources.” While we could be wise
to start there, one step further #DiploHack has
proven that private sector actors have a clear role
to play.
The information age and new technologies have
brought us all closer than ever – violent actors
included. Along with that is a need to innovate and
apply solutions rooted in technology, applicable
in the battlefield with support from governments,
the private sector and multilateral frameworks. At
least one of the ideas from from this hack may be
executed and we are assured is being discussed in

“ THE INFORMATION AGE AND NEW
TECHNOLOGIES HAVE BROUGHT US ALL CLOSER
THAN EVER – VIOLENT ACTORS INCLUDED. "
Presented with impromptu opportunities to
pitch ideas to decision-makers including Foreign
Ministers, we were expected to repeatedly
account for our decisions, and make the case
on sound technology and realistic policy from
the ground up. Finding the balance between
evidence-based technology, and explaining how
that technology would be used on the ground
with an eye towards UN Resolutions and greater
good became the clear difference between those
who were successful versus those of us who
failed. Applicability in present day conflict was the
dealmaker.
Canada has earned significant experience
in conflict over the past decade along many
disciplines as evidenced by those of us who
came together for this event. It is heartening to
see the Department of Foreign Affairs as a key
supporter. Yet departments have shown a danger
of falling back on old fault lines. It is instructive
that President Obama has addressed this danger

Brussels. Regardless, the event proved once again
that in the prescient words of retired General
Stanley McChrystal, “it takes a network to defeat a
network.”
ABOUT THE AUTHOR
Renee Filiatrault has served as Senior Public
Diplomacy Officer in Afghanistan with Task Force
Kandahar. Before that, she served two Ministers
of National Defence and was Head of Media and
Public Affairs for the British High Commission in
Canada. Renee is a regular commenter on foreign
and defence matters, appearing on CTV’s Question
Period and PowerPlay, as well as on CBC’s The
National with Peter Mansbridge and CBC Radio
and has been a contributing writer for Policy
Options Magazine and the Ottawa Citizen.
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Whither the Internet?

INTERVIEW/ STANISLAV BUDNITSKY
PHOTO / JESUS RIVERA

Digital Report recently sat down with cyber security expert
Rafal Rohozinski to discuss a broad range of issues affecting
the internet, such as government control, privacy and the role of
hacktivism in countering social ills.
Q: Government and surveillance is an
increasing concern. Where do you think it will
end? Are governments seeking unreasonable
control over the internet? And what are the
repercussions if they do attempt to implement
restrictive comprehensive controls?

in empowering individuals in human history. More
people, in more places have access to information
to make decisions about what to study, where to
live, what business to engage in, than at any other
time in human history. It has unleashed creativity,
spawning entirely new sectors of the economy.
Companies like Google, Microsoft, Yandex,
Facebook, and VK have changed what people
know, how they interact and behave, and have
created the basis for entrepreneurial activity that
couldn’t be imagined 30 years ago.

To start, I think we need to realize that very few
countries want to totally control all aspects of
the internet. And the reason is quite simple:
controlling the internet also defeats the purpose of
the internet as one of the most significant drivers
of economic growth in the past 20 years. The
internet is responsible for one of the greatest leaps

Consequently, even countries like China, that have
imposed significant controls over the internet,
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are careful not to impose total control. To do so,
would mean severely curtailing their potential for
economic development. China can get away with
significantly more controls than most countries
because of its size — they have a very large
internal economy. Smaller countries that are
dependent on international trade and contacts
suffer disproportionately when they try to control
the Internet. That is not to say that the Internet
should be controlled to a degree, or be policed.
Clearly, as the Internet has become an important
aspect of national economic life, and more and
more people use it, safety and security should be
a public responsibility, just like it is on highways
or elsewhere in the real world. That’s only natural.
After all, when automobiles were first introduced
in the United Kingdom it wasn’t the government
that regulated speed limits, stop signs, etc., rather,
it was the Automobile Association. The system was
one of self-policing. This didn’t last long, however.
Once enough people were driving cars, it became
the responsibility of the government to ensure
public safety and order. The same historic lesson
applies to the Internet. When it was small, it could
be self-policing. Now that it is part of society at
large, the Internet requires some form of publicly
accountable policing. The degree of policing that
occurs over the Internet needs to be balanced. It
should ensure public safety, but should not stifle
entrepreneurship, economic activity, or access
to knowledge — which is a significant driver for
national development.

to bring physical money across borders. And, in
some cases, criminal activity online can fund the
activities of these groups. But terrorist groups
are ultimately a small minority. And ultimately,
traditional police and intelligence techniques
are more important in identifying groups and
individuals than in monitoring internet traffic. If
we recognize that terrorist groups are interested
in changing the way we live through fear and
intimidation, then the worst thing we could do is
to allow them to do so, which includes diminishing
the clear benefits we derive through the Internet.
That is not to argue that the Internet does not
require policing — clearly it does — but terrorism
is perhaps the least good reason for imposing
greater controls.
Q: Has the Internet become more dangerous
than it was 5 years ago?
Not really, in fact, if anything it’s grown safer.
Let’s begin with the fact that the Internet was
never built for security — it was built for making
communications easier and simpler. That’s why
it’s called the “inter-net”. It was made to bridge
different networks and computers by creating a
single protocol across which everything would
work. That’s why we have as many services
as we do in today’s Internet. Everything from
e-government, e-commerce, voice over IP
communications, chat, email — you name it,
the Internet can support it. One reason why the
Internet may feel less secure is because so many
more people are using it. If you consider that
between 3-5 % of any community is engaged in
criminal activity, there’s a big difference in terms
of the number of people involved when you go
from 30,000 people on the Internet, like you
had 25 years ago, to close to 2.5 billion people
— which is what we have today. Because the
Internet has no borders, that means everyone is
potentially a victim of cybercrime. And many are.
By some accounts up to two thirds of all users of
the Internet have been the victim of some form of
cybercrime. That is significant.

Q: Do you think that recent terrorist attacks,
and the use of the Internet by groups such as
ISIS, will mobilize popular support for greater
control over the Internet?
I think it would be a mistake to respond to recent
terrorist acts by focusing on control of the Internet
as it is not the only means by which to prevent
these actions. Yes, terrorists use the Internet. And
yes, it’s important that police and other authorities
have the ability to practice lawful intercept as part
of normal security practices designed to detect,
track, and deter terrorists — before they act. It’s
also true that modern terrorists use the Internet
more because it allows them to do things more
efficiently. Small groups can operate globally
because they can communicate across borders.
Online payment systems make it easier to transfer
cash where previously human beings would have

But the reason the Internet is actually more secure
than it was five years ago is because companies
and governments have recognized that security
is an important requirement for public safety.
Mr Snowden’s revelations, for example, have
made protection of privacy and encryption a
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mainstream business. Many major companies,
including Microsoft, Apple, Google, and others,
have realized that their clients expect privacy
and want security, and therefore pay a lot more
attention to ensuring that this is as important a
priority as is the latest user interface. Microsoft
is now involved every day in taking down criminal
botnets, and has built significant improvements
to its security in the latest release of its operating
system. Ordinary citizens are also a lot more aware
of just how important privacy is, and as a result,
have put pressure on their governments to ensure
that companies that provide the services provide
offer the same degree of security and safety in
cyberspace, as they do, for example in protecting
citizens from ordinary crime. We have seen this
in Europe, where governments have demanded
that companies like Google and Facebook, follow
national legislation on protecting personal data
and privacy.

forget, however, that we also live under the risk
of warfare, including nuclear warfare. There is
recognition at the state level of the consequences
of using such capabilities. And, while we do not
have an equivalent of a “nuclear nonproliferation
Treaty” for cyber weapons, there is a tacit
gentleman’s agreement among states that
encourages restraint. After all, those who live in
glass houses usually think twice before throwing
rocks.
Q: As social media such as Facebook, Vkontakte,
Twitter and Odnoklassniki gain huge popularity
— and people reveal an alarming amount of
personal information about themselves online
— are there real risks and dangers from sharing
too much information through these platforms?
Is there some “dark secret” or danger about
social media we should all be aware of?
When the Internet first gained popularity in the
early 1990s people were drawn to it because
it gave access to information and ideas. In the
2000’s — social networks connected people,
and communities through the Internet. That’s
important, and incredibly empowering. In previous
centuries, most people lived within 25 km of
where they were born. The social Internet makes
it possible for a person to become a member of
a community with people they never met, or are
likely to ever meet in real life. That’s an incredibly
powerful intellectual and emotional idea.
That’s also what the creators of social networks
understood. People are willing to trade personal
information about themselves, what they like, they
don’t like etc, in order to have access to the same
information about others and become members
of wider global communities. The operators of
social networks can provide their services for free
because they have perspective on all personal
information of every one of their users. That makes
them incredibly powerful and useful as tools of the
marketing agencies that can then target specific
individuals with advertising goods and services
they know those individuals like. That is why
companies like Facebook are worth $245 billion
without having to charge their users anything.
It’s created a whole economy, a whole ecosystem
based upon individuals trading information about
themselves in exchange for the ability to seek out
and find others who share their ideas, beliefs, and
likes, and companies like Facebook and Twitter

Q: What should we “fear” from the Internet?
A famous American bank robber was once asked,
"why do you rob banks?” His answer was simple,
“because that’s where the money is”. Right now,
cyberspace, the Internet, is where people do
commerce, and money ultimately is to be found.
The vast majority of victims in cyberspace are
victims of cyber crime which means identity
theft, stealing of credentials, and extortion by
cyber criminals in order to recover their data.
As a result, perhaps the greatest threat we face
on the Internet is the same we face in real life —
petty crime and theft that robs us of our money
and dignity. Luckily, the vast majority of risk can
be addressed by practising simple digital safety
— using strong passwords, turning on two factor
authentication, encrypting data on devices,
ensuring your computer operating system is
legal, and always updated, using a good antivirus
— these are the Internet equivalent of washing
your hands before you eat. A simple everyday
practice that prevents cyber sickness and hence,
vulnerability to cybercrime.
With respect to the catastrophic attacks on civilian
infrastructure, civil aviation, the power grid, or
nuclear power plants, of course that possibility
exists and was demonstrated by the use of Stuxnet
against the Iranian uranium enrichment plant at
Natanz (which was discovered by a Belarussian
antivirus company — VirusBlokAda). Let’s not
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Q: Is “hacktivism” a potentially valuable means
of fighting crime or terrorism?

turning that knowledge into money by selling the
data to advertising companies that use it to target
markets and consumers. Is that good, or is it bad?
I guess that’s a matter of perspective. As the old
Latin adage goes “Caveat Emptor” — or “buyer
beware”. Nothing in life is free, and in the age
of the social Internet, if something appears to be
free, then you are the product. It is up to each
individual to weigh whether trading privacy for
utility is an equitable, and justified transaction.

I think whenever citizens get together, whether
in cyberspace, or in physical space, they can
make a difference. The difficulty for hacktivists
is that their actions are generally only limited to
cyberspace, whereas crime, and terrorism exist in
physical space too. Therefore, hacktivists may be
good at exposing Twitter accounts or online chat
rooms, or parts of the dark web that are used by
terrorists or criminals. Such exposure, or revealing
of secrets and communications may actually harm
these groups. However — in many ways all it does
is allow these groups to develop better tradecraft,
hide deeper, or use less of the Internet for their
critical communication and organization. That is
not to say that hacktivists have no role — they do,
because exposing conspiratorial groups is a way of
combating them, but it’s not necessarily the only,
or the best way of doing so.

Q: Privacy has steadily eroded over the past
few years as a result of the lure of people using
social media and mobile devices. While many
people seem to be concerned about privacy,
can we actually have a reasonable expectation
of privacy? Is such a thing as privacy worth
defending?
That’s a difficult question. In principle, individuals
should have the right to put a value on information
they consider to be personal or private. The
difficulty is that it’s becoming more and more
difficult for individuals to exercise that right
consciously. That’s because the technology
that we use forces us to make that decision
on a daily basis: do I use the GPS on my phone
and therefore give away my location to my ISP,
telecommunication provider, and possibly the
developer of the app I am using? Or do I get so
much benefit from it because it makes my life
easier that it doesn’t matter? The challenge is that
we need to make that decision dozens of times
a day. And because, for the most part, it makes
life easier for us, we are willing to trade more and
more privacy for the utility we get from these
technologies. Can the State do anything to ensure
privacy for individuals? Yes, maybe, but that
requires a broader recognition among society that
these are rights worth defending. It also requires
thinking through exactly how privacy rights can be
protected in a way that does not take away from
benefits we derive from the internet economy.

Q: What impact can “hacktivism” hope to have
on cybercrime?
In combating cybercrime, I think hacktivists
can play a very important role. Cybercrime,
by definition occurs in cyberspace, and that
is where hacktivists are the most effective.
Applying techniques of crowdsourcing, sharing
information, exposing, and even naming and
shaming specific individuals behind cybercrime
can be very effective in deterring others. It is a
form of vigilantism, so it does have certain limits,
ethical and otherwise, and cannot substitute for
effective policing. However, just like community
self-policing is much more effective than formal
policing at the local level, so too, can citizens of
the Internet act as effective policeman for their
own domain.
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Prevent Violent Extremism:
A Social Media Research Portal
This portal assembles recent research on violent extremism and social media. The relationship
between violent extremism and social media is contested. When it comes to ‘cause-effect’
research, some argue that social media amplifies, extends and empowers violent extremism.
Others are more skeptical.
It is a fact, however, that extremist groups leave behind digital footprints – information about who
they are, what they do, where they do it, and who is paying attention. Some of this data could
have significant potential for the prevention of violent extremism. But research is in its infancy.
Methodological challenges and ethical concerns loom large.
This portal is to help CVE researchers to quickly find recent research on the threats and potential
of social media in the fight against violent extremism. The portal’s creation was funded by a grant
from Public Safety Canada’s Kanishka Project.

preventviolentextremism.info
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