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Preface

Within a single generation, cyberspace materialized from the pages of 
science fiction to encompass half of all humanity. By the end of this decade, 
the relentless pace of technological change -- driven by advances in cheap, 
affordable and mobile devices and boundless human creativity -- will make 
unconnectedness a planetary rarity.

Cyberspace emerged at the end of the Cold War as if nation-states did not 
matter. It grew to fill an institutional vacuum that left its governance and 
growth in the hands of individuals and institutions outside of the existing 
international telecommunications regulation environment. Cyberspace’s 
informal and diffuse form of governance propelled its phenomenal growth and 
established its guiding norms of openness, freedom of choice and collegiality. 

But cyberspace is changing. Its governance institutions are under stress from 
having to cope with scaling well beyond their intended design. Individuals 
whose close social connections made informal governance mechanisms work 
without hierarchy are slowly passing from the scene. The old system is in a 
state of entropy and the new system needs to be defined.

Nation-states are increasingly concerned by the strategic importance of 
cyberspace. Global commerce is dependent on networks that were built 
for resilience rather than security. Criminality is colonizing cyberspace and 
challenging law enforcement. Malware and malfeasance in cyberspace is 
threatening to erode trust and compromise critical national infrastructure. 
Warfare by means of cyber weapons has now been established as a legitimate 
use of force. And, as a new digitally savvy generation enters its productive 
years, cyberspace has become the medium through which demands for social 
and political justice are being mobilized. For many states, accommodating new 
forms of cyber-mediated political agency is proving difficult.  Spontaneous 
social upheavals such as the Arab Spring have propelled international debate as 
states seek to reassert rules and norms in domestic cyberspace. 

Should cyberspace remain a de facto global commons? Who decides on 
the rules and behaviours acceptable in this domain and how should they 
be enforced? The ideological lines are being drawn and the outcome -- 
decided in international fora such as World Conference on International 
Telecommunications -- will play a constitutive role in defining the ethos of 
cyberspace for future generations. Cyber security raises important issues and 
challenges and demands government attention. But securing cyberspace as an 
open global commons also matters to economic prosperity, democracy, and 
fundamental human and civil rights.

Canadian values, interests, and security are inextricably bound up in the 
international debates that are establishing the rules of the road for cyberspace 
governance. Ensuring that the future of cyberspace is consistent with Canadian 
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values such as the freedom of choice, democracy, and protection of civil and  
human rights requires Canada to engage. This engagement demands an informed  
and enlightened approach that goes beyond ensuring cyber security. 

This paper was commissioned by the Department of Foreign Affairs and 
International Trade as part of an internal consultation process. It was prepared 
between March and August 2011 and briefed to DFAIT in January 2012. This 
version of the paper was prepared for general release during the summer of 2012  
to broaden the Canadian debate around the future of cyberspace. 

Rafal Rohozinski
Principal and CEO,
The SecDev Group

15 August 2012
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Executive Summary 

Key takeaways 

1. Cyberspace is a core strategic domain for Canada, central to social, eco-
nomic, and political life. It forms critical infrastructure for the public service, 
health care and social service delivery, banking, finance, education, energy, and 
defence. It is key to Canada’s future economic growth. 

2. Cyberspace has become a conduit for new forms of crime, espionage, 
exploitation, and warfare. Cybercrime costs the Canadian economy some $100 
billion per year. Canadian carriers detect over 125 million cyber attacks per 
hour in the country. In 2011, Canada suffered an extraordinary security breach, 
when foreign hackers penetrated the computer systems of three key federal 
government departments, stealing highly sensitive documents and forcing the 
agencies offline for months. The nation’s capacity to police cyberspace effec-
tively – like that of most other countries – is extremely underdeveloped. 

3. Alarmed by growing cyber threats, governments across the globe are mov-
ing to exert greater control over cyberspace. State efforts to regulate cyberspace 
are relatively recent. Historically, cyberspace governance has been exercised 
by mostly technical bodies and the private sector, which have set the rules 
and norms that shape infrastructure, operating protocols, access, and content. 
Governance has thus far been a voluntary, diffuse, and multi-stakeholder pro-
cess that favours cyberspace’s evolution as an open global domain.  

4. State efforts to secure cyberspace compromise its openness. This is prob-
lematic. Cyberspace’s “openness” – meaning its property as a global, inter-
operable network of networks that enables unrestricted communication for all 
users – has been key to its explosive growth, rapid development, and enduring 
importance. Openness is central to its success as an enabler of productivity and 
prosperity, communication, knowledge sharing, good government, personal and 
communal empowerment, and innovation. State efforts to secure cyberspace 
require various forms of regulation, monitoring, and control that can disrupt its 
openness and user privacy, to differing degrees. 

5. In 2011, major Euro-Atlantic players staked foreign policy positions that 
seek to harmonize cyber-security imperatives with the preservation of cyber-
space openness and interoperability, multilateral governance, and the protection 
of user privacy and human rights. The list includes the United States, the United 
Kingdom, the Organisation for Economic Cooperation and Development 
(OECD), and the Organization for Security and Cooperation in Europe 
(OSCE), among others.  

6. By contrast, a growing number of states – such as members of the Shanghai 
Cooperation Organization (SCO) – prefer a more territorialized approach 
to cyberspace. Most of these states have strong traditions of government 
intervention into political and economic affairs. They see cyberspace within 
this frame – as a national jurisdiction that requires intervention to preserve 
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collective identity and regime security. This vision seeks to alter the inter-operable, 
multi-stakeholder constitution of cyberspace, often replacing it with a top-down, 
non-transparent, and government-controlled model. Many have already enacted strict 
domestic controls to censor cyberspace content, surveil online users, and criminalize 
cyber-enabled demands for political change and human rights. 

7. In the contest over the norms that will guide the future of cyberspace – as an 
open commons or as a collection of gated communities – SCO countries are further 
ahead. SCO countries are harmonizing their domestic policies at the regional level 
and are pushing the “state control” agenda at the global level. Proposals are being 
fielded and their influence felt in various international forums that are important for 
cyberspace governance. 
 
8. But this contest is not a simple struggle between the forces of liberation and 
control. The reality is more complex. Many Western governments operate content-
filtering regimes to screen out child pornography. Their moves to securitize this space 
have often resulted in domestic security policies that contradict their foreign policy 
positions on openness. And Western commercial firms are supplying surveillance and 
censorship software to, or colluding with, regimes that violate human rights. A criti-
cal issue is transparency of regulation.  

9. Canada is a world industry leader in cyberspace deployment and use. It needs to 
engage in the global debate on cyberspace’s future with a clear foreign policy vision. 
Canada’s nascent cyber-security strategy is vital, but it requires a broader framework 
that takes account of current global cyberspace governance issues. This broader 
framework needs to harmonize domestic security policies with the equally compel-
ling goal of preserving cyberspace as an open, global commons for all. It also needs 
to consider the complex architecture of cyberspace global governance, how influence 
and authority are exercised, and how these aspects are changing. 
 

Recommendations 
 

A. Developing a strategic vision

1. Pursue a whole-of-government approach to develop and implement a strategic 
vision for Canada on cyberspace that recognizes its central importance beyond 
the security agenda.  

2. Define a position on cyberspace as an open global commons that is consistent 
with Canada’s foreign policy objectives on democratization, human rights, and 
trade.  

3. Harmonize domestic cyber-security policy with foreign policy objectives on 
openness to ensure consistency and balance. 

4. Demonstrate international leadership in developing accountable mechanisms 
that balance the goal of securing cyberspace with the imperative to keep it open – 
both domestically and internationally. 

5. Develop a code of practice for Canadian businesses to reduce the likelihood of 
their colluding with cyberspace closure and surveillance abroad, as well as that of 
security breaches at home.  
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6. Define how to coordinate and leverage already existing Canadian assets 
in global cyberspace decision-making.  

7. Define how and where to build broad coalitions of like-minded states. 
International collaboration is needed in order to define rules of the road, 
develop mechanisms for information-sharing, improve international legal 
architecture, and resist top-down regulation. An agenda for inter-state dis-
cussions should include: 

•	 promoting norms for mutual restraint;

•	 protecting the physical integrity of the internet;

•	 developing effective and efficient law enforcement across borders, in-
cluding non-state, decentralized, and distributed security mechanisms;

•	 enhancing the transparency of regulating mechanisms;

•	 exerting concerted efforts to fight cybercrime activities that originate 
within their respective territorial jurisdictions, even if the crime itself 
occurs elsewhere; and,

•	 developing minimum common standards of security and codes of 
conduct for the private sector. 

8. Review Canada’s experience with leading multi-stakeholder and mul-
tilateral treaty processes, including the verification processes for the com-
prehensive nuclear test ban and the landmine ban to see whether there are 
lessons that could be applied to the cyber agenda. 
 
B. Engaging Canadian stakeholders at home and abroad 

9. Develop a multi-stakeholder consultation process, bringing together the 
public sector, private sector, and nongovernmental actors. 

10. Engage Canada’s Information and Communications Technology (ICT) 
sector, particularly market leaders and individuals who have influence 
within the existing forums for internet governance.  

11. Leverage Canada’s academic community, members of whom are global 
leaders in enumerating and documenting the evolution of internet govern-
ance worldwide. 

C. Sustaining the effort within private and public organizations 

12. Establish partnerships between public-sector institutions and academic 
and corporate actors who can provide additional technical support and 
enhance capability in government departments and agencies. 

13. Invest in professional training and development to ensure that cyber-
space becomes a core competency for all employees in relevant sectors, 
including government. 

14.  Develop a global monitoring and tracking capability for cyberspace is-
sues and actors at the federal level.  
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Canada and Cyberspace: Key Issues and Challenges

Cyberspace1 is a core strategic domain for Canada, 
central to social, economic, and political life. Over 
80% of Canadians are online,2 and a total of $174 
billion passes through Canadian cyberspace net-
works every day. Cyberspace forms critical infra-
structure for public service, health-care delivery, 
banking, finance, education, energy, and defence. 
It is considered key to Canada’s future economic 
growth.3

Internationally, cyberspace amplifies Canada’s 
global presence, allowing us to punch above our 
weight. Canadian NGOs, businesses, academics, and 
diaspora communities operate across global net-
works and act as important ambassadors, securing 
Canadian interests and values. 

Yet cyberspace also serves as a conduit for new 
forms of crime, espionage, exploitation, and war-
fare. Canada’s vulnerability was exposed in 2011, 
when foreign hackers penetrated the computer sys-
tems of three key government departments, stealing 
highly sensitive documents and forcing the agencies 
offline for months. 
 
Cyberspace stands at an historic constitutive mo-
ment. Its central enabling property – unfettered 
communication for all – is under threat, as govern-
ments across the globe seek to control this space in 
the interests of cyber security.

State efforts to regulate cyberspace are relatively 
recent. Cyberspace governance evolved largely un-
der the radar of nation-states, as a myriad of diffuse 
actors and bodies – mostly technical bodies and the 
private sector – set the rules and norms that shaped 
cyberspace infrastructure, operating protocols, ac-
cess, and content. Governance has been a voluntary, 
diffuse, and multi-stakeholder process that favoured 
cyberspace’s evolution as an open global domain. 

But now, nation-states are pushing for tighter con-
trol, prompted by rising concern over cybercrime, 
espionage, attacks on critical infrastructure, user 
exploitation, child pornography, extremism, and 
cyber-enabled civil unrest. 

In addition, a growing number of states are acting 
to censor cyberspace content, surveil online users 
and criminalize online demands for political change 
and human rights. 

Regardless of the motives, state moves to regulate 
and secure cyberspace create compromises with 
respect to its openness. This is true even in the most 
democratic countries, as many Western countries 
are discovering.4 There are no simple solutions, only 
difficult tradeoffs.

Will cyberspace remain an open global domain or 
be partitioned into national, gated, and surveil-
led communities? The future is being decided now 
through national practices as much as international 
policy efforts. But the debate is heating up, as gov-
ernments with very different visions flag cyberspace 
as a key domestic and foreign policy issue in mul-
tilateral forums, bilateral relations, and in relation-
ships with civil society and industry. 

Canada – a world industry leader in cyberspace 
deployment and use – needs to engage in this debate 
with a clear foreign policy vision.  

The process of policy development will be chal-
lenging. It will require: clear articulation of our 
domestic and foreign cyberspace interests; under-
standing the tradeoffs between cyber openness and 
cyber security; the harmonization of domestic roles 
and jurisdictions; domestic security policies that 
reinforce our foreign policy commitments; dialogue 
and cooperation between government, civil-society,  
and private-sector actors who are active globally; 
nurturing a broad community of like-minded states 
to establish shared “rules of the road;” and consist-
ent, strategic engagement across the multipolar and 
diffuse networks of formal and informal institutions 
that govern cyberspace.

 

Overview
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This report describes the issues at stake for 
Canada as the future of cyberspace is shaped on 
the international stage, and provides recommen-
dations for action. It is arranged in five parts:

Part 1 – Canada at the Crossroads of Cyberspace 
outlines why Canada needs a foreign policy on 
cyberspace;

Part 2 – Who is in Charge of Cyberspace?  
introduces three features of this global space, and 
explores its key governance mechanisms;

Part 3 – Cyberspace: Drivers of Change flags six 
clusters of factors that are driving cyberspace 
evolution;

Part 4 – Cyberspace Centres of Gravity outlines 
the forums where decision-making on different 
aspects of cyberspace governance occurs; and,

Part 5 – Summary and Recommendations  
lists key takeaways from a policy perspective.

Table 1. Cyberspace numbers: At a glance 

Internet users worldwide: 2.45 billion or 35% penetration

Internet users from Europe and North America: 34% of global online population

Internet users from the developing world: 62% of global online population

Internet users from Asia-Pacific: 45% of global online population

Internet access rate in Canada: 82%

Internet access rate in developing world: 26%

Global internet users under the age of 25: 45%

Fastest growing user base: Youth in states at risk of failure or fragility

Youth users using social media: 80%

Potential access to mobile networks: 90% (world population); 80% (rural)

Global B2C e-commerce spending: US$ 708 billion

Projected global B2C e-commerce spending in 2015: US$ 1,285 billion

Estimated cost of corporate data leaks in 2008: US$ 1 trillion

        Data as of 2011 unless otherwise stated
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Canada does not have a foreign policy for cyber-
space. Why do we need one? There are several 
reasons: 

1. Other governments are moving aggressively  
to shape cyberspace;

2. Cyberspace is key to our economic  
interests;

3. Cyberspace amplifies Canada’s global  
influence;

4. Cyberspace is critical to our security  
interests;

5. Much of Canada’s digital supply chain is  
foreign-owned and controlled;

6. Canada is already engaged in diverse 
international forums, but …

7. Muddling through won’t do: Canada needs  
a harmonized vision.

1.1 Other governments are moving aggressively 
to shape cyberspace 

The stakes are high as governments across the globe 
seek to influence the “rules of the road” that will 
shape cyberspace’s future. 

In 2011, major players like the United States and 
the United Kingdom staked out foreign policy 
positions that prioritize cyberspace openness and in-
teroperability, multilateral governance, and security 
measures that also protect users’ privacy and human 
rights. Their positioning is deliberate. They see the 
looming threat to preserving cyberspace as a global 
commons for all.

This threat emanates from the up-and-coming 
players who are pursuing a more territorialized 
and gated future for cyberspace. Some 45 states 
now implement broad-based content filtering for 
ambiguously defined “national security offences,” 
including “insulting a public figure.” Some, like 
China, have gone so far as to create a national 
sovereign intranet, which is cordoned off from 
the global internet. Russia, China, Brazil, India, 
and other states that support a more territorial-
ized vision are assertively engaging in international 

venues where cyberspace governance is debated, 
such as the Internet Corporation for Assigned 
Names and Numbers (ICANN), the International 
Telecommunication Union (ITU), and the United 
Nations General Assembly. And regional security 
organizations, such as the SCO, are being used to 
coordinate restrictive policies on a broader scale. 
(See Parts 2 and 4).

Is the unfolding contest over cyberspace a sim-
ple struggle between the forces of liberation and 
control? No. The reality is far more complex. Many 
Western governments operate content-filtering 
regimes to screen out child pornography. They are 
also moving to securitize this space, enacting do-
mestic security policies that contradict their foreign 
policy positions.5 And Western commercial firms 
are supplying surveillance and censorship software 
to, or colluding with, regimes that violate human 
rights.6 Across the board, a critical issue is trans-
parency of regulations and actions. Canada cannot 
afford to be a passive bystander as the future of 
cyberspace is decided. 

1.2 Cyberspace is key to our economic interests

•	 Over 80% of Canadians are online. As one of 
the world’s largest land masses, with a widely 
dispersed population, Canada is deeply depend-
ent on global telecommunications to address 
economic, social and environmental challenges;7

•	 More than $174 billion worth of commerce 
passes through Canadian networks every day. 
Canadians made some $15.3 billion in online 
purchases in 2010;8

•	 Canada ranks third in the world for e-govern-
ment development and online service delivery.9 
Cyberspace is also critical to Canada’s health-
care delivery;

•	 Canada’s financial institutions and energy 
sectors are heavily dependent on secure and ef-
ficient flows of global digital electronic informa-
tion. Some 68% of Canadians used electronic 
banking or paid bills online in 2010;10

•	 Canada’s highly educated population and re-
nowned institutions of higher learning as well as 
the not-for-profit sector rely on ICTs to connect 

Part 1. Canada at the Crossroads of Cyberspace 
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them to international knowledge networks, 
sources, and partners;

•	 Canada’s private-sector heavyweights like Bell 
and Research in Motion Ltd. (RIM) are world 
leaders in global telecommunications and wire-
less innovation;

•	 The ICT sector is one of Canada’s technologi-
cal strengths, performing more than 33% of 
Canada’s private R&D, employing over half a 
million Canadians and generating 5% of GDP;11

•	 Cyberspace is key to Canada’s future economic 
growth, according to Industry Canada’s (IC) 
Business Plan for 2011- 2012. Cyberspace and 
related industries are the major features of IC’s 
three strategies for Canada’s growth, absorb-
ing most of the department’s human-resources 
capacity and budget.  

1.3 Cyberspace openness amplifies Canadian 
international influence and upholds core values

•	 Internationally, cyberspace allows Canada to 
punch above its weight. The online global pres-
ence of Canadian business, academic, NGO, 
arts, humanitarian, and diaspora communities 
helps to underscore and secure Canadian inter-
ests and values. Canada’s voice on the global 
stage is amplified through these networks; 

•	 Cyberspace “openness” is increasingly central 
to the pursuit of basic human rights worldwide. 
In democratically challenged states, citizens 
have leveraged cyberspace’s openness to ad-
vocate for (and sometimes achieve) political 
change. In response, affected governments have 
proven their readiness to strangle and surveil 
cyberspace access and content, imprison users, 
and trample basic civil liberties. Canada has  
always been an ardent defender of human rights 
and freedoms, and has a strategic interest in 
supporting cyberspace openness as a basic hu-
man right, as recently advocated by the United 
Nations. Canada affirmed its commitment to 
internet openness at the 2011 G8 Deauville 
Summit in France;12  

•	 Yet, Canadian firms are increasingly implicated 
in the growing global censorship maze, in 
contravention of Canadian values. For example, 
RIM, a prominent player in Canada’s high-
tech industry and developer of the BlackBerry, 
has been pressured by foreign governments to 
provide access to its encrypted data streams. 
The company has been caught between defend-
ing the integrity and security of its services and 
colluding with regimes that may use the infor-
mation provided to violate human rights. In a 
more direct example, the Canadian manufactur-
er Netsweeper is selling its content filtering and 
surveillance software to regimes that practise 
internet control (See Boxes 1 and 2).

Box 1. Canadian companies and human rights 1: BlackBerry’s coveted black box 

The Canadian company, RIM, is best known for its BlackBerry smartphone, which it has been producing since 1999. In the past few 
years, RIM has come under increased pressure from foreign governments to provide them with the ability to monitor and decrypt its 
proprietary BlackBerry Messenger (BBM) traffic and provide access to its secure servers. Among the countries requesting access are 
India, the United Arab Emirates (UAE), Kuwait, Bahrain, Indonesia, Algeria, Lebanon, and Tunisia.13 Each has justified its requests 
by citing national security concerns posed by RIM’s encrypted data transmission. 

Canada has maintained a strong commitment to the maintenance of fundamental human rights, and a specific commitment to 
preserving internet openness at the 2011 G8 Deauville Summit. RIM’s dilemma illustrates how companies will be, and already are, 
caught in the middle between the demands of foreign governments and the national policies of their country of origin. Among the 
controversies are UAE claims that because data for BlackBerry’s encrypted transmissions are stored offshore, its services operate 
“beyond the jurisdiction of national legislature,” and so could have “serious social, judicial, and national security repercussions.”14 
Indian authorities expressed similar concerns after it was revealed that the Mumbai attacks in 2008 were coordinated over BBM.

Reports on RIM’s compliance in such cases are inconsistent, given the firm’s desire for secrecy on the issue. Some sources say RIM 
has provided Indian officials with the decryption key to BBM traffic, as well as live access to BlackBerry internet service infrastructure. 
Other reports suggest RIM provided access only to non-commercial data, and not to its offshore secure infrastructure.15 

The August 2011 riots in London were also reportedly coordinated over BBM. RIM came under intense scrutiny from the British 
government for allegedly facilitating unlawful conduct on its services, and immediately after the attacks, the government called for the 
ability to monitor and control access to such telecommunications services and social media. RIM has stated that it will cooperate with 
investigators, but has yet to comment on the implications of that cooperation for its secure services.16  
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Box 2. Canadian companies and human rights 2: The case of Netsweeper

Netsweeper Inc. is a Canadian manufacturer of commercial online content-filtering and user surveillance software. It supplies these 
services to businesses, educational institutions, Internet Service Providers (ISPs), and governments around the world.17 

A report by the OpenNet Initiative (which includes two Canadian research groups) revealed that Netsweeper sells its products and 
services to a number of regimes in the Middle East and North Africa that use the technology to block social and political content 
(e.g., Qatar, the United Arab Emirates, and Yemen).18 Netsweeper acknowledges this situation (which contravenes broader 
Canadian norms and standards on issues like access to information and privacy), but has not stopped selling its products to the 
censoring regimes. 

Clearly, Netsweeper’s activities contravene Canada’s commitment at the 2011 G8 Deauville Summit to an open, safe, and acces-
sible internet. Yet Canada has actively supported Netsweeper’s development, with two National Research Council Grants in 2007 
and 2009 totaling $350,000.19 At a minimum, this contradiction is embarrassing for the Canadian government.

Canada needs to develop a cyber foreign policy that provides guidelines for technology companies operating in this domain. By 
way of comparison, in the US there is legislation before Congress (the Global Online Freedom Act) that would compel companies 
in this sector to be more transparent and would impose trade restrictions on countries that limit online freedoms.

1.4 Cyberspace is key to our security interests

•	 Cybercrime has grown exponentially in recent 
years and is creating large economic costs 
for governments, businesses, and individuals 
around the globe. The global effort to define 
and measure cybercrime is still in its infancy. 
However, experts acknowledge that the scale 
and impact are significant and growing (see 
Part 3). Hacking, internet fraud, and distributed 
denial of service (DDoS) attacks cost the world 
economy more than $1 trillion a year.20 A recent 
UK study conservatively estimated the cost to 
the UK national economy as $41.6 billion per 
year (£27 billion) and growing; 

•	 Canadian carriers detect over 125 million cyber 
attacks per hour on Canadians, with 80,000 
new exploits identified every day;21 

•	 Cybercrime’s impact on the Canadian economy 
is estimated at $100 billion per year;22 

•	 The potential for widespread havoc to 
Canadian infrastructure, economy, and 
business is omnipresent. Coordinated efforts 
from foreign sources can threaten and take 
control of critical infrastructure used for 
communication, energy, defence, and electricity. 
Other actions such as DDoS attacks can 
overwhelm critical data networks – a threat to 
the Canadian government, financial institutions, 
and businesses. Estimates for the US suggest 

that a single wave of cyber attacks on critical 
infrastructures could cost over $700 billion;23  

•	 In 2011, Canada suffered an extraordinary 
security breach as foreign hackers penetrated 
the computer systems of Canada’s Department 
of Finance, Treasury Board Secretariat, and 
Defence Research and Development Canada. 
The hackers gained access to sensitive 
documents and forced the agencies to take their 
networks offline. The cumulative costs of this 
breach have not yet been publicly shared; 

•	 Canada has become a threat to others. Canada 
ranks 6th in the world on the list of countries in 
which the most online crimes originate, up from 
12th place in 2010. It also ranks 2nd in the 
world for hosting the most phishing sites;24 

•	 Canada’s capacity to effectively police 
cyberspace – like that of most other countries – 
is extremely underdeveloped. The methods and 
means for effectively policing cyberspace, along 
with supporting legal frameworks, do not yet 
exist. Tools and legal development, as well as 
efforts to pursue and apprehend cybercriminals, 
are confounded by the borderless nature of 
cybercrime and the resulting cross-jurisdictional 
complexity. “Rule of law” in cyberspace is 
not yet clear in any domestic arena, let alone 
internationally. But de facto parameters are 
being set, as states and regimes act by and for 
themselves; and,
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•	 From a broader perspective, the worlds of 
cybercrime, espionage, and warfare are blurring. 
Many states now consider cyberspace to be a 
military domain equivalent to those of air, land, 
sea, and space. The “rules of the road” both 
for combating cybercrime and waging war in 
cyberspace are being written on an ad hoc basis, 
as states pursue varied domestic cyber-security 
policies. Often, domestic efforts are antithetical 
to preserving cyberspace as a global platform 
for the free flow of information. 

1.5 Much of Canada’s digital supply chain 
 is foreign-owned and controlled

Canada is heavily reliant on infrastructure and net-
works outside its borders. Some 80% of organiza-
tions active in Canada’s critical infrastructure sector 
outsource some form of their information technol-
ogy systems, according to one Bell Canada study.25 
Telecommunications and external websites were the 
most commonly outsourced products. When con-
sidering the importance of external websites to core 
business activities like e-commerce, the reliance on 
external providers is worrisome. Some studies sug-
gest that outsourcing is a formidable cyber-security 
threat.26

1.6 Canada is already engaged in diverse  
international forums, but …

Canada is already engaged in shaping international 
cyberspace governance, but the effort is as diffuse as 
the forums and players involved. Global influence 
requires a coherent foreign policy vision and har-
monized framework for action. Current key players 
include:

•	 Industry Canada: Shaping cyberspace 
as a global economic, development, and 
communications infrastructure. Since the 
1990s, Industry Canada has been a leading 
player at home and abroad on cyberspace 
issues relating to the global digital 
economy, international trade, international 
development, and governance norms.27 It 
has represented Canada in such bodies as 
the Organization for Economic Cooperation 
and Development (OECD), the Asia Pacific 
Economic Cooperation (APEC), World Trade 
Organization (WTO), ITU, ICANN, the 
World Summit on Information Society (WSIS) 
and the Internet Governance Forum (IGF), 
among others. It is important to realize that a 
number of these bodies – such as the OECD 
and ICANN – are increasingly dealing with 

issues that will impact cyberspace openness and 
security, not just economic potential (see Part 4 
of this paper); 

•	 Office of the Privacy Commissioner (OPC): 
Shaping cyberspace norms. The OPC’s 
campaign to ensure that platforms offered 
by Google and Facebook uphold Canadians’ 
right to privacy has resulted in the de facto 
internationalization of Canadian standards; 

•	 Private-sector players: Shaping the domain 
space and operational features. Cyberspace 
functionality is being shaped by private 
Canadian companies involved in global domain 
registration (e.g., tucows.com) and telecoms 
provision (e.g., Bell Canada), as well as by 
vendors who provide services globally (e.g., 
RIM, Netsweeper); 

•	 Private researchers: Shaping global thinking on 
cybercrime, warfare, and espionage. Canadian 
researchers, such as those groups forming the 
OpenNet Initiative (ONI) and the Information 
Warfare Monitor, have caught the attention 
of foreign policy makers around the world for 
their work documenting global censorship and 
surveillance practices in cyberspace, as well as 
in detecting global espionage networks such 
as GhostNet (see www.secdev.ca/Secdev-temp/
Publications.html). 

•	 Canadian security establishment: Canada’s 
nascent cyber-security strategy is too narrow 
from a foreign policy perspective. Under 
the responsibility of the Communications 
Security Establishment Canada (CSEC) and the 
Department of Public Safety, the Government of 
Canada’s 2010 Cyber Security Strategy focuses 
mostly on securing government and other vital 
cyber systems. While essential, the strategy 
treats the cyber domain as a mostly domestic 
area of responsibility, and focuses principally on 
cybercrime. Importantly, key Canadian players 
– ISPs, the private sector, civil society – were 
not adequately consulted on the strategy, and 
most observers concur that it does not embody 
a critically needed whole-of-government 
approach. There is some recognition of the 
international dimension of the challenges: 
Canada’s Department of Foreign Affairs and 
International Trade (DFAIT) has been tasked 
with advising “on the international dimension 
of cyber security” and “developing a cyber 
security foreign policy that will help strengthen 
coherence in the Government’s engagement 
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abroad on cyber security.” However, this 
security-centric mission risks furthering an 
inadequate, piecemeal approach to cyberspace 
issues at home and abroad. 

1.7 Muddling through won’t do:  
Canada needs a harmonized vision

Canada has been an important player in shaping 
cyberspace norms that promote global access, eco-
nomic prosperity, and user privacy. But these efforts 
have been piecemeal, reflecting the diffuse, multi-
lateral approach to cyberspace governance that has 
evolved over the past 20 years.

However, that piecemeal approach is changing. As 
noted above, different states and regimes are acting 
to protect their perceived security interests, which 
span the spectrum from protecting citizens to con-
trolling them. 

Canada is not a disinterested bystander. As the 
global debate on cyberspace governance heats up 
in the coming months and years, Canada needs a 
broad-based foreign policy perspective that reflects 
its interests and values. This vision needs to recon-
cile Canada’s economic, social, and political inter-
ests in cyberspace with the country’s need to ensure 
cyber security – at home and abroad.  

Canada’s current cyber-security efforts are vital, but 
the 2010 strategy requires a broader framework. 
From a foreign policy perspective, the strategy – by 
itself – fails in three areas: 

•	 It does not take into account the current global 
cyberspace-governance issues; 

•	 It does not adequately consider the range and 
level of international players, both formal and 
informal, that affect cyberspace functioning 
and norms on a global level, with the attendant 
consequences for domestic security issues and 
policies; and,

•	 It does not recognize that the goal of “secur-
ing cyberspace” for domestic purposes  
has tremendous repercussions for the equally 
compelling goal of preserving cyberspace as an 
open, global commons for all.  

The devil is in the details
The challenge of enhancing domestic cyber security 
while preserving cyber openness is complex and can 
lead to unintended consequences at the global level 
(see Box 3, next page). 

Canada is not alone in this dilemma. Most coun-
tries that uphold international norms to guarantee 
cyberspace openness, transparency, and freedom of 
expression are finding that their domestic security 
policies to combat cybercrime and extremism con-
travene their international commitments. 

For example, the government of France was criti-
cized in 2011 for proposing “executive orders that 
would give the government broad authority to 
remove or block content, which appears to be in 
conflict and contradict France’s commitments under 
the OECD principles for internet policymaking.”28 

From the perspective of developing international 
norms, if liberal democratic countries pass domestic 
legislation that permits state security services to re-
move or block content, access data without judicial 
oversight, mandate their armed forces to mount 
clandestine cyber attacks, and use extrajudicial 
means to disable websites, then there is no moral 
basis for condemning those actions when they occur 
abroad.29

Canadian foreign policy also needs to take account 
of domestic actors, such as businesses and civil-so-
ciety groups, that exert influence on global cyber-
space norms. A shared public-private vision would 
amplify Canadian influence and ensure a consistent 
approach to upholding Canadian interests and val-
ues as the global debate on the future of cyberspace 
unfolds. 
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Box 3. The security dilemma: How “our” security became “their” censorship

Policies designed to create a safer online environment in Canada can have unintended consequences abroad. Countries are actively 
seeking to define laws that regulate online behaviour. But the context in which these laws are applied varies greatly. Democratic coun-
tries generally have a robust system of checks and balances to ensure policing powers follow procedures that protect civil liberties and 
human rights. But in less democratic countries, these protections are often lacking, or are poorly implemented. This means that similar-
sounding laws and regulations may be applied with quite different effects, and be used to justify everything from unbridled censorship 
of content to widespread surveillance of private communication.

Security issue Domestic policy  International effect

Powers to block or remove 
terrorist or hate websites

Canada and the EU have considered placing 
restrictions on access to terrorist and hate web-
sites. This would include the power to order ISPs 
to block or take down such websites (if located 
within their respective domestic jurisdictions). 
Canada rejected this measure in 2006. Europe is 
still considering it. 

A growing number of states are implementing 
judicial control over internet content. In Pakistan 
and Kazakhstan, for example, legitimate op-
position newspapers have been closed down 
and their websites blocked because they were 
defined as “spreading hateful and slanderous 
information.”

 Cleanfeed filtering initia-
tives (child pornography)

Cleanfeed initiatives are designed to 
address the problem of child pornography
online. In Canada, the Canadian Coalition against 
Internet Child Exploitation (CCAICE) – a nongov-
ernmental organization that brings together ISPs, 
federal and provincial governments, and law 
enforcement – provides a transparent framework 
for identifying child pornography sites, triggering 
criminal investigations when the sites are hosted 
in Canada, and creating block lists that filter con-
tent that is hosted abroad. The UK has a similar 
system to address child pornography.

Internet filtering is becoming a global norm. In a 
growing number of countries (45 at last count) 
broad-based content filtering is justified for 
“national security” offences that can range from 
inciting the population to insulting a public figure. 
Censors often target political opposition move-
ments, independent media, human rights organi-
zations, and any sources of negative information 
about public figures. In several Muslim countries, 
religious reasons are given for declaring content 
unacceptable. In many cases religion is used as 
a pretext to prevent scrutiny of the material being 
censored.

 Net neutrality Net neutrality is a principle that all network traffic 
should be treated equally. In the US and Canada, 
telecommunications companies have been push-
ing for the right to shape or regulate traffic on 
their networks.

In several Central Asian states, arguments 
against net neutrality have resulted in state policy 
to create a two-speed internet: a lower-priced 
internet consisting only of content that can be 
found within the nationally operated top-level 
domain (e.g., .kz), or higher-priced access to the 
entire internet. This creates a de facto filtering 
regime based upon economic status.

Restrictions on social 
media

In the wake of the August 2011 riots in London, 
the UK government floated proposals to give po-
lice the right to suspend online social networking 
sites temporarily to prevent rioters from mobilizing 
and coordinating looting activities.

In September 2011, the Russian Procuracy 
announced its intent to introduce regulations on 
social media. The move was quickly adopted in 
several other CIS states. In all cases, the role of 
social media in the London riots and subsequent 
UK government proposals were cited as one of 
the reasons for the urgent need to develop and 
implement these controls.
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Part 2. Who is in Charge of Cyberspace? 

“Cyberspace” refers to the systems and spaces 
where technology enables users to engage in virtual 
communication. Specifically, it signals the complex 
global ecosystem that encompasses the network of 
interdependent information technology infrastruc-
tures, telecommunications networks, computer pro-
cessing systems and other devices, digitized content 
and communication, and the rules and regulations 
that govern them.30 

The governance of cyberspace occurs across dif-
ferent levels, bodies, and degrees of formality. 
Understanding the evolution of its different com-
ponents is critical for making sense of cyberspace’s 
current structure, players, and institutions. Below 
we provide an overview in three parts:

1. Cyberspace as a socio-technical construct: Three 
interdependent layers; 

2. The evolution of diffuse and multipolar  
governance; and,

3. Return of the state: Renewed efforts at  
government control.

 
2.1 Cyberspace as a socio-technical construct: 
Three interdependent layers

Cyberspace is comprised of three interdependent 
layers, each with its own complex set of actors and 
governance issues: 

•	 a physical layer: a vast and distributed physical 
infrastructure of cables, towers, satellites, mo-
bile and computer devices, and radio waves; 

•	 an operational layer: an intricate, constantly 
changing array of operational protocols, codes, 
and instructions that allow for the multidirec-
tional flow of information across the physical 
layer; and, 

•	 a content layer: a vast and extraordinarily valu-
able layer of information, knowledge, ideas, 
services, and products that circulate through 
cyberspace. 

Importantly, innovations within any of these layers 
and among any of its constituent actors can cause 
system-wide effects in astonishingly short cycles of 

growth. For example, Twitter, created only six years 
ago, has some 140 million active accounts, with an 
average 460,000 new accounts being created daily 
in 2011. The average number of “tweets” sent per 
day has grown from 140 million in 2011 to 340 
million today. But its impact is not just numerical.31 
 
Recent democratic protests in the Middle East 
and North Africa (MENA) highlight how social 
networking sites can be leveraged by users for 
political communication and organization. As one 
Egyptian activist tweeted during the protests: “We 
use Facebook to schedule the protests, Twitter to 
coordinate, and YouTube to tell the world.” 

The relationship of social networking sites to 
cyberspace governance issues can be illustrated by 
the reaction of governments: In Egypt, authorities 
invoked a near total shutdown of domestic ISPs 
during the uprising; Libya turned off internet access 
for its citizens; and Syrian authorities likely used 
Facebook to surveil political activists, as its “inter-
net army” attacked, spammed, and defaced opposi-
tion websites. 

2.2 Cyberspace and the internet:  
The evolution of multipolar governance

Although the term cyberspace is often used as a 
synonym for the internet, its reference is actually 
broader. Cyberspace also encompasses traditional 
communications media that predate the internet, 
such as the telephone, radio, and television. 

This distinction is important from a governance 
point of view. Traditional telecommunications me-
dia have well-established regulatory bodies at both 
the national and international levels. The internet 
does not.

The ITU
At the national level, broadcasting and telecom-
munications are often regulated as public trusts (in 
Canada, this function is fulfilled by the Canadian 
Radio-television Telecommunications Commission, 
or CRTC). At the international level, the ITU – one 
of the oldest inter-state organizations in exist-
ence – was set up in 1865 to regulate international 
standards and tariff agreements with respect to the 
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interconnection of telephone traffic between coun-
tries, and the allocation of spectrum frequencies, 
as well as satellite broadcast footprints and orbital 
slots.

ICANN
By contrast, the internet avoided the scrutiny of
the ITU because of its peculiar nature and evolu-
tion. The internet routes traffic between connected 
computers, using Internet Protocol (IP) addresses 
and the domain name system to direct traffic. 

As a routed rather than a switched network, the 
internet avoided the ITU’s established system of 
international gateways that regulate and calculate 
the cost of telephone and data services offered by 
telecommunications carriers. Rather, the internet 
operated essentially as an overlay network. ISPs 
established their physical links by leasing dedicated 
international circuits and channels from the tel-
ecommunications backbone carriers. As such, the 
internet came to form a globally distributed net-
work, comprised of many voluntarily interconnect-
ed, autonomous networks and operating without a 
central governing body.

The commercialization of the internet really started 
in the early 1990s. To maintain global interoper-
ability in the face of rapid growth, all technical and 
policy aspects of the underlying core infrastructure 
and allocation of name spaces (previously controlled 
by the US Government)32 were invested in a new 
non-profit corporation, ICANN. 

ICANN was created in 1998 and registered in 
California. Its mandate is to manage the inter-
net’s core: its address system. In this, its task is to 
preserve internet stability, openness and growth, 
and ensure its global governance. It operates the 
Internet Assigned Numbers Authority (IANA), 
which oversees the allocation and or administration 
of global IP addresses, domain names, and other 
protocol parameters. It works in close liaison with 
the Internet Engineering Task Force (IETF), and 
delegates internet resources to the regional internet 
registries (see below). 

ICANN’s central role in internet governance has at-
tracted the increasing attention of governments that 
want more control over its decision-making pro-
cesses and that are unhappy with ICANN’s close ties 
to the US Government. ICANN is increasingly the 
site of a growing power struggle between its multi-
stakeholder board and its state-only Government 
Advisory Committee (GAC) (see Box 4 as well as 
Part 4.1.1).

The Internet Society (ISOC) and others 
Other non-profit, global, and regional organizations 
emerged to provide multi-stakeholder leadership in 
internet-related standards, education, and policy. 
These include: 

•	 ISOC, established in 1992, and its technical 
bodies, the IETF and Internet Architecture 
Board (IAB); 

•	 the Regional Internet Registry (RIR), which 
now has five sub-groupings and manages the 
allocation and registration of regional internet 
number resources like IP addresses and autono-
mous system (AS) numbers delegated by IANA; 
and,

•	 regional top-level domain administrations.

***

Overall, internet rules, norms, and principles have 
historically been shaped by transnational networks 
of like-minded engineers and internet supporters, 
based primarily in the United States and Europe. 
Their decisions on routing protocols and peering 
arrangements govern the backbone of the network, 
dictating what can and cannot be done in terms of 
directing traffic, ensuring internet openness, and 
extracting information about users and content. 
Historically, operational-level innovations were con-
sidered non-political. The decision-making forums 
worked for the public benefit, dedicated to making 
the internet stronger, faster, more open, and resilient.

The internet undermines state control of telecoms ...

Initially, established telecommunications carriers 
took little notice of the internet. This changed at the 
end of the 1990s when e-mail, Voice-over-Internet 
Protocol (VoIP) and internet broadcasting of audio 
and video content began to compete directly with 
their own offerings. 

As the internet overtook and reshaped the more 
traditional communications of cyberspace, it chal-
lenged company profits and state sovereignty. The 
internet created new markets and services for which 
no defined legislation existed. It created low-cost 
global communication by bypassing the tariff sys-
tem established for international telephony (a source 
of considerable income for many national govern-
ments). It also largely side-stepped the national and 
international regulations on content that were tied 
to broadcasting gateways, thereby greatly enhancing 
the free flow of information across borders.
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Box 4. ICANN: Drawing fire over cyberspace control

Created as a non-profit corporation in 1998, ICANN is under contract to the US Department of Commerce, but governed by an interna-
tional board of directors drawn from across the internet’s technical, business, academic, and other non-commercial communities. ICANN’s 
mandate is to preserve the operational stability of the internet, promote competition, and build internet use where it is weak. It is also 
supposed to achieve broad representation of the global internet community and ensure policies are developed through consensus-based 
processes. 

ICANN has a number of advisory committees, encompassing users, security experts, and technical experts and including a Government 
Advisory Committee (GAC), which has widespread participation by the world’s governments. 

However, ICANN’s efforts at global participation and consensual decision-making have been criticized as not sufficiently transparent. In 
addition, the US Department of Commerce continues to have the primary role in approving changes to the DNS root zone that lies at the 
heart of the domain name system. 

Increasing politicization as governments seek greater control

Some governments have long been unhappy with ICANN. Currently the body’s board and the GAC are locked in a power struggle over 
a number of different issues. Foremost among these is the introduction of many more generic top-level domains. Officials are particularly 
worried about the introduction of new domain names such as .jesus.33 While the board and the GAC have agreed on a problem-solving 
procedure for unwanted domain names, it remains unclear how the system will work in practice.

More long-standing objections come from states such as Russia and China, which have historically regarded ICANN with some suspicion 
for a number of reasons:

• Multi-stakeholder membership. They object to the fact that ICANN is a non-state actor that competes with them in rule-making 
forums, which they believe should be monopolized by governments. They take a similar view of other multi-stakeholder forums, such 
as the Internet Governance Forum (see pg. 13).  

• US influence. They see ICANN as a tool of the United States Government and part of its hegemony over cyberspace.* From 2002 
to 2005, China, Russia, and other countries used various forums, including the IGF, to build a coalition against ICANN to shift the 
centre of gravity of cyberspace governance to an intergovernmental institution such as the ITU. Most civil-society actors resisted 
these calls, although the plea to “internationalize” governance of the internet and reduce US control had resonance, and likely gave 
legitimacy to other countries’ efforts. 

• Control over domain name registration. They object to ICANN controlling domain name registration, especially as new techni-
cal standards enabled the Domain Name System (DNS) to represent non-Roman scripts. They want to control registration for two 
reasons: money (national domain name registration represents a potentially very lucrative market for governments  and their national 
companies); and political control (they reject control of national domain names by non-national entities).  
 
In a dramatic move, China created a competing national level domain in its own language characters, separate from the ICANN rout-
ing system. This development threatened the unity and coherence of the global internet, especially as Russia was also threatening 
to build its own Russian internet (in 2007). However, the friction between China and ICANN was settled by 2009, when China sent a 
delegation to the ICANN meeting. ICANN agreed to rename the Taiwanese delegation to appease China and to create a “fast track” 
for the recognition and creation of new “country code top-level domains” (ccTLDs) in non-Roman scripts. For ICANN, this move 
represented a huge political and economic concession to China, Russia, and India, but also kept them on board. 

China, Russia, India, and other developing countries are now very much re-engaged in ICANN issues, and their presence is a force with 
which to be reckoned. They share a territorialized vision of cyberspace governance, which they will seek to promote in decisions that 
ICANN takes in years to come. Observers fear that moves to fundamentally alter ICANN will risk fracturing the internet.

Some experts argue that ICANN and the multi-stakeholder model will remain under attack until it acquires a proper constitution, complete 
with a bill of rights for stakeholders and a separate review board. 

*China also objected to the participation of Taiwan in ICANN, especially to its representation in the GAC. China temporarily suspended its participation in 
ICANN meetings in 2001.

http://en.wikipedia.org/wiki/DNS_root_zone
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States found themselves with less control over in-
dustries and sectors in which they had traditionally 
exercised considerable regulatory control, and with 
no apparent institution or forum through which to 
voice displeasure or address concerns.

As telecommunications carriers themselves began to 
operate as ISPs, they became dependent on ICANN 
and regional IP registries (also operated by private 
nongovernmental bodies) for growing the networks, 
rather than the ITU. Sidelining of the ITU meant 
that national governments no longer had a strong 
say in the regulation of emerging telecommunica-
tions issues, including those actors and issues that 
they had previously controlled (such as traditional 
telecommunications carriers now offering VoIP).

... But some states fight back: The ITU and WSIS

By the early 2000s, the importance of the internet to 
international development and commerce began to 
be widely recognized. Through the United Nations, 
the WSIS held two meetings for member states in 
Geneva (2003) and Tunisia (2005). These were 
organized under the auspices of the UN Secretary 
General, but with the partnership of the ITU.

At the 2003 meeting, the ITU, backed by some 
member states, pushed for an increased role in the 
governance of the internet, including the takeover 
of ICANN. This position sparked worries about a 
looming division of the internet, and was opposed 
by the US Government, which preferred the prevail-
ing diffuse model of governance (to undercut the 
ability of national governments to impose regula-
tory frameworks over the internet).

In 2005, WSIS members agreed not to get involved 
in the day-to-day and technical operations of 
ICANN. However, they also agreed to set up the 
IGF as an international forum that would play a 
consultative role on the future governance of the 
internet.

The IGF

The WSIS Process was superseded by the IGF, whose 
mandate was recently extended to 2015. The IGF 
has no binding authority. It provides a multi-stake-
holder forum in which nongovernmental organiza-
tions, telecommunications carriers, and national 
governments can discuss issues of internet govern-
ance. Points of consensus can then be implemented 
through the diffuse and multipolar mechanisms that 
regulate the technical growth and management of 
the internet. 

State efforts to assume control over internet gov-
ernance experienced a mild lull after 2005. But by 
2010, proponents were once again pushing hard for 
greater influence. 
 
2.3 Return of the state: Renewed efforts 
at government control

By 2010, the strategic importance of cyberspace and 
its subspecies, the internet, was clear to most states. 
At the same time, security concerns – be they for 
citizens or for government authorities – focused at-
tention on how to regulate or control it. More and 
more, state actors were concerning themselves with 
the technical details of cyberspace operations and 
governance. 

By 2011, the US Government and other bodies like 
the OECD and OSCE were tabling official posi-
tions on cyberspace freedom and multi-stakeholder 
governance, while a growing number of states were 
seeking to re-exert national and inter-state controls. 

The strongest calls for inter-state control of cyber-
space have come from countries like China and 
Russia, and members of the SCO. These states 
also have comprehensive internet censorship and/
or surveillance regimes. Unlike previous attempts, 
however, this time the conversations are at the high-
est possible political levels, including: policy coordi-
nation amongst SCO members; agitation by Russia, 
Brazil, and China for the ITU to take charge; efforts 
within ICANN (see Box 4 above); calls for a new 
UN agency; and a draft Resolution at the 66th 
General Assembly of the United Nations (signed by 
Russia, China, Tajikistan, and Uzbekistan) calling 
for an international code of conduct for information 
security, with serious implications for the freedom 
of political, cultural, and religious expression.

We explore these state-led efforts and the dynamics 
in the “centres of gravity” section below. But first, 
we consider the many other factors and processes 
(“drivers of change”) that are shaping and trans-
forming cyberspace operations and norms, even as 
governments debate their options. 
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Part 3. Cyberspace: Drivers of Change

Governments seeking to regulate and shape cy-
berspace are dealing with a dynamic ecosystem 
characterized by constant growth and innovation. 
Exercising authority in this domain requires aware-
ness of the changing array of factors and actors 
that influence its core characteristics, function, and 
impacts. 

At present, six “drivers of change” are exerting sig-
nificant influence. Some of these drivers lie beyond 
the writ of any policy intervention. These require 
constant monitoring and forward thinking. Others 
are subject to shaping and control if sufficient num-
bers of like-minded authorities act: 

1. Demography: Fundamental shifts in the user 
base;

2. Technology: Innovation is affecting usage and 
norms;

3. The private sector: Shaping cyberspace 
possibilities and norms;

4. Politics: The growing contestation between 
users and states; 

5. Cybercrime and security: Driving cyberspace 
closure; and,

6. Militarization of cyberspace: National security 
and the new arms race.

3.1  Demography: Fundamental shifts  
in the user base

As the number of online users approaches 3 billion, 
major demographic shifts are under way:

•	 The number of users in Asia and the  
developing world will soon eclipse those in the 
North. Collectively, the industrialized countries 
of Europe and North America now account for 
less than 35% of the global online population. 
This proportion will continue to diminish, with 
implications for the North’s capacity to influ-
ence cyberspace governance decisions.

•	 The user base is shifting to digital natives –  
youths who have grown up in the age of cyber-
space. About 45% of those currently accessing 
cyberspace are under the age of 25. Over 80% 
use one form of social media or another.

•	 Most new digital natives live in states at risk of 
failure or fragility. In fact, youths in these states 
make up the fastest-growing set of internet us-
ers. These young people bring different values, 
norms, and strategic priorities to cyberspace, 
which creates new economic and political op-
portunities for the otherwise marginalized.

As the user base shifts, cyberspace will be affected 
in the areas of social innovation, political action, 
commerce, and economic opportunity, as well as 
criminality. 

3.2  Technology: Innovation is affecting  
usage and norms

•	 Technological innovation: Dictating 
infrastructure capabilities. Technological 
innovation sets the baseline for infrastructure 
vulnerability, openness, and resilience, as 
well as capacities to respect privacy or enable 
surveillance. These are critical governance 
issues that sit at the heart of “security versus 
openness” dilemmas. As noted, the historical 
decision-makers in this realm have tended to be 
private-sector actors and engineers.

•	 Mobile and portable computing: Enabling  
access and activism; enhancing surveillance. In 
the next three years, the number of cellphones 
in use will exceed the global population. 
Mobile ascendancy is affecting cyberspace 
functioning and norms. Mobile communications 
have proven vital for extending cyberspace 
and its benefits to the world’s hinterlands. 
They are also more effectively leveraged for 
mass mobilization, and in this capacity have 
proven threatening to authoritarian regimes as 
well as democratic governments.34 However, 
mobile networks operate in different ways 
than the standard desktop platforms that have 
anchored the internet since its inception. Mobile 
communications systems are more open to 
fine-grained tracking and surveillance. Their 
uptake portends a gradual shift away from fixed 
end-use systems based on end-to-end principles, 
to portable devices that are networked into 
massive data clouds operating with increasing 
intermediary liabilities.35 
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•	 The new Internet Protocol: Enabling devices; 
enhancing surveillance. The current Internet 
Protocol address space system, IPv4, is nearing 
exhaustion. The follow-on protocol, IPv6, 
operates differently and will alter some of the 
core characteristics of internet-based routing 
and communications. First, although offering 
greater flexibility and providing for a wider 
range of networked devices, the system also 
enables fine-grained identification of end 
users and their instruments. Second, the new 
protocol’s fundamental reordering of core 
standards may open up a Pandora’s box of 
recommendations for more wholesale changes. 
Some American policy-makers want to re-
engineer the internet from the ground up to 
resolve long-standing security issues. In light of 
the more assertive state controls being exercised 
in the cyberspace ecosystem, the possibility of 
radical shifts is not out of the question. 

3.3  The private sector: 
Shaping possibilities and norms

Private-sector actors have always shaped 
cyberspace through their ownership and operation 
of cyberspace’s infrastructure and services.36 Not 
only do they drive change through their own 
commercially guided inventions and actions, they 
are also coming under intense pressure to conform 
to the demands of censoring states: 

•	 Corporate decisions taken for commercial 
reasons – such as sharing data streams or 
filtering certain types of content – can trigger 
cascading political effects. Websites and services 
that are removed for perceived violations of 
terms of service can affect thousands and even 
millions of people’s communications, and this 
censorship often takes place in jurisdictions far 
removed from the affected users.

•	 Private-sector players are also under increasing 
pressure from national governments to filter 
or control various aspects of cyberspace. 
Democratically challenged states are 
increasingly requiring their national carriers to 
filter internet content, and to retain and release 
user information. In addition, other private 
corporations are under pressure to conform 
with national-level cyberspace controls that 
sometimes violate standard legal and human 
rights principles and due process. For example, 
the manufacturer Siemens has been accused 
of aiding torture in Bahrain through its sales 

of surveillance technology to the Bahraini 
government.37 We have already provided some 
Canadian examples of these dilemmas in Boxes 
1 and 2 above. We return to these issues in Part 
4.2. 

3.4 Politics: The growing contestation  
between users and states

Internet users are driving change as they continue to 
explore the personal, social, political, and economic 
potentials of cyber-space. Their activities in turn are  
driving states to exert greater regulation and  
control (see Part 4). 

Below are the principal ways in which cyberspace 
is being transformed by the interaction between the 
state and users:

•	 Users are leveraging cyberspace to extend all 
forms of personal and communal agency. Some 
use cyberspace to pursue fundamental rights 
and democratic political change. Others pur-
sue less civil interests, from the exploitation of 
fellow users to crime, espionage, rioting, and 
warfighting. Recent examples of cyber-enabled 
popular uprisings include the 2011 Arab Spring 
protests that rocked the Middle East and North 
Africa and the rioting that shook the United 
Kingdom a few months later. In all cases, the 
regimes and governments concerned were 
keenly aware of the role of cyberspace. In the 
Middle East, regimes acted to control, contain, 
surveil, or shut down cyberspace;38 in the UK 
similar types of options were discussed, but not 
enacted.39 

•	 States are hitting back. As users exercise new 
forms of agency, states have become major 
players seeking to regulate, police, control, and 
shape cyberspace – at home through national 
policies, legislation, and actions, and increas-
ingly in any forum where decisions about cyber-
space’s functionality and governance are made. 
Some states are intervening to protect critical 
infrastructure, systems, and their citizens; oth-
ers are intervening to protect their regimes and 
silence political opposition. In all cases, moves 
to secure the internet have repercussions for its 
openness. As the UK and MENA examples cited 
above attest, the tradeoffs between securing 
cyberspace and preserving openness and acces-
sibility are present in all countries, from liberal-
democratic to authoritarian. 



Box 5.  The drivers of cybercrime’s exponential growth 

A number of factors have driven cybercrime’s exponential growth:

• the emergence of greater data-sharing, social-networking, and cloud-computing practices;

• the massive amounts of data that traverse global networks, in combination with the potential to automate and 
anonymize user activities and identities;

• sophisticated technical surveillance capabilities, in combination with an inadequate legal framework to ensure that 
due process and civil liberties are protected (authorities can scoop up enormous amounts of data, but have limited 
capacities to parse through it all and single out only those that warrant legal investigation);

• the global, cross-jurisdictional nature of many crimes, with criminals acting outside their national borders; 

• the notable lack of international legal frameworks, cooperation, and information-sharing around cybercrime policing. 
Apart from the Council of Europe’s Convention on Cybercrime (itself an inadequate and criticized arrangement), 
there is no harmonized legal framework for prosecuting cybercriminals. State law enforcement agencies are reluctant 
to pursue criminals independently due to the risk of prolonged, complicated, and expensive investigations spanning 
multiple legal jurisdictions; and,

• the militarization of cyberspace (see Part 3.6).
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•	 Some “strong states” are becoming more ag-
gressive in their cyberspace censorship and 
surveillance practices. Their actions change the 
global character of the internet within domestic 
jurisdictions, while setting broader normative 
precedents.  

•	 “Strong states” are asserting their nationalized 
visions of cyberspace controls in regional and 
international forums. An important trend is 
the move by non-democratic states outside of 
Europe, North America, and parts of Asia to 
assert their domestic and foreign policy inter-
ests forcefully in international venues where 
cyberspace governance is debated and to use 
regional security organizations to coordinate 
their policies.

•	 Canada’s allies are also staking out foreign 
policy visions for cyberspace that emphasize 
openness and multi-stakeholder governance. 
The United States has led the way with its 2011 
International Strategy for Cyberspace. Other 
governments and organizations are signalling 
likewise, as discussed in Part 4 below.40 

3.5  Cybercrime and security:  
Driving cyberspace closure

Cybercrime’s pervasive economic impact, as well as 
its growing connections to national security issues 
like espionage and warfighting, are driving change 
as states seek to counter these threats (see Box 5).  

•	 Cybercrime and cyber extremism are driving the 
securitization agenda of states. As noted, cyber-
crime has grown exponentially in recent years. 
The range of activity is huge: from national-
level assaults on critical infrastructure that cost 
billions of dollars, to scams and privacy viola-
tions of individual users, to child pornography. 
Cybercrime has propelled the public debate on 
policing this domain, particularly on issues of 
surveillance and filtering at the national level, 
and the need for increased regional and inter-
national cooperation. Even states that strongly 
value the individual’s right to privacy and free-
dom of speech are articulating cyber-security 
policies that compromise these rights.

•	 The growing demand for cyber-security prod-
ucts and services is driving investment, innova-
tion, and policy. States’ demands for advanced 
products to mine user data and shape and 
control information flows have created lucrative 
business opportunities for US, Canadian, and 
European firms. There is extensive documenta-
tion of Western cyber-security technology being 
sold to authoritarian regimes that use it to filter 
content, surveil social networking platforms 
used by dissidents, and launch offensive com-
puter attacks. Western manufacturers are even 
tailoring their filtering products to the specifica-
tions of government clients, regardless of their 
human rights records. We return to this issue in 
Part 4.2 below.  
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•	 The computer security community provides a 
global but largely informal cyberspace protec-
tion and policing function. This community 
cuts across public and private sectors, and has 
been responsible for numerous effective “polic-
ing” episodes. Working in cooperation with law 
enforcement agencies and security firms in the 
United States, Microsoft disabled a major bot-
net called Rustock that resulted in a one-third 
decrease in global spam levels, and causing the 
United States to drop from 2nd to 17th place 
on the list of nations from which spam traffic 
originates. However, numerous other botnets 
are not prosecuted or disabled. The security 
community itself lacks transparency and public 
accountability. It is constituted by actors that 
both cooperate and compete with each other, 
and its actions as a whole can be inconsistent 
and ad hoc. It also lacks an even global distribu-
tion, being concentrated mostly among North 
American and European law enforcement agen-
cies, academic institutions, and security firms.

 
3.6 Militarization of cyberspace:   
National security and the new arms race  

•	 States are actively developing domestic ca-
pabilities to fight wars in cyberspace, which 
they equate in importance to the domains of 
air, land, sea, and space. The establishment of 
the US Cyber Command in 2010 triggered a 
major shift in the defence industry, as well as 
fundamental force restructuring. This has had 
ripple effects around the world for other major 
powers. 

•	 The militarization process is causing the worlds 
of cybercrime, espionage, and warfare to blur. 
There is evidence that Russia, China, and other 
states, unable to compete on the same level in 
this domain, are exploiting cybercriminals and 
patriotic hackers to provide this capacity.41 That 
is, they are cultivating cybercrime to pursue 
strategic interests. India and Iran have both 
gone on public record as endorsing hackers who 
work in the state’s interest. Major incidents of 
cyber espionage, such as those uncovered by 
Canadian researchers in the Tracking Ghostnet 
and the Shadows in the Cloud investigations, 
were characterized by commonly used cyber-
crime techniques to achieve intelligence goals. 
Chinese opposition and human rights groups 
operating in foreign jurisdictions have been 
systematically targeted by exploitation net-
works that have been traced back to mainland 
China. In 2007 and 2008, DDoS attacks on 

the governments and economic infrastructures 
of Georgia and Estonia were both traced back 
to well-known cybercriminal botnets with 
suspected connections to the Russian govern-
ment. Researchers studying the advanced Trojan 
Horse that targeted and debilitated Iranian 
nuclear enrichment facilities (Stuxnet) have 
noted that, while sophisticated in many ways, 
the weapon was built upon existing cybercrime 
tool kits and techniques. Attribution is a grow-
ing problem, as it is now extremely difficult 
to determine who is committing or directing 
attacks against governmental or corporate 
infrastructure. Increasingly, criminal and espio-
nage activities involve complex and submerged 
public-private partnerships.  
 
Cyberspace militarization has had a direct nega-
tive impact on cyberspace governance.  
A huge market for offensive cyber-exploitation 
capabilities has emerged, offering a variety of 
new techniques for armed forces and other ac-
tors. The covert nature of offensive capability 
development has engendered a general climate 
of mistrust, which inhibits cooperation on the 
mitigation of cybercrime and other malicious 
activities. The focus is on securing domestic 
networks from attack while exploiting and even 
promoting vulnerabilities abroad, instead of 
facilitating access to a secure global cyberspace 
platform that is characterized by the free flow 
of information.

•	 Traditional approaches to arms control may 
not apply to cyberspace. It is widely agreed that 
arms in cyberspace cannot be controlled in the 
same manner as traditional weapons systems. 
“Rules of the road” for war in cyberspace have 
yet to materialize. Challenges around attribut-
ing attacks to specific actors present consider-
able difficulties for verification. Behavioural and 
domain-based approaches to cyberspace arms 
control, for which there are numerous models in 
other areas (e.g. the Outer Space and Antarctic 
treaties), may have some potential. 
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Part 4. Cyberspace Centres of Gravity: An Overview

Cyberspace has no centre. Rather, authority 
over the internet is multipolar and diffuse. For 
governments seeking to influence cyberspace’s 
future, there are three groupings that require 
engagement. These “centres of gravity” can be 
characterized as:

1. Self-constituted private authorities, including 
those technical bodies that set the internet’s 
technical standards and protocols, and CSOs 
that drive change through advocacy and 
action;

2. Commercial vendors and operators, who own 
and operate cyberspace’s technical networks, 
devices and software; and, 

3. Public-sector and government authorities, 
who are just beginning to define and assert 
regulatory control at different levels.42

Different centres of gravity have different degrees 
of influence over different parts of cyberspace  
governance, as Table 2 indicates. 

The diffuse nature of cyberspace governance makes 
it difficult for government institutions with limited 
resources, expertise and budgets to know where 
and how to articulate and defend national interests 
in this global domain. For Canada, effective 
engagement will require:

•	 knowing the key issues and authorities within 
each centre of gravity; 

•	 engaging and influencing those actors/forums 
that are key to decisions of concern to Canada; 
and, 

•	 calibrating the approach and resources to 
expected outcomes.

The remainder of this section outlines the key 
centres of gravity as of 2012. The mapping is not 
comprehensive. It is intended as a starting point 
for a more fine-grained analysis, which will be 
essential to the formulation of Canada’s strategy 
for foreign policy engagement.  

Table 2. Cyberspace centres of gravity  
 

 Technical  Normative  Regulatory

Centre of gravity 1:  Self-constituted private authorities

Civil society x x x

Uncivil society (cybercrime) x x

Centre of gravity 2: Commercial vendors and operators

National x x x

Transnational x x

Centre of gravity 3:  Public-sector and government authorities

National x x x

Regional x x

International x x



Box 6.  Internet governance: Individuals matter

Individuals with technical skills and savvy have always played a central role in internet governance. Within ICANN and its  many 
technical boards, membership is voluntary. But in practice participation is based on the capacity to contribute in a technically mean-
ingful way. This acts as an effective filter against generalists from ministries of foreign affairs and other participants with non-technical 
backgrounds.

Those who currently hold executive positions within ISOC and ICANN and their technical committees are largely drawn from a 
community that has remained stable over the last decade and functions as a collective. This has meant that historically, important 
decisions were often reached without a lot of debate, and implemented by key individuals, sometimes with interesting and unintended 
consequences.

For example, a single individual – Jon Postel – was responsible for distributing most of the top-level country domains (ccTLDs,  that 
is, the 2- or 3-letter ISO codes that are assigned to individual country addresses on the internet, such as .ca, .uk.). He did so on a 
first-come, first-serve basis without discriminating between organizations.44 As a result, during the 1990s, Rwanda’s top-level domain 
was controlled by a company headquartered in the Democratic Republic of Congo – a country that at that time was in a state of war 
with Rwanda. Similarly, for most of the 1990s and early 2000s, Tajikistan’s top-level domain – .tj – was used by a US-based company 
to serve pornographic content. Not until 1995, when virtually all top-level domains had been assigned, was a policy finally published 
that required managers of ccTLD’s to act as trustees on behalf of the nation and the global internet community.

In another example, in 2008, an internet operator attempting to block specific YouTube content in Pakistan (at the behest of that 
country’s government), briefly interrupted global YouTube access.45

Some countries have been quick to understand the importance of private industry, bodies, and individuals in this realm. For example, 
Russia’s National Security Council takes a leading role in convening its key national players – national telecommunications operators, 
the Academy of Sciences, and industry representatives – to seek consensus on technical standards that are favorable to the Russian 
Federation. This includes standards for the use of encryption, surveillance, and, notably, working with ICANN for the creation of the 
Cyrillic-language domain.46
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4.1  Self-constituted private authorities: 
Technical standards and functional norms

Self-constituted private authorities that exercise a 
strong influence over cyberspace governance are 
made up of two main groups: 

1.  International technical and standard- 
 setting groups; and, 

2.  Civil society organizations (CSOs). 

4.1.1 Technical standard-setting groups 

Self-constituted private authorities like ICANN, 
ISOC and their various technical committees43 set 
the technical standards and protocols. These techni-
cal decisions exert strong influence on user experi-
ences and vulnerabilities when it comes to issues 
like privacy and information access/control, and in 
this way they shape the de facto normative environ-
ment. 

As detailed in Part 2, these groups have been around 
since the early days of the internet and represent its 
technical governance core. While they have open 
membership, in reality they are highly self-selective 
and represent a fairly closed technical community, 

largely still centred in Silicon Valley and biased to-
wards ensuring internet openness and access. In this, 
it is important to realize the importance of individu-
als in internet governance (see Box 6).

Russian and Chinese officials, backed by Indian, 
Brazilian, and other governments, have lobbied for 
greater national control over bodies like ICANN 
(specifically IANA) and the IETF, which control 
backbone and infrastructure routing policies. They 
are seeking to wrestle control away from what is 
perceived to be a US-dominated status quo around 
these institutions. A crisis of legitimacy is emerging 
as a result of this tension. The approval and grow-
ing use of linguistic domains and characters signal a 
greater nationalization of internet standards. These 
measures could introduce significant divisions in 
global communications networks along territorial 
and linguistic lines. 

Overall, coalitions of like-minded states are using 
international forums to limit multi-stakeholder 
participation and legitimize a more traditional 
state-based form of cyberspace governance. Should 
they succeed, the character of cyberspace will likely 
change in ways detrimental to Canada’s core values 
and interests. 
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4.1.2 CSOs

CSOs are relatively new actors in the area of 
internet norm-setting, but have become vocal and 
influential at both the national and international 
levels. This diverse group can be split into four 
broad categories:

•	 Research and advocacy groups include activ-
ists, academics, think tanks, and their associ-
ated funders. They often focus on specific issues 
such as gender, freedom of expression, access to 
information, transparency, etc.47 They exercise 
influence by staking out clear normative posi-
tions on the right to internet access and use at 
a wide range of regional, national, and interna-
tional symposia and meetings, as well as in the 
global media.  
 
Some of these efforts have had profound effects. 
For example, the US Congressional decision 
to release large amounts of money to the State 
Department for initiatives related to “internet 
freedom” was at least partially prompted by 
intense lobbying by CSOs. In addition, internet 
freedom is now a core US foreign policy objec-
tive (as per the 2011 Strategy for Cyberspace).  
 
Many of these groups have also been active 
participants in international decision-making 
bodies such as the IGF, where their member-
ship is weighted equally with that of national 
governments (see above).

•	 Technical tool-makers are non-profit organiza-
tions dedicated to producing tools to protect in-
ternet user anonymity and privacy or to enable 
users to circumvent state censorship efforts. 
These CSOs influence internet norms because 
their tools can be game-changers in terms of 
the behaviour they enable on the internet. In 
this sense they can exercise authority similar 
to that of commercial tool providers (see next 
section).48 Increasingly, large-scale broadcasters 
such as the BBG and BBC have been leverag-
ing some of these technical tools to ensure their 
global audiences have access to online content, 
further enhancing the global impact and influ-
ence of these CSOs.

•	 Information vigilante groups and direct-
action organizations. Organizations such as 
WikiLeaks, LulzSec and Anonymous are driving 
change by the actions they take and the reac-
tions they provoke. WikiLeaks’ sharing of docu-
ments and video footage – some of which have 
been highly sensitive, classified, and/or embar-
rassing to governments – has prompted power-
ful players such as the US Government to act on 

a range of normative issues relating to freedom 
of information and internet transparency, 
privacy, and security.49 “Hacktivist” groups like 
LulzSec and Anonymous have undertaken direct 
hacking/attacking of computer systems and 
websites as well as information leaks and secu-
rity breaches. Their early motivation was mostly 
to create mayhem “because we can.” But lately 
these groups have been asserting more ethical 
claims – like enhancing transparency and hold-
ing companies and political actors to account. 
Their actions raise a host of important issues: is 
hacktivism a new form of legitimate protest in 
the information age (see Box 7)?

4.2 Commercial actors: Owners, operators,  
innovators, and gatekeepers

Private-sector actors own and operate the vast 
majority of cyberspace. They are responsible for the 
infrastructure that supports the internet at the na-
tional and international levels. They are the leading 
source of innovation and proliferation of services 
and industries dependent on the global network. 
They include national and international telecommu-
nications carriers, equipment vendors, and network 
providers such as RIM, and online and new media 
services such as Google, YouTube, Facebook and 
Twitter. 

4.2.1 National carriers

National carriers, such as Bell Canada, exert broad 
functional authority over the governance of cyber-
space. During the last two decades, telecommu-
nications companies and ISPs have converged, as 
carriers adopted internet protocols for the delivery 
of basic services such as voice communication and 
entered into new internet-dependent services such as 
video-on-demand. In many cases they have become 
the de facto operators of the national internet 
backbone, and provide most international connec-
tivity. National carriers exert influence over internet 
capacities and norms in three ways:

Tariff regulations. Carriers exercise influence by 
setting the policies and tariffs that shape access. As 
motivated economic actors, they stand to gain or 
lose revenue as a result. In Kazakhstan, for example, 
there is a two-tier internet. A lower-cost version 
gives access to content registered in the .kz domain 
only. Access to the “international” internet costs 
more (although even this content is subject to gov-
ernment filtering). In North America, we see a simi-
lar sort of debate around the issue of “net neutrali-
ty,” with telecom carriers debating whether to create 
faster and better services for higher premiums.50  



Box 7. Internet hacktivists: Legitimate protest in the information age? 

Internet hacker groups like Lulzsec and Anonymous may be redefining our understanding of legitimate protest action in the 
Information age.

LulzSec targets have ranged from Fox News Channel, to ATM machines in the UK, to companies such as Sony. Initially LulzSec 
seemed intent on causing mayhem and revealing the security foibles of organizations. For example, the organization launched a 
DDoS attack against the Central Intelligence Agency that took the agency offline for a few hours. Lately, their attacks have taken on a 
more political tone, as operatives declare they want to expose the “racist and corrupt nature of the military and law enforcement.” 

Anonymous – and loosely associated groups – have undertaken hacking and computer attacks that often purport to be in the service 
of freedom of information. Actions range from uploading pornographic videos onto YouTube, disrupting the Church of Scientology (to 
protest the organization’s practices), disabling Australian Government websites (through DDoS attacks in protest of internet filtering 
legislation related to pornography), disabling the websites of Arab regimes in support of civilian protestors during the Arab Spring, and 
launching attacks against various commercial and government entities in support of WikiLeaks.  

The acts of groups such as LulzSec and Anonymous have prompted proposals to reengineer the internet to enable greater national 
jurisdictional controls, and in some cases, the creation of separate secure intranets for governments and corporations. But both 
groups assert that their actions are ethical and responsible. This raises an interesting question for our times.

Hacking and DDoS attacks are considered criminal acts under Canada’s Criminal Code, and those of most Western countries. But 
this legislation may need to be revisited. The right to strike has been recognized under Canadian law since 1872. Prior to that, worker 
protests were regularly broken and strikers imprisoned. As more key services and industries move online, it may be important to con-
sider extending legal protections to online strike actions. There are interesting parallels. Picket lines preventing workers from entering 
workplaces may find their analogy in DDoS attacks against corporate websites and services. 

At the moment these issues remain largely unexplored. However, erring on the side of enforcing existing laws without examining the 
new context – where cyberspace has become central to social and political life – may lead to the erosion of existing rights and protec-
tions. It is also important to consider the consequences of state action against those who are claiming to enhance transparency and 
accountability, in terms of the signal it sends to other countries with less tolerance for legitimate protest.
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Inter-operator agreements: Policing the net.  
Carriers who act as ISPs exercise considerable 
informal authority when they band together to solve 
operational problems like spam or DDoS attacks. 
Malicious network activity significantly affects the 
efficiency and speed of services that carriers are 
bound contractually to offer their clients. It is an es-
sential economic interest to solve these problems as 
quickly and efficiently as possible. (As an indication 
of the scale of the problem, a Department of Public 
Safety study counted 528 billion illicit or malicious 
emails in 2010, or 98% of e-mails sent).51  

•	 Carriers solve these issues through informal 
agreements, 99% of which are sealed by a 
handshake.52  Collective operator actions, 
which are neither sanctioned nor regulated by 
any official body, range from filtering spam to 
the takedown of servers or networks that are 
disrupting service (including actions to mitigate 
DDoS attacks or internet worms). A recent ex-
ample comes from Russia, where carriers acted 
collectively to take down the Russian Business 
Network – home to a particularly successful 
cybercrime network. 

•	 In effect, carriers undertake a fair deal of “polic-
ing” on the internet, but without any legal or 
regulatory framework to guide their actions. In 
the absence of such a framework, it is impos-
sible to ensure that commercial actors are acting 
solely to protect service delivery and the rights 
of customers and users. Just as Canada should 
be concerned about what its mining companies 
are doing at home and abroad, so too should it 
care about what Canadian telecom companies 
and other service providers are doing in the 
areas of internet security and openness.

•	 National carriers can easily apply content con-
trols across the board – from censoring child 
pornography to eliminating the internet pres-
ence of inconvenient political groups. They can 
also implement broad-based and fine-grained 
surveillance of users and user activity, giving 
authorities a greater range of powers for track-
ing criminals or targeting groups or individuals 
deemed to be of interest. These capacities have 
not been lost on many governments, which are 
increasingly leveraging operators to impose 
control over national cyberspace domains. 
Authoritarian states, in particular, are increas-
ingly requiring carriers to assist them in the ap-
plication of first-, second- and third-generation 
information controls (see below).

International governance forums. National carriers 
are often members of decision-making forums such 
as the ITU and its working committees, exercising 
considerable influence over decisions affecting inter-
connection agreements, spectrum allocation, and the 
adoption of new mobile technologies and standards 
for internet delivery. 

4.2.2 Other commercial actors: Preserving 
 human rights, or colluding in their violation

A number of large companies like Google, Yahoo!, 
YouTube, Twitter, and makers of encryption soft-
ware are game-changers in terms of what behaviour 
they have enabled on the internet and the accompa-
nying evolution of norms. 

While many of these changes have promoted open-
ness and individual empowerment, Western cyber-
space companies are also becoming more implicated 
in ethical dilemmas related to internet censorship 
and surveillance and the violation of more estab-
lished human rights. Governments engaged in 
censorship are demanding that foreign commercial 
providers abide by domestic laws. One result, as a 
recent report by The SecDev Group points out, is 
that major Western internet companies have been 
aiding and abetting China’s censorship and surveil-
lance regime. At times this has resulted in major 
abuses of human rights.53 

Some of these companies have developed fragile 
self-governance pacts meant to regulate their op-
erations in ways that protect and preserve human 
rights. Google, Microsoft, and Yahoo! are founders 
of the Global Network Initiative (GNI), a multi-
stakeholder initiative to consider ways that busi-
nesses can operate effectively while at the same 
time preserving freedom of expression and privacy 
online. But to date, these voluntary codes have 
proven ineffective. No legal remedies exist to deter 
and correct Western corporate complicity in the 
commission of internet-related human rights abuses 
in foreign countries.54 

The relationship between private industry and the 
protection of human rights has forced commercial 
actors into the public policy realm. Legislation has 
been periodically debated in both the United States 
and Europe that would restrict the activities of tel-
ecommunications and other companies operating or 
selling products and services to regimes that violate 
human rights. These are also important issues for 
Canada, as the cases of BlackBerry and Netsweeper 
illustrate (see Boxes 1 and 2 in Part 2 above).
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4.3 Public-sector and government authorities: 
New actors setting international norms and 
regulations

National governments and intergovernmental or-
ganizations are of increasing importance to the gov-
ernance of the internet, particularly in the setting of 
international norms and regulation through policies 
as well as practice. There has recently been a spate 
of new activity in this regard as states struggled to 
navigate the security-versus-openness dilemmas of 
cyberspace and to coordinate “rules of the road” 
with allies and adversaries alike. 
 
At the country level, the power to grant top-level 
country domains (ccTLDs) has been taken away 
from private actors in favour of government-
designated bodies – often agencies responsible for 
security. Governments in Australia, Brazil, Canada, 
China, Germany, India, Poland, the US, and the UK 
have launched various initiatives to secure cyber-
space. While comprehensive legislation has not yet 
been enacted in most countries, policy-makers are 
deepening their commitments to improve cyber 
security and reduce risk at the national level.  

At the same time, some governments and regional 
and international organizations are advocating that 
security measures be balanced with the need to pro-
tect internet openness, access, and multi-stakeholder 
governance. In this, the US, UK, Finland, Estonia, 
and France have assumed leading roles. 

Governments sharing similar normative inclinations 
have sought to harmonize their policies through re-
gional and international organizations. Efforts range 
from joint statements of principles on cyber security 
and cyberspace policy, to more active programmes 
of technical cooperation, including the sharing of 
blocking lists.  

Overall, on the question of security versus openness, 
two main blocs seem to be emerging. We look at 
each in turn: 

1. National governments and regional/inter-state 
bodies advocating more restrictive  
policies and practices;

2. National governments and inter-state bodies 
that favour the preservation of openness. 

4.3.1 National governments and regional/inter-state 
bodies with restrictive policies and practices

Of particular concern to Canada is the grow-
ing number of countries that are instituting more 
pervasive censorship and surveillance controls in 
the interest of regime security. These countries are 
important because their domestic policies shape 
the global debate on norms. In addition, many of 
these countries are working at the regional and 
international levels to harmonize their cyberspace-
restricting policies. In this effort, they are far ahead 
of those states concerned with preserving openness. 
A few facts: 

•	 More than 45 countries now operate national 
firewalls. Internet controls span a broad range 
of increasingly sophisticated techniques and 
methods. First-generation controls, such as 
blocked lists of keywords, domains and/or IP 
addresses, are giving way to more subtle and 
pervasive second- and third-generation controls, 
many of which act to encourage user self-cen-
sorship (See Box 8). 

•	 At least half of Canada’s “priority engagement” 
countries are known to practise one or more 
forms of internet control.55 Table 3 provides 
an overview of the priority countries that are 
known to exercise some degree of control over 
the internet. Robust information is not avail-
able for countries in the latter half of the table. 
Likely, some of these countries also engage in 
restrictive practices. Mexico is the only country 
where testing has revealed no restrictive tech-
nical practices. However, in September 2011, 
two Mexican internet users were arrested and 
charged with “terrorism and sabotage” after 
they used social media sites to publish rumours 
of an unconfirmed drug gang attack on a 
school.56 In addition, criminal gangs are using 
murder to encourage user self-censorship (see 
Box 9).
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First-Generation Second-Generation Third-Generation

Filtering
Policing 
cyber 
cafes

Legal environment 
for information 

control

Informal 
removal 
requests

Technical 
shutdowns

Computer  
network 
attack

Warrantless 
surveillance

National 
cyberzones

State-
sponsored 
information 
campaigns

Direct 
action

 

China u u u u u u u u u u

India u u u u u u

Brazil u u

Afghanistan u

Pakistan u u u u u u u

Mexico

Venezuela u u u

Cuba u u u u u u

Costa Rica N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A

Belize N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A

Guatemala N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A

Honduras N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A

Nicaragua N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A

Panama N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A

El Salvador N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A

Haiti N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A

 

Box 8. An overview of internet censorship and surveillance techniques

As documented by the OpenNet Initiative (ONI)*, internet censorship follows four main patterns:  

• technical blocking, which includes IP and URL blocking as well as DNS tampering;

• search result removal, where search services cooperate with government requests to omit certain results;

• takedown, where regulators can demand the removal of websites or deregister websites; and, 

• encouragement of self-censorship, through the threat of legal action, promotion of social norms, or  
informal methods of intimidation. 

Censorship methods fall into three ‘generations’ of internet control techniques (as defined by the ONI): 

• First-generation controls: “Lists of IP addresses, keywords and/or domains are programmed into routers or software  
packages that are situated at key internet choke points, typically at international gateways or among major ISPs.”

• Second-generation controls: “create a legal and normative environment and technical capabilities that enable actors 
to deny access to information resources as and when needed, while reducing the possibility of blowback or discovery.” 
Increasing pressure is being exerted on ISPs, services, and content providers to conform to repressive state laws.

• Third-generation controls: “focus less on denying access than on successfully competing with potential threats through 
effective counter-information campaigns that overwhelm, discredit, or demoralize opponents. [These controls] integrate exten-
sive surveillance and data-mining capabilities with intimidation and punitive responses, including targeted computer network 
attacks.” 

*See Open Net Initiative, http://opennet.net/

Table 3. Canada’s priority countries for engagement: Information controls
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Box 9. Mexico: Criminals using terror to silence internet users

Mexico offers a disturbing perspective on internet censorship: criminal organizations, which already heavily influence traditional media 
networks, are targeting internet users who speak out against the country’s problems with drugs, crime, and violence. In September 
2011, two Mexican bloggers were tortured and killed following their anonymous anti-crime blogs. Their bodies, swinging from a bridge 
outside of Nuevo Laredo, were accompanied by a warning that “this is what will happen to all internet busy bodies.”58

The internet in Mexico is awash with civilian posters who blog and report on crime and violence all over the country. Crowd-sourced 
crime maps have surfaced where users log in and report crimes in their neighbourhoods. The avid use of social media to report on 
crime is a reflection of many civilians’ despair at Mexico’s out-of-control criminal groups in the face of traditional media that have been 
intimidated and the seeming helplessness of government authorities.

For some time now, criminal gangs have been using social media sites like Facebook to identify potential targets for kidnapping and 
extortion. Now, the gruesome murder of users who had posted anonymously will no doubt achieve its intended result: greater self-
censorship of Mexico’s beleaguered civil society.

We now consider a sampling of regional and inter-
national efforts at policy harmonization and posi-
tioning for a more restricted and state-administered 
cyberspace: 

1. SCO’s 2008 information security agreement;

2. The potential impact of the BRICS group 
(Brazil, Russia, India, China, South Africa);

3. IBSA (India, Brazil, and South Africa)’s state-
ment on Internet Governance;

4. 2011 UN Draft Resolution on “International 
code of conduct for information security;”

5. Russia’s “Convention on International 
Information Security;” and,

6. China’s statement to the First Committee of the 
General Assembly (October 2011). 

SCO’s 2008 information security agreement 

The SCO represents 32% of the world’s total 
internet population. About 99% of its denizens are 
subject to some degree of internet control (see Table 
4).59 In 2008 the SCO countries signed an agree-
ment – Cooperation in the Field of International 
Information Security – that pays special attention 
to controlling the content layers of cyberspace. 
The information security of states and regimes is 
considered paramount; threats include informa-
tion that criticizes the government. To counter 
such threats, the signatories agreed to harmonize 
national policies and technical cooperation, includ-
ing the synchronization of information-monitoring 

and collection methods (see Box 10). Through this 
agreement, the SCO is poised to exercise consider-
able de facto authority over the future of regional 
cyberspace – creating gated and surveilled commu-
nities. These efforts may yet be game-changing on a 
global level.

BRICS

BRICS is another regional organization that will 
likely become another forum for more restrictive 
internet policy-making, given the proclivities of its 
member states, whose citizens represent some 30% 
of the global population. (See Table 5). Note that 
BRICS and SCO memberships overlap). By contrast, 
North America represents only 12% of all global 
internet users, and the Euro-Atlantic alliance a 
declining 34%. 

Digital Objects Number Authority (DONA) meeting  
at the ITU (May 2011)

In May 2011, the report from the DONA meeting 
at the ITU shows that a number of countries will be 
pushing to have the ITU become the global super-
visory body for internet governance (rather than 
create a new UN body, see below). At the meeting, 
Russian Prime Minister Vladimir Putin met with the 
Secretary General of the ITU, Hamadoun Toure, to 
express Russia’s interest in further strengthening its 
cooperation with the body. Putin noted that Russia 
was a co-founder of the ITU, and suggested that 
the ITU’s monitoring and supervisory capabilities 
should be used to establish international control 
over the internet.63 
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Table 4. SCO countries: Information controls 

First-Generation Second-Generation Third-Generation

SCO  

COUNTRIES
Filtering

Policing 
cyber 
cafes

Legal 
environment 

for information 
control

Informal 
removal 
requests

Technical 
shutdowns

Computer 
network 
attack

Warrantless 
surveillance

National 
cyberzones

State-sponsored  
information  
campaigns

Direct 
action 

Kazakhstan u u u u u

China u u u u u u u u u u

Kyrgyzstan u u u u

Russia u u u u u u u u

Tajikstan u u u u u u

Uzbekistan u u u u u u

India u u u u u u u

Iran u u u u u u u u u

Mongolia N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A

Pakistan u u u u u u u

Belarus u u u u u u u u u u

Sri Lanka u u u u

Box 10. SCO countries: Controlling, surveilling, and poised to fundamentally alter cyberspace

The SCO countries represent 1.5 billion people and 32% of the world’s total internet population. About 99% of SCO’s internet users 
are subject to some degree of internet control. The SCO considers “the information space” as a critical area for government control, 
and for policy coordination with like-minded states. The SCO is positioned to have an enormous impact on the norms, rules, and 
evolution of cyberspace. 

Current SCO members include Kazakhstan, China, Kyrgyzstan, the Russian Federation, Tajikistan, and Uzbekistan along with four 
observer states (India, Iran, Mongolia, and Pakistan) and two dialogue partners (Belarus and Sri Lanka). India, Iran, and Pakistan 
have expressed interest in full membership. While the organization is not without some internal divisions (as exemplified by China’s 
refusal to support Russia in its 2008 war with Georgia)60 it has engaged in joint military exercises and missions, described by some 
observers as simulations of how to reverse “colour revolutions” and popular uprisings.61

With respect to cyberspace, the SCO’s 2008 agreement, Cooperation in the Field of International Information Security, pays special 
attention to the content layers of cyberspace – that is, to the ideas that are accessible on the internet and how they impact their 
societies and individuals. Information that is considered to negatively target the public perception of their respective governments is 
considered “mass psychologic[al] brainwashing to destabilize society and state.”62 To counter these and other threats, the agree-
ment outlines specific areas for cooperation, including synchronizing information collection methods, formalizing information-sharing, 
monitoring and responding to threats, and exchanging personnel and resources to facilitate integration and cooperation.

The agreement also asserts that developed states dominate the information space and represent a significant threat, because they 
“deliberately constrain the development of other countries and access to information technologies.” It accuses developed states of 
monopolizing the hardware and software industries, refraining from knowledge sharing, and covertly embedding surveillance and 
control functions into the software and hardware that they export.

SCO meetings tend to be highly secretive and so are not easily subject to outside scrutiny. But they are likely to become important 
vehicles for policy coordination, giving unity, normative coherence, and strength to the individual countries beyond the sum of their 
parts. The SCO is poised to become a global force in the coming battle over cyberspace’s future.
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IBSA’s statement on internet governance  
(September 2011)

On 2 September 2011, the IBSA Global Internet 
Governance meeting released an official statement 
asserting that the current model of internet govern-
ance is no longer valid. It recommended the creation 
of a new United Nations body to “coordinate and 
evolve coherent and integrated global public poli-
cies pertaining to the internet.” This new UN entity 
would govern all existing bodies involved in the 
technical and operational functioning of the internet 
and also be responsible for crisis management and 
arbitration. The intention was to present this pro-
posal at the 66th UN General Assembly (September 
2011).64 

UN 66th General Assembly: Draft Resolution 
for an International Code of Conduct for Information 
Security (September 2011)

In September 2011, China, Russia, Tajikistan, and 
Uzbekistan (all members of the SCO) submitted 
a resolution to the UN 66th General Assembly 
concerning a voluntary code of conduct for infor-
mation security.65 The proposed code has 11 clauses 
that call for international cooperation on a range 
of issues including the protection of critical infra-
structure, ensuring ICTs are not used for hostile 
activities, and the establishment of multilateral, 
transparent, and democratic international internet 
management. Given the restricted national informa-
tion environments of the co-signatories, the control 
of content is a primary concern. A key provision 
urges every country to “cooperate in combating 
criminal and terrorist activities that use informa-
tion and communications technologies, including 

networks, and in curbing the dissemination of 
information that incites terrorism, secessionism, or 
extremism or that undermines other countries’ po-
litical, economic and social stability, as well as their 
spiritual and cultural development.” 

Many aspects of the UN resolution mirror those 
articulated by Russia a few weeks later in its 
Convention on International Information Security 
(see below). 

Russia’s Convention on International Information 
Security (22 September 2011)

In September 2011, Russia released a concept 
note, the Convention for International Information 
Security, at the International Meeting of High 
Ranking Officials Responsible for Security 
Matters.66 
 
The convention is highly state-centric and concerned 
with information control. It identifies two types of 
cyber threats with consequences for international 
stability: attacks against economic and political 
structures in the information space; and misinforma-
tion campaigns “aimed at undermining the political, 
economic, and social system of another government 
and ... carried out against the population of a State 
with the intent of destabilizing society.”  

The principles proposed to guide normative ac-
tion in cyberspace emphasize state sovereignty over 
the information environment within its borders. 
Information and communication technologies 
should be subject to the rules and regulations of the 
nation state in which they are used, according to the 
convention.

Table 5. BRICS countries: Information controls 

First-Generation Second-Generation Third-Generation

BRICS 
COUNTRIES Filtering

Policing 
cyber 
cafes

Legal 
environment 

for informational 
control

Informal 
removal 
requests

Technical 
shutdowns

Computer 
network 
attack

Warrantless 
surveillance

National 
cyberzones

State-
sponsored 
information 
campaigns

Direct 
action 

Brazil u u u

Russian 
Federation

u u u u u u u u

India u u u u u u u

China u u u u u u u u u u

South Africa 
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China’s Statement to the First Committee 
of the UN General Assembly (October 2011)

In October 2011, China addressed the First 
Committee of the UN General Assembly (in charge 
of international security) and reiterated its position 
on cyberspace as a sovereign domain: “Sovereign 
states are the main actor in effective international 
governance of information and cyberspace … 
respect for sovereignty and territorial integrity 
enshrined in the UN Charter and other universal 
basic norms of international relations should also 
be respected.”  

This foundational position is vital context for 
understanding the attendant calls for international 
cooperation to ensure a “peaceful, secure and equi-
table information and cyberspace.”  

Also of note, in light of the SCO position on na-
tional content controls, is China’s signalling of the 
need for countries “to build a comprehensive and 
integrated national management system comprised 
of legal norms, self-discipline by the industries, secu-
rity safeguards, and social education.”

Also significant was China’s reiteration of the Draft 
Resolution presented to the 66th session of the UN 
General Assembly (see above) calling for the United 
Nations to become the seat of governance for cyber-
space:  “The United Nations is the most appropriate 
forum for the formulation of norms and rules … [to 
regulate the traffic] on the information highway.” 67

4.3.2 States and inter-governmental organizations 
that favour openness

2011 saw the first national government policy posi-
tions on cyberspace openness. Supportive statements 
were also issued by key intergovernmental bodies. 
Key players and events that we review below are: 

1. US Cyber Strategy (May 2011);

2. UK Cyber Strategy (February 2011);

3. G8: Commitment to openness, protection of 
individual rights and security (May 2011);

4. OECD: Initial principles on internet openness 
(June 2011);

5. OSCE: Access to the internet should be a hu-
man right (July 2011);

6. UN Special Rapporteur on freedom of expres-
sion: Report on internet (May 2011);

7. European Union: Restriction of dual-use tech-
nologies (September 2011); and,

8. North American Treaty Organization (NATO) 
Policy on Cyber Defence (June 2011).68

US Cyber Strategy

Clearly, a constitutive force in all of the current nor-
mative positioning is the policy of the United States. 

The US has been exceptionally active across all the 
major cyberspace and cyber-security forums. In 
May 2011, the US released its International Strategy 
for Cyberspace, which aims “to bring together, for 
the first time under one framework, all the different 
policies that the US is pursuing into an integrated 
whole-of-government approach”69 (see Box 11).

Box 11. US International Strategy for Cyberspace: Seven priorities

The US International Strategy for Cyberspace, released in May 2011, contains seven core priorities:  

• promote innovative, open markets; 

• enhance security, reliability, and resilience of global networks; 

• improve law enforcement collaboration to fight cybercrime, domestically and internationally; 

• prepare for 21st-century security challenges (that is, military cooperation among allies to fight  
cyber threats); 

• promote effective and inclusive internet governance structures; 

• build capacity, security, and prosperity through international development; and, 

• support fundamental freedoms and privacy.

To coordinate these priorities, the State Department has created a new senior position – Coordinator for Cyber Issues – and  
announced $30 million in grant funding to increase internet access, support digital activism, and counter internet repression. 
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The strategy lists seven key policy priorities that 
emphasize cyberspace openness, multi-stakeholder 
governance, and balancing security efforts with the 
protection of user rights, such as the individual’s 
right to privacy. 

It notes that while governments need to assume a 
more active regulatory role, this should not come at 
the expense of openness and interoperability. 

 This position statement is very important on both 
domestic and international fronts. However, the 
intricate balance proposed between prosperity, secu-
rity and openness will not come easily. For example: 
the emphasis on intellectual property protection 
chafes against internet freedom; the commitments 
to individual privacy stand uneasily with current 
US legislation contained within the Patriot Act;70 
and, US-based commercial companies are increas-
ingly finding themselves colluding or aiding the 
censorship and surveillance regimes in countries like 
China, Iran, Yemen, Burma, and others.71 One clear-
ly contentious issue is found in the passage affirm-
ing that the United States “will respond to hostile 
acts in cyberspace as we would to any other threat 
to our country.” This element was elaborated in a 
later policy document issued by the US Department 
of Defense in July 2011 (see Box 12). 

Of related interest to global norm-setting is the 
recent agreement between the US and Russia to 

exchange cyber-security information and to estab-
lish a constant communications system on cyber-
security threats.72

UK Cyber Strategy

In his February 2011 speech to the Munich Secu-
rity Council, UK Foreign Secretary William Hague 
outlined a nascent foreign policy on cyberspace that 
emphasized universal access, openness, freedom of 
expression, and individual privacy as well as collec-
tive action on cybercrime and respect for the rule of 
law (see Box 13).73

As already noted, the UK’s intentions to uphold 
individual liberties and cyberspace openness were 
tested in the summer of 2011, when cyberspace-en-
abled civilian riots rocked the country. In response, 
Prime Minister David Cameron announced the gov-
ernment was investigating “whether it will be right 
to stop people communicating via these websites 
and services.” Other MPs demanded the suspension 
of the BlackBerry Messenger service. 

The UK Government’s reaction highlights the 
elasticity of the term “security threat.” Observers 
expressed alarm at the proposed counter-measures, 
especially with respect to the global precedent 
they would set for the practice of censorship and 
surveillance. Whereas such extreme measures may 

Box 12. US DoD’s Strategy for Operating in Cyberspace

The US Department of Defense’s (DoD) Strategy for Operating in Cyberspace, released 14 July 2011,  focuses on four threat vectors: 
external actors, insider threats, supply chain vulnerabilities, and threats to DoD’s operational ability. Interestingly, the strategy focuses 
exclusively on defensive capabilities. This is surprising given that the US clearly reserved the right to treat a cyber attack as an act of 
war in its International Strategy for Cyberspace. One possible reason for this approach is that the US may consider a certain degree 
of ambiguity regarding its thresholds in cyberspace as a more effective deterrent.  
 
The strategy’s five core priorities are as follows:

• treat cyberspace as an operational military domain, requiring US forces to organize, train, and equip for effective capa-
bilities and to develop the cyber resiliency of networks;

• protect DoD networks and systems;

• partner to create a whole-of-government cyber-security strategy, and involve the private sector to better monitor the 
global technology supply chain, in hardware, software, and knowledge base;

• build robust global cooperation with US allies and international partners, including the development of shared situ-
ational awareness and development of like-minded coalitions for joint practices, early warning, burden sharing, and mitiga-
tion of risk; and, 

• build a cyber workforce and promote technological innovation within DoD, which will encourage private-sector coop-
eration through rewards and joint ventures.
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Box 13.  UK Cyber Strategy: Seven principles

In 2011, UK Foreign Minister William Hague indicated that the UK’s upcoming policy on cyberspace would emphasize seven principles: 

• proportionality and respect for national and international law;

• universal access to cyberspace;

• tolerance and diversity in cyberspace;

• ensuring cyberspace openness to innovation, information and expression;

• the individual’s right to privacy and protection of intellectual property; 

• collective action to combat cybercrime; and,

• promotion of a competitive environment that ensures a fair return on investment in network, services, and content.

The new cyber strategy will require coordination with the existing Cyber Security Strategy, first released in 2009 and updated continu-
ously in response to the perceived exponential growth in threats. The approach, which has involved the creation of new cyber security 
offices, is to require collaboration across government, as well as with industry and international allies and partners to increase resil-
ience and joint operational capabilities.74

Box 14. The e-G8 and cyber security 

The Deauville Summit, hosted by the French Government in May 2011, has been lauded for underlining the critical importance 
of internet openness and multi-stakeholder governance. But these principles do not sit easily with other essentials, including the 
protection of intellectual property and domestic concerns about cyber security.  

The summit was preceded by the e-G8 forum, an initiative of French President Nicolas Sarkozy to involve a variety of stakehold-
ers that are typically not part of G8 discussions, particularly businesses and civil society. While some very prominent people were 
invited, there was a great deal of angst among many civil society groups, which held a “shadow” summit of their own, and issued a  
communique that criticized the e-G8 forum for its narrow participant umbrella, and the emphasis given to intellectual property and 
copyright concerns. Going into the summit, cyber security was flagged as an important topic of discussion. The final communique 
alludes to cyber-security issues in several places, including the following:

17. The security of networks and services on the Internet is a multi-stakeholder issue. It requires coordination between govern-
ments, regional and international organizations, the private sector, civil society and the G8’s own work in the Roma-Lyon group, to 
prevent, deter and punish the use of ICTs for terrorist and criminal purposes. Special attention must be paid to all forms of attacks 
against the integrity of infrastructure, networks and services, including attacks caused by the proliferation of malware and the 
activities of botnets through the Internet. In this regard, we recognize that promoting users’ awareness is of crucial importance and 
that enhanced international cooperation is needed in order to protect critical resources, ICTs and other related infrastructure. The 
fact that the Internet can potentially be used for purposes that are inconsistent with the objectives of peace and security, and may 
adversely affect the integrity of critical systems, remains a matter of concern. Governments have a role to play, informed by a full 
range of stakeholders, in helping to develop norms of behaviour and common approaches in the use of cyberspace. On all these 
issues, we are determined to provide the appropriate follow-up in all relevant fora.*

Notable here is the emphasis on norm development, multi-stakeholder approaches, and the work of the Roma-Lyon group. The 
Roma-Lyon group has evolved into several working groups that meet three times a year to discuss, debate, and develop strategies 
to address public security issues surrounding terrorism and transnational crime. The group may become an important coordination 
point for cybercrime issues.

*See G8 Deauville Summit http://www.g20-g8.com/g8-g20/g8/english/live/news/renewed-commitment-for-freedom-and-democracy.1314.html
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be warranted when backed by a robust system of 
checks and balances and a certain degree of trans-
parency, they could result in extreme violations 
of human rights when applied by regimes that are 
intolerant of political opposition or minorities. 

G8: Commitment to openness,  
protection of individual rights, and security

In May 2011, at the highest-level meeting on the 
internet’s future to date, G8 member states com-
mitted to preserving internet openness, transpar-
ency, freedom, and multi-stakeholder governance 
at the Deauville Summit, hosted by the French 
government. 

The final statement characterized the internet as a 
lever for economic development and an instrument 
for political liberty and emancipation, stating that 
“arbitrary or indiscriminate censorship or restric-
tions on access to the internet are inconsistent with 
States’ international obligations and are clearly 
unacceptable.”75 
 
The statement underlined the need to achieve 
freedom, security, and respect for confidentiality 
and individual rights simultaneously. This out-
come is to be achieved through international norm 
development and government regulation informed 
by all key stakeholders. The references to cyber 
security mentioned the Roma-Lyon group, which is 
the G8’s anti-crime and counter-terrorism experts’ 
group.76 

The challenges arising from the G8 principles are 
evident in the recent public criticism of France’s 
domestic cyber security proposals, which contra-
vene the G8 commitments. No doubt the G8 will 
be an important forum where the conundrum of 
how to balance openness, privacy, and security will 
be debated (see Box 14 above). Russia’s participa-
tion in this forum will also be of interest. 

OECD: Initial principles on internet openness

The OECD has been active on issues related to 
internet economy, governance, and cyber security 
for many years.77 In June 2011, the OECD hosted 
a High Level Meeting on the Internet Economy in 
Paris, aimed at developing shared principles for an 
“open internet economy.” The meeting was praised 
for fostering robust multi-stakeholder discussions 

amongst the 34 governmental member delegations, 
the Business and Industry Advisory Committee 
(BIAC), and the Civil Society Information Society 
Advisory Council (CSISAC).78 

In the end, the CSISAC did not endorse the final 
wording of the Internet Policy Principles produced 
at the meeting, expressing concerns about the am-
biguity of certain provisions (see Box 15). 

The OECD’s initial statement of principles stands 
in stark contrast to those being articulated by 
more regulatory-minded governments such as 
China and Russia in the SCO and the ITU.79 As 
such, the OECD may prove to be a useful forum 
for cyber policy development amongst like-minded 
governments who prioritize internet openness, user 
control, privacy protection, and free expression (as 
well as security).

OSCE: Access to the internet should 
be a human right

In July 2011, the OSCE issued the results of the 
first survey ever on internet regulation issued to its 
member states (with 46 of the 56 members re-
sponding). The report expressed concern about the 
growing trend of internet censorship and advo-
cated for internet access to be considered a human 
right. It noted that some member states – Finland 
and Estonia – have already made this declaration, 
with their citizens having a legal right to internet 
access. 

A month prior, the OSCE Parliamentary Assembly 
issued a press release and resolution “to prevent 
cyber warfare” (June 2011). The resolution calls 
for the creation of confidence-building measures to 
address state use of cyber technologies in conflicts; 
national debates on international commitments 
concerning codes of conduct for states using cyber 
technology; and information exchanges on cyber-
security policies, technologies, and strategies.

The OSCE promises to be an important forum for 
encouraging member states to work through norm 
development in cyberspace, while ensuring that do-
mestic legislation does not compromise freedom of 
expression. Notably, the July 2011 report criticizes 
France and the UK for adopting or considering 
legislation that selectively denies access to certain 
users (see Box 16).
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Box 15. OECD’s 2011 Internet Policy Principles: A good start, but too open to interpretation

The OECD’s high level meeting in June 2011 established “Internet Policy Principles” that reaffirm a commitment to keeping the inter-
net open, innovative, and free of undue regulatory burdens. However, the OECD’s CSISAC did not endorse the final version, express-
ing reservations about certain provisions related to intellectual property protection, intermediary liability, and governmental regulation. 
Concerns centred on ambiguous language that could be interpreted as encouraging ISPs to “police” content that flows through their 
networks. (“Internet intermediaries, like other stakeholders, can and do play an important role by addressing and deterring illegal activ-
ity, fraud, and misleading and unfair practices conducted over their networks and services as well as advancing economic growth.”)  

A second set of concerns was around cyber-security issues and this clause: “While promoting the free flow of information, it is also 
essential for governments to work towards better safeguarding personal data, the freedom of expression, cyber security, protection of 
children, protection of intellectual property rights, consumer protection and other fundamental rights online.” Some are concerned that 
this phrasing equates cyber security with other “fundamental rights,” as opposed to presenting it as an emerging international legal 
norm, which in turn could mean that cyber security could become a justification for coercive practices or heavy-handed approaches.

The OECD is now forming a working group on cyber security, and plans to undertake a comparative analysis of national cyber-
security strategies. This group will certainly be an important venue in which the 34 member states can exchange information on this 
pressing issue.

Box 16. The OSCE: Lobbying for openness

In July 2011, the OSCE released a report on internet content regulation in the OSCE region that called for internet access to be 
recognized as a fundamental human right.

In part based on a member survey (46 out of 56 member states responding) the report showed a general trend across Europe towards 
greater regulation, control, and censoring of the internet, and pointed out that such actions stood in contrast to international norms: 
“Restrictions to freedom of expression must comply with international norms. No compliance could lead to censorship,” said Yaman 
Akdeniz, the author of the report.

The study showed that legislation in many countries that enable filtering and blocking does not recognize that freedom of expression 
and freedom of the media equally apply to those exercised over the internet. The report also noted that 20 countries, mostly from 
Eastern Europe and Central Asia, prohibit so-called extreme speech on the internet in order to prevent criticism of the government; 
several countries also allow for complete suspension of internet services at times of war, in a state of emergency and in response to 
other security threats. 

The report also warns against the measures already adopted by France and planned in the UK, to deny internet access for users who 
have allegedly violated copyright rules.

The report emphasized internet access as a basic human right, which should be respected as much as the right to freedom of expres-
sion. Dunja Mijatovic, the OSCE’s chief media freedom observer, said: “We will use the study as an advocacy tool to promote speech-
friendly Internet regulation in the OSCE participating States.”

Source: Adapted from EDRI, 2011. OSCE: Access to the Internet Should be a Human Right. http://www.edri.org/edrigram/number9.14/
oecd-study-internet-freedom



SecDev Analytics32

Box 17. UN Special Rapporteur for freedom of expression: The internet as a human right

Frank La Rue’s report on the promotion and protection of internet freedom is likely to become an important marker in the ensuing 
global debate on cyberspace norms. The report emphasized that:

• information on the internet should not be restricted, except in limited circumstances as prescribed by international  
human rights law;

• censorship measures should never be delegated to private entities (like ISPs), and any requests for these intermediaries 
to disclose private information must be done strictly through due process;

• corporations have a responsibility to respect human rights; and,
• universal access to the internet needs to be vigorously pursued. 

The report expressed deep concern over:

• the increasingly sophisticated and non-transparent blocking and filtering mechanisms being used by states for 
censorship;

• cyber attacks against human rights organizations, political opposition groups, and those disseminating information;
• states that cut off internet access entirely, regardless of the justification provided, including during times of political  

unrest; and,
• inadequate protection of the right to privacy and data protection (in accordance with article 17 of the International 

Covenant on Civil and Political Rights).

UN Special Rapporteur on freedom of expression: 
Report on internet (May 2011)

In May 2011, the UN Special Rapporteur on the 
promotion and protection of the right to freedom 
of opinion and expression, Frank La Rue, made a 
strong case for internet access becoming an inter-
national human right (see Box 17).80 The Special 
Rapporteur intends to pursue this issue in an up-
coming report to the General Assembly.

European Union (EU): Restricting sales 
to censoring countries

In September 2011, the EU Parliament revised its 
rules on the export of “dual-use” telecommuni-
cations technologies – specifically those used to 
intercept and monitor digital data transmissions 
– to certain foreign regimes such as China, Russia, 
India, and Turkey, as well as those subject to arms 
embargoes. 

The aim is to restrict technologies that can be used 
to violate human rights, democratic principles, or 
freedom of speech. EU firms wanting to export 
dual-use technologies now need approval from the 
authorities.

North Atlantic Treaty Organization (NATO): Policy 
on Cyber Defence

In June 2011, NATO released its Policy on Cyber 
Defence, which offers a coordinated vision for cyber 
security across the alliance. While this policy targets 
cyber security and not “openness,” it is featured in 
this review because of NATO’s overlapping mem-
bership with the OSCE and OECD. As the latter 
two organizations define their agendas for an open 
net, the NATO framework will require review to 
ensure a harmonized approach. 

The defence policy seeks to secure NATO’s com-
munication and information systems by bringing 
NATO networks under centralized protection and 
developing minimum requirements for national net-
works that process or connect to NATO informa-
tion.81 The policy integrates cyber defence into the 
Defence Planning Process, and clarifies the political 
and operational mechanisms by which NATO can 
respond to cyber attacks, assist Allies if requested, 
and cooperate with stakeholders.82

The policy will be fully operational by 2012, with 
24-hour monitoring of all of its networks.83 While 
protection of critical infrastructure is traditionally 
under the purview of the state, NATO is willing to 
advise national governments on cyber-security is-
sues and coordinate assistance during times of crisis 
(see Box 18).84 
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Box 18. NATO’s Cyber Defence Policy

The catalyst for NATO’s flurry of activity around cyber policy was the attacks against Estonia in 2007. The Estonian Government 
insists that the Kremlin was responsible, an assertion that evidence supports but does not prove. In the event, a DDoS attack involv-
ing a million computers took dozens of Estonian government departments, banks, and media outlets offline. It was the first time that a 
coordinated cyber attack represented a comprehensive threat to national security.85

Estonia, a NATO member, is protected under Article 5’s “collective security,” whereby an attack against one member nation consti-
tutes an attack against all member nations. At the time cyber attacks were not considered military attacks and therefore NATO did not 
invoke Article 5, which would have set a seminal precedent for its cyber-defence strategy.86 While NATO was not compelled to act, 
the scope of the problem and implications for the alliance put cyber security on the agenda.87 

At the 2008 Bucharest Summit, cyber security was discussed by NATO heads of government for the first time. The Summit leaders 
announced a Policy on Cyber Defence that focused on the protection of telecommunications infrastructure and developing NATO’s 
cyber-defence capabilities. A Cooperative Cyber Defence Centre of Excellence was formally established in Estonia, an ad hoc Cyber 
Defence Management Authority was established in Brussels, and the prospect of new cyber challenges to the alliance became a hot 
button issue.88   

At NATO’s Strategic Review in 2010, the Lisbon leaders’ summit statement recognized the urgency of cyber-security threats. This led 
to the release of an interim NATO Cyber Defence Concept in March 2011 and the official adoption of NATO’s new strategy in June.  

Cyber attacks, which are often transnational and non-attributable, are of critical concern to member states. Coordinated assistance in 
the event of a cyber attack is part of the new cyber policy, but NATO reserves the right to determine thresholds for collective action by 
integrating ambiguity and flexibility into its responses to crises that contain a cyber component.
  
NATO has been forced to reconsider its strategic thresholds that could compel action. Operationally, NATO has been challenged to 
develop a cyber-defence policy that respects the sovereignty of nation-states seeking to protect their own critical infrastructure, while 
pursuing policies designed to protect the alliance as a whole. As a result of these considerations, the policy predictably focuses on 
the technical protection of networks, the sharing of best practices across member states and cooperation with key stakeholders.
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Part 5. Summary and Recommendations

5.1 Summary

The current mechanisms for governing cyberspace 
are in need of an overhaul. The internet was de-
signed to scale as a technical network; it was not de-
signed to accommodate the complexities that have 
arisen as cyberspace has become a core strategic 
domain for most nation-states. 

Although the private sector will continue to play a 
vital role in cyberspace management and govern-
ance, the growing problems of cybercrime and cyber 
war require government engagement. The world 
needs global “rules of the road” for cyberspace.

For liberal democracies, inter-state discussions on 
cyber global governance should focus on:  

•	 promoting norms for mutual restraint;

•	 protecting the physical integrity of the internet;

•	 developing effective and efficient law enforce-
ment across borders, including non-state, decen-
tralized, and distributed security mechanisms;

•	 enhancing the transparency of regulating 
mechanisms;

•	 exerting concerted efforts to fight cybercrime 
activities that originate within their respective 
territorial jurisdictions, even if the crime itself 
occurs elsewhere; and,

•	 developing minimum common standards of 
security and codes of conduct for the private 
sector.89 

Pursuing this agenda will be difficult. Common defi-
nitions of basic elements are lacking and national 
approaches to cyberspace governance are wide-
ranging. Implementation will be challenging. 

Moreover, some of these norms will be met with re-
sistance. A growing number of states prefer a more 
territorialized vision of cyberspace. Most of these 
states have strong traditions of state intervention 
into political and economic affairs. They see cyber-
space within this frame – as a national jurisdiction 
that requires shaping to preserve collective identity 
and regime security. This vision seeks to alter the 
inter-operable, multi-stakeholder constitution of 

cyberspace, replacing it with a top-down, non-trans-
parent, and government-controlled model.

SCO countries and others have already enacted 
comprehensive censorship and surveillance controls 
at the domestic level. They are harmonizing these 
controls at the regional level and are pushing the 
“state control” agenda at the global level. Proposals 
are being fielded, and their influence felt, at the UN, 
the ITU, ICANN, and the IGF. 

In contrast with the SCO bloc, Euro-Atlantic states 
have not yet articulated a common approach to 
cyberspace governance.90 Nor have they harmonized 
policies. The G8, OSCE, and OECD are begin-
ning to declare principles in support of the right to 
cyberspace access, openness, freedom of expression, 
and user privacy. But these principles do not sit 
easily with domestic measures to ensure the safety 
and security of internet users and national critical 
infrastructure. 

There are important distinctions between meas-
ures that aim to enhance the security of cyberspace 
– backed up by appropriate checks and balances 
– and those that seek to silence and control cyber-
space users in the interest of regime preservation. 
These distinctions can be opaque, however, when 
controls lack transparency or accountability. 

In addition, the governance challenges are not lim-
ited to state actors. Private-sector actors in liberal 
democratic countries have been aiding and abetting 
cyberspace censorship and human rights abuses be-
yond their borders. Suppliers of cyber-security prod-
ucts and services in the US, Canada, and Europe are 
the main producers of tools that enable deep packet 
inspection, content filtering, social network mining, 
cellphone tracking, and computer network attacks.91 
These products have been marketed to foreign 
regimes that have used them to limit democratic 
participation, constrict information, and identify 
and apprehend opposition.92

 

 Similarly complicit are Western-based ISPs and 
companies that sell mobile devices and essential 
hardware like routers. Their products have inbuilt 
capabilities to track users, monitor network traffic, 
and filter content. Censoring governments around 
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the world are leveraging these capabilities, or re-
quiring their Western suppliers to do so (by requir-
ing them to conform to domestic laws).93 

Overall, legitimate measures to securitize cyberspace 
in liberal democratic countries – both the princi-
ples and the tools – make it easier for authoritarian 
states to justify and implement their own definitions 
of legitimate control. 

Protecting the global commons of cyberspace will 
require determination. Agreement on principles and 
norms is a critical first step. Treaty-building, if it is 
applied and possible, will need to be specific and 
rolling. Consensus on less contentious issues – such 
as protecting the physical integrity of the inter-
net – should generate momentum to address more 
contentious areas.

5.2 Recommendations

Canada needs to articulate a clear policy posi-
tion on cyberspace, with propositions that are in 
harmony with established Canadian values and 
international commitments and are implemented 
consistently across government, the private sector, 
and civil society. Key recommendations for this ef-
fort include:

•	 developing a strategic vision;

•	 engaging Canadian stakeholders at home and 
abroad; and, 

•	 sustaining the effort. 

Developing a strategic vision

1. Pursue a whole-of-government approach to 
develop and implement Canada’s strategic vision on 
cyberspace that recognizes its central importance be-
yond the security agenda. The effort requires expert 
input from the many departments that deal with, 
and/or are fundamentally affected by, cyberspace, as 
well as the harmonization of complex jurisdictions. 
 
2. Define a position on cyberspace as an open 
global commons, consistent with Canada’s foreign-
policy objectives on democratization, human rights, 
and trade. An open cyberspace clearly benefits 
Canadian interests and is consistent with our core 
values, trade objectives, and our commitments 
to international instruments like the Universal 
Declaration of Human Rights.94  

3. Harmonize domestic cyber-security policy with 
foreign-policy objectives on openness to ensure 

consistency and balance between the two objectives. 
Security is important. Canada’s critical infrastruc-
ture, public administration, and economy are 
dependent on an internet that is reliable, secure, and 
defended against unlawful or dangerous use. Some 
regulation and effective policing measures are there-
fore necessary. However, transparency and account-
ability are key.95 

4. Demonstrate leadership in developing account-
able mechanisms that balance the goal of securing 
cyberspace with the imperative to keep it open – do-
mestically and internationally. At the international 
level, Canada should consider how to promote and 
strengthen the nascent decentralized and distributed 
security mechanisms that already exist, like the 
transnational peer groups of network computer-
security professionals and engineers, as well as 
academic research projects. 

5. Develop a code of practices for Canadian busi-
nesses to help prevent collusion with cyberspace clo-
sure and surveillance abroad, and security breaches 
at home. This may include standards for the 
mandatory disclosure of security breaches, privacy 
protections, and restrictions on the sale of tech-
nologies that are used by regimes to violate human 
rights. This code should balance ethical considera-
tions with ensuring the competitiveness of Canadian 
businesses abroad. It should also include a review 
of mechanisms like the GNI to better determine 
whether regulatory measures are needed.  

6. Define how to coordinate and leverage 
Canadian assets in global cyberspace decision-
making. Tapping the richness of Canada’s al-
ready engaged players could be the fastest way to 
bootstrap government efforts to define a voice in 
shaping the future governance of cyberspace (see 
Recommendation 10 below). 

7. Define how and where to build broad coalitions 
of like-minded states. International collaboration 
is needed to define the rules of the road, develop 
mechanisms for information sharing, improve 
international legal architecture, and resist top-down 
regulation. 

8. Review Canada’s experience with leading 
multi-stakeholder and multilateral treaty processes, 
including the verification mechanisms for the com-
prehensive nuclear test ban, and the landmine ban. 
Canada has played an important role in brokering 
complex multi-stakeholder normative and technical 
agendas. Policy-makers should review this experi-
ence to see whether there are lessons that could be 
applied to the cyber agenda. 
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Engaging Canadian stakeholders at home and abroad

9. Develop a multi-stakeholder consultation pro-
cess. Public-sector, private-sector, and nongovern-
mental actors should be consulted when identifying 
and defining issues for inclusion in Canada’s overall 
strategy on cyberspace. 

10. Engage Canada’s IT sector, particularly market 
leaders and individuals who have influence within 
the existing forums for internet governance. Canada 
has valuable but unexploited resources already at 
play in the internet governance domain. Canadian 
corporations such as RIM and Bell Canada are sig-
nificant players on the global stage, and increasingly 
have to contend with policy and regulation of this 
domain – domestically and in their international 
markets. Canadian individuals are also important 
assets. At present, a serving senior policy advisor 
acts as a trustee of ICANN, and a former executive 
from the same ministry retains an advisory position 
within ISOC.96 Both act in their private capacity.  

11. Leverage Canada’s academic community, 
members of whom are global leaders in document-
ing the evolution of internet governance worldwide. 
These communities should also be engaged to help 
educate the wider Canadian population on key is-
sues and choices. 
 
Sustaining the effort

12. Seek partnerships with academic and corporate 
actors who can provide additional technical support 
and enhance capability within the government. This 
is particularly important given the technical aspects 
of internet governance. 

13. Invest in professional training and development 
to ensure that cyberspace becomes a core competen-
cy in all government departments, particularly those 
involved in defence and international relations. 
Cyberspace is critical to Canadian security and 
prosperity, and public-service professionals should 
be equipped to engage policies relevant to this area 
at all levels. 

14. Establish a global policy monitoring and 
tracking capability. Cyberspace and internet govern-
ance will remain in flux for the foreseeable future. 
Canada’s ability to make rapid and informed deci-
sions requires mechanisms for ongoing situational 
awareness and an understanding of the key actors 
and issues at play.
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