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FLASH NOTES

Governments are beginning to harmonise their approaches to controlling 

national cyberspace. This has resulted in a proliferation of national, 

regional and international resolutions and conventions that place 

restrictions on internet content and increase state surveillance of users. 

The net result is an implicit move towards creating national cyberspaces. 

Authoritarian states are pushing overtly to make cyberspace subject to 

national legislation and policing. Liberal democratic countries are more 

conflicted. They continue to assert openness and connectivity but are also 

faced with difficult tradeoffs related to ensuring the safety and security of 

online users,  defending against intellectual property theft, and protecting 

copyright. To date, the rhetorical efforts of countries like the U.S. and U.K. 

to defend the principle of an open and globally contiguous cyberspace are 

seriously outpaced by the concrete nationalising strategies being pursued 

by member countries of the Shanghai Cooperation Organization (SCO).1

KEY TAKEAWAYS

•	 The BBC should anticipate the compartmentalisation of cyberspace 
along national and regional lines;

•	 The BBC should incorporate alternative delivery mechanisms, includ-
ing circumvention, into its global strategy so as to retain audiences in 
countries practicing internet censorship;

•	 The BBC should work with the FCO to continue pushing for an open 
global commons as per the Foreign Secretary’s November 2011 
speech. 

LATEST DEVELOPMENTS

DONA MEETING AT THE ITU2

At the May 2011 Digital Objects Numbering Authority (DONA) meeting, 

several countries pushed to have the International Telecommunication 

Union (ITU) become the global supervisory body for internet governance. 

Russian Prime Minister (and future President) Vladimir Putin met with the 

1.  Members include China, Russia, Kazakhstan, Uzbekistan, Tajikistan and Kyrgyzstan.

2. ITU. 2011.  Meeting Report for the ITU - CNRI Roundtable to Discuss The Framework  
 for the Management of the Digital Object Architecture.  19 May.  Geneva
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ITU’s Secretary General, Hamadoun Toure, to express Russia’s interest in 

further strengthening its cooperation with the agency. Putin suggested that 

the ITU’s monitoring and supervisory capabilities should be used to estab-

lish international control over the internet.

IBSA’S STATEMENT ON INTERNET GOVERNANCE3 

In September 2011, IBSA (India, Brazil, South Africa) released a statement 

in Rio de Janeiro asserting that the current model of internet governance 

is no longer valid.  The states agreed that internet policies must be devel-

oped and managed at a global level and that emerging markets should 

play a leading role.

The central recommendation was to create a new UN agency that could 

coordinate and develop international public policies concerning the 

internet, integrate and oversee the bodies responsible for the operational 

functioning of the internet, and be responsible for crisis management and 

arbitration. The intention was to present this proposal at the 66th UN Gen-

eral Assembly. 

66TH GENERAL ASSEMBLY DRAFT RESOLUTION FOR A CODE OF 
CONDUCT ON INFORMATION SECURITY4

China, Russia, Tajikistan and Uzbekistan – all of whom are members of the 

SCO – submitted a draft resolution to the 66th UN General Assembly call-

ing for a voluntary code of conduct for information security. 

The proposed code has eleven clauses covering a range of issues includ-

ing the protection of critical infrastructure, ensuring ICTs are not used for 

hostile activities, and the establishment of multilateral, transparent, and 

democratic international internet management.

Of concern, however, are the propositions concerning content control. A 

key provision urges countries to “cooperate in combating criminal and 

terrorist activities that use information and communications technologies, 

including networks, and in curbing the dissemination of information that 

incites terrorism, secessionism or extremism or that undermines other 

countries’ political, economic, and social stability, as well as their spiritual 

and cultural development.”

3.  IBSA Multistakeholder meeting on Global Internet Governance. 2011.  
 Recommendations.

4.  The Permanent Representatives of China, the Russian Federation, Tajikistan and  
 Uzbekistan to the United Nations. 2011. Annex to the Letter dated 12 September:  
 International Code of Conduct for Information Security. UNGA: 66th Session
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RUSSIA’S CONVENTION ON INTERNATIONAL INFORMATION 
SECURITY5

In September 2011, Russia released a concept note at the International 

Meeting of High Ranking Officials Responsible for Security Matters. This 

note — the Convention on International Information Security — is focused 

on information control. 

For Russia, key cyber threats are those that target state economic and 

political structures in the information space, as well as misinformation 

campaigns “aimed at undermining the political, economic, and social 

system of another government and…carried out against the population 

of a State with the intent of destabilising society.” The Convention 

recommends state sovereignty over information – meaning that ICTs 

should be subject to the rules and regulations of the nation state in which 

they are used.

LONDON CYBERSPACE CONFERENCE6

At the London Cyberspace Conference in November 2011, UK Foreign 

Secretary William Hague strongly declared Britain’s approach to internet 

censorship, declaring: “[Cyberspace should not be] subject to separate 

rules and processes in different regions set by isolated national services, 

with state-imposed barriers to trade, commerce and the free flow of infor-

mation and ideas.” 

IMPLICATIONS

Competing approaches to internet governance will have significant effects 

for broadcasters. For the BBC, a main concern is that those states who 

control information for political and repressive reasons – without transpar-

ency and accountability – will end up pushing through resolutions and 

strategies that support state-centric controls. The BBC should work in part-

nership with the FCO to continue pushing for an open internet.

It is hard to predict what will happen. Given the number of countries who 

are predisposed towards censorship in some form or another, it is entirely 

possible that a policy running in contrast to the BBC’s principles may be 

taken up, and the BBC will have to respond and adjust strategies accord-

ingly. This may mean relying on different content delivery platforms or 

mechanisms such as RSS feeds to service customers in restricted environ-

ments. It is crucial to anticipate developments and respond to them with 

speed.

5.  International Meeting of High Ranking Officials Responsible for Security Matters. 2011.  
 Convention on International Information Security. Russia. September.

6. FCO. 2011. Foreign Secretary Opens the London Conference on Cybersecurity. Nov 1.
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