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Increasingly fearful that the Arab Spring will soon sweep Persia, Iran’s 

leaders have acted quietly but aggressively to tighten access to the internet, 

including new restrictions on the media and internet cafés. Officials are 

following through on plans to block access to virtual private networks (VPNs), 

a circumvention technology through which a large number of Iranians 

accessed uncensored news services, including the BBC. By early January, 

censors had begun disrupting encrypted connections through a process 

called deep-packet inspection, rendering access to sites such as the BBC 

extremely challenging. 

KEY TAKEAWAYS

 The government crackdown on media, internet cafés and circumvention 
tools such as VPNs will restrict access to BBC services in Iran in the 
leadup to parliamentary elections set for March 5. In future, such actions 
can be expected in advance of any politically sensitive events in Iran;

 Finding new ways of getting information in and out of Iran – such as 
placing more emphasis on satellite and short-wave radio transmissions – 
is a key option for the BBC in responding to Iran’s strict new controls;

 Harsh restrictions on publication may dissuade all but the most militant 
from expressing their true opinions in upcoming elections.  
 

CYBER-CENSORS FLEX THEIR MUSCLE

Internal Psiphon data shows that as of early January, Iranian censors had 

tightened their grip on internet access significantly, and that government 

officials are now actively blocking VPN and SSH traffic, using deep-packet 

inspection. While officials have vehemently denied that the new measures 

stem from ongoing plans for a new national intranet, Communications 

Minister Reza Taqipour declared on Jan. 17 that foreign search engines are 

“spying tools … (and) behind the scenes they pursue their espionage and 

ominous plans by stealing people’s information.” He added that, as part of 

the national intranet, local search engines will be created in order to “ensure 

security and block ways leading to the leak of Iranians’ information.”1 

1. http://www.dolat.ir/NSite/FullStory/News/?Serv=8&Id=210636
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Iranian users of TOR reported in early February that they were having  

difficulties using the circumvention tool. According to TOR, the authorities 

have increased censorship in three ways: deep-packet inspection of SSL  

traffic, selective blocking of IP address and TCP port combinations, and 

some keyword filtering.2

 

Clearly, Iran is moving to a more controlled internet environment, with new 

restrictions on international and encrypted traffic. TOR predicts that SSL will 

eventually be blocked nationwide in Iran. This will have serious implications 

for the BBC’s user numbers and for the general security of Iranian users. 

CRUSHING DIGITAL DISSENT AS ELECTIONS LOOM

The government has passed 25 additions to the so-called “Instances of 

Criminal Content Related to Majles Elections.”3 Imposing more limits on the 

media, the new rules criminalize content that:

 encourages people to boycott the elections;

 invites people to participate in protests, strikes, or other disruptive  

 intimidates voters and political-party members;

 insults the regime, government institutions, etc.; or

 includes “baseless allegations” of election fraud or flaws.

These relatively broad categories could be open to interpretation, meaning 

that Iranians could be prosecuted for expressing even mildly critical opinions. 

BIG BROTHER TAKES A SEAT AT THE INTERNET CAFÉ

On Jan. 3, the cyber police (FETA) outlined new guidelines for internet cafés, 

ostensibly to increase online safety for users.4 Owners were given 15 days 

to implement the new guidelines, under which they are forbidden to:

 install VPNs and circumvention tools on café computers;

 provide remote services;

 offer bandwidth through satellites;

 supply internet services at non-licensed businesses; or

 provide services such as selling software, typing and printing, setting  

 up computer games etc.

Cafés must also ensure that they register users’ information, including their 

name, father’s name, address, telephone and national identification  

numbers.5 They must install CCTVs to monitor users, and retain the footage 

for six months. Obviously, these measures will have a chilling effect both on 

owners and on users of internet cafés, a venue many Iranians use to access 

BBC services: Even before the new rules were enacted, six internet cafés in 

Birjand were closed6 by FETA for “failing to ensure user safety.” 

2. https://blog.torproject.org/blog/iran-partially-blocks-encrypted-network-traffic
3. http://www.farsnews.com/newstext.php?nn=13901010001039
4. http://isna.ir/ISNA/NewsView.aspx?ID=News-1923707
5.  http://online.wsj.com/article/SB10001424052970203513604577142713916386248.html
6. http://isna.ir/isna/NewsView.aspx?ID=News-1922195

activities;

https://blog.torproject.org/blog/iran-partially-blocks-encrypted-network-traffic
http://www.farsnews.com/newstext.php?nn=13901010001039
http://isna.ir/ISNA/NewsView.aspx?ID=News-1923707
http://online.wsj.com/article/SB10001424052970203513604577142713916386248.html
http://isna.ir/isna/NewsView.aspx?ID=News-1922195
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HACKERS’ HARD SELL: IRANIAN CYBER ARMY MOBILIZES

The Iranian Cyber Army has been a growing force over the past year, 

targeting websites such as those of Voice of America and its affiliates.7 

Hacking is now being used as part of a pro-regime information campaign. 

A conservative cleric reported in his blog that the government was 

paying hackers to bombard the internet with pro-regime and anti-dissident 

comments, according to a Jan. 6 report in The Wall Street Journal.8  

According to the Revolutionary Guards’ corps commander, Gen. Hossein 

Hamedani, 2,000 bloggers had been recruited as of November in order 

to be ready for “soft war.”9 

IMPLICATIONS

The latest internet crackdown could have far-reaching implications for the 

BBC, not only in terms of Iranians’ access to BBC services, but also in 

terms of the broadcaster’s access to information from within the country.

While internet cafés are not the predominant avenue for accessing 

information in Iran, the new guidelines are still likely to affect the BBC’s 

user numbers, making owners afraid to help customers access censored 

information, and intimidating users who don’t want to be videotaped 

accessing forbidden sites. The broad restrictions on content published 

about the elections will make it increasingly difficult to access information 

and opinions from Iranian citizens: Even posting a dissenting opinion on a 

chat forum could trigger harsh repercussions. 

Most importantly, the regime’s decision to block access to circumvention 

tools such as VPNs and SSH traffic could cut off an avenue that had 

until now been critical to Iranians wishing to access censored content, 

including the BBC’s Persian service. While such measures may not become 

permanent, given the importance of internet access in key sectors such 

as banking, the regime is likely to impose them in response to specific 

occasions, particularly politically sensitive events such as elections and 

anniversaries of significant events.

Under these circumstances, one of the most compelling options for the 

BBC is to explore new delivery methods: Hosting content within Iran and 

delivery of content via satellite, shortwave radio, and text messaging are 

some of the most promising alternatives in navigating through this restrictive 

new internet environment. 

7. http://tinyurl.com/4htskp9
8. http://online.wsj.com/article/SB10001424052970203513604577142713916386248.html
9. http://www.farsnews.com/newstext.php?nn=13900829000784

The SecDev Group | World Exchange Plaza, 45 O’Connor Street, Suite 1150 Ottawa | Ontario | K1P 1A4 | Canada

http://tinyurl.com/4htskp9
http://online.wsj.com/article/SB10001424052970203513604577142713916386248.html
http://www.farsnews.com/newstext.php?nn=13900829000784
http://www.farsnews.com/newstext.php?nn=13900829000784
http://secdev.ca

