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As the Russian government gears up for presidential elections in March, 

the BBC should brace for a barrage of cyberspace interventions, including 

legislative and regulatory clampdowns, DDoS attacks on the broadcaster’s 

website, and the intimidation of journalists and sources expressing 

opposition online.

In the aftermath of the Arab Spring, authorities are keenly aware of the 

power of cyber-activism – all the more so since government opponents 

used social-media outlets such as online blogs and Twitter to organize 

massive demonstrations after the December 2011 parliamentary elections 

in Russia. Throughout the election period, Russian authorities showed that 

they are poised to actively contest the opposition in cyberspace, launching 

cyber-attacks, posting online propaganda and threatening critics. 

These tactics will increase in the lead-up to the March 4 election: While 

President Vladimir Putin is widely expected to win, his party suffered 

significant losses in the December election, and supporters can be 

expected to take vigorous action to ensure a decisive victory this time.

At present, Russian officials do not filter the internet extensively, but the 

BBC can expect to see interventions such as website shutdowns, hackers’ 

attacks and the use of fake pro-government websites. Similar strategies 

have been employed in other CIS states.1 They have also been deployed 

in conflicts with neighbouring states such as Georgia and Estonia in recent 

years, and now more than ever, authorities recognize cyberspace as a 

critical battleground.2 Moreover, they have in recent years shown a new 

sophistication in information-control methods that marks a new era of post-

Soviet information control.

In light of these changes, the BBC will need to consider and prepare 

possible alternative delivery methods in case of major disruptions.

1  These techniques were documented by the Open Net Initiative during elections in Belarus and  
 Kyrgyzstan. See, http://opennet.net/sites/opennet.net/files/ONI_Belarus_Country_Study.pdf;  
 and, http://opennet.net/special/kg/
2  Deibert, R., Rohozinski, R, and M. Crete-Nishihata. ‘Cyclones in Cyberspace: Information  
 Shaping and Denial in the 2008 Russia‐Georgia War’ Security Dialogue, 43, 1 (February  
 2012).
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KEY TAKEAWAYS

 Independent media and opposition sites will be subject to   

disruption during the presidential campaign; 

 BBC reporters and their sources who publish critiques of the 

government and the electoral process may be at increased physical 

risk from pro-government supporters and security forces;

 BBC web distribution to Russia may be subject to disruptions. The 

BBC should consider alternative delivery, including mobile phone-

based text messaging, radio, social networks and censorship-resilient 

hosting and delivery;

 The BBC should brace for a range of new cyber-tactics that will 

continue into the foreseeable future, including DDoS attacks and 

lookalike websites carrying pro-government propaganda. The 

contest in cyberspace between the opposition and government is 

likely to continue past the March election and affect online audience 

numbers.

POST-SOVIET SEA CHANGE: RESHAPING CYBERSPACE

Trends both domestically and abroad suggest that as the post-Soviet states 

enter the digital age, there has been a sea-change in cyberspace, with 

authorities increasingly turning to new methods that the OpenNet Initiative 

has described as “second- and third-generation controls.”3 

 Second-generation controls: These create a legal environment and 

technical capabilities that enable actors to deny access to information 

resources, including in particular DDoS attacks;

 Third-generation controls: These run counter-information campaigns, 

surveillance and data mining to combat opponents. 

This development marks a new age in post-Soviet cyberspace, bringing 

methods to a more advanced level that is being deployed both 

domestically and abroad.

The array of next-generation cyberspace strategies described below 

will have profound implications for the BBC: As presidential elections 

approach, internet resources the BBC relies on for information-gathering 

will be compromised, hijacked by fake lookalikes or disrupted by other 

means.

3  R. Deibert et al. 2010. Access controlled: The shaping of power, rights, and rule of cyber 
 space. Cambridge: MIT Press. p7
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DIGITAL DISSIDENTS: BATTLE ON THE HOME FRONT

Until relatively recently, Russian authorities had largely dismissed the web 

as a domain limited to the elite.4 However, the country is now home to the 

largest population of internet users in Europe, and Russians have emerged 

as the world’s most active social networkers, spending more time online 

than any other nation.5 Government opponents have turned the internet into 

a powerful tool through which to challenge the ruling party. 

In the December elections for the Duma, a blogger emerged as a leading 

opponent of Putin’s United Russia party: Alexey Navalny, a 35-year-old 

lawyer, used a Twitter feed and blog that played a key part in mobilizing 

thousands of protesters to take to the streets of Moscow. Navalny’s 

description of United Russia as a “party of crooks and thieves” was taken 

up by the A Just Russia party, who went up from an initial 4% in the polls 

to 13% of the vote in the election,6 in which Putin’s party lost 77 seats. 

(Navalny has also successfully used social media to fight government 

corruption in court, raising over GBP 120,0007 to cover legal fees using 

Yandex.Money, the Russian equivalent of PayPal).

Fuelled largely through social media, the December demonstrations 

marked a new form of protest in Russia, one with sobering implications 

for authorities: In one demonstration organized online on Dec. 10, over 

60,000 individuals demonstrated in Bolotnaya Square.

Clearly worried, authorities and government loyalists targeted media 

outlets. According to the International Freedom of Expression eXchange, 

an umbrella organization that monitors freedom of expression, several 

reporters were arrested, and some high-profile journalists charged with 

obstructing justice, for covering a Dec. 5 demonstration in Moscow.

Then several websites and media outlets that had alleged electoral fraud 

were shut down by hackers8 or blocked by the authorities. Officials even 

printed false copies of newspapers, including Novaya Gazeta and 

Argumenty i facti, filling them with pro-government content, according to 

the Glasnost Defence Foundation.9

Several days before the election, DDoS attacks blocked the websites of 

independent election monitor Golos10 and a wide array of online news 

4  http://nymag.com/print/?/news/features/russian-revolutionaries-2012-1/
5 http://en.rian.ru/art_living/20101021/161042486.html
6  http://www.bbc.co.uk/news/world-europe-16057045
7  http://www.ft.com/cms/s/2/a4520742-2607-11e1-856e-00144feabdc0.html#axzz1hHqTX4js
8  http://www.ifex.org/russia/2011/12/07/election_fraud/
9  http://www.ifex.org/russia/2011/12/07/election_fraud/
10  http://www.economist.com/node/21541455

http://nymag.com/print/?/news/features/russian-revolutionaries-2012-1/
http://en.rian.ru/art_living/20101021/161042486.html
http://www.bbc.co.uk/news/world-europe-16057045
http://www.ft.com/cms/s/2/a4520742-2607-11e1-856e-00144feabdc0.html#axzz1hHqTX4Js
http://www.ifex.org/russia/2011/12/07/election_fraud/
http://www.ifex.org/russia/2011/12/07/election_fraud/
http://www.economist.com/node/21541455
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outlets: radio Echo, Kommersant, Gazeta.ru, Lenizdat.ru, Ridus.ru, Slon.

ru, NewTimes.ru and Doshdu.ru.11 A crowd-sourced map giving election 

details, KartaNarusheniy.ru, was also reportedly shut down. The sites 

remained blocked until the polling stations closed in Central Russia. 

The pro-government Nashi youth movement has also embraced the internet. 

In September 2011, a journalist for Afisha magazine attended a meeting 

in Moscow dedicated to the training of pro-Kremlin online activists, with 

the aim of combatting any threat to the government’s stability.12 Emails 

obtained by a Russian wing of Anonymous13 indicate that Nashi is currently 

spending significant funds on retaining journalists and bloggers in order to 

promote a pro-Putin agenda.14 This electronic public-relations campaign 

has been extensively documented.15 In response, it is alleged that Nashi 

instigated a DDoS attack Feb. 9 on LiveJournal, where the leaks were 

published.16

CYBERSPACE SKIRMISHES ABROAD

In conflicts with other states, Russian authorities have focused on disrupting 

communications among its opponents, rather than simply censoring 

information available online. This strategy is partly inspired by tactics 

used by the government of Belarus during elections in 2006.17 Using 

a combination of “just-in-time filtering,” DNS tampering, DDoS attacks, 

traffic-shaping and intimidation, pro-government actors were able to 

prevent accurate real-time communication among their opponents. They 

managed to disrupt the opposition movement without creating a direct 

link of responsibility back to authorities, thus avoiding criticism from the 

international community.

Russian authorities have clearly studied the experience in Belarus closely. 

For instance, in the 2008 conflict with Georgia, Russian hackers disrupted 

avenues of communication within the Georgian military and between the 

Georgian government and citizens by launching DDoS attacks and using 

SQL injections to exploit software vulnerabilities. 

In a conflict with Estonia the year before, hackers -- also suspected 

to be Russian – staged DDoS attacks on critical elements of Estonian 

infrastructure, including the banking sector, government agencies and 

national newspapers.18

11  http://www.ifex.org/russia/2011/12/06/elections_violations
12 http://www.afisha.ru/article/razvlecheniya-rosmolodezhi/
13  https://twitter.com/op_russia
14  http://www.guardian.co.uk/world/2012/feb/07/putin-hacked-emails-russian-  
 nashi?newsfeed=true
15 http://lj.rossia.org/users/kremlingate/1166.html?nc=1
16  http://tinyurl.com/7bb2apx
17 OpenNet Initiative, ‘The Internet and Elections: The 2006 Presidential Election in Belarus (And  
 Its Implications)’, May 2006. http://opennet.net/blog/2006/05/oni-releases-belarus-internet- 
 watch-report
18  Davis, Joshua. 2007. “Hackers take down the most wired country in Europe.” Wired.

http://www.ifex.org/russia/2011/12/06/elections_violations
http://www.afisha.ru/article/razvlecheniya-rosmolodezhi/
https://twitter.com/op_russia
http://www.guardian.co.uk/world/2012/feb/07/putin-hacked-emails-russian-nashi?newsfeed=true
http://www.guardian.co.uk/world/2012/feb/07/putin-hacked-emails-russian-nashi?newsfeed=true
http://lj.rossia.org/users/kremlingate/1166.html?nc=1
http://globalvoicesonline.org/2012/02/09 /russia-ddos-attack-puts-down-several-po litical-websites-as-cyberwar-escalates/? utm_campaign=default&utm_source=social_f low&utm_medium=twitter 
http://opennet.net/blog/2006/05/oni-releases-belarus-internet-watch-report
http://opennet.net/blog/2006/05/oni-releases-belarus-internet-watch-report
http://opennet.net/blog/2006/05/oni-releases-belarus-internet-watch-report
http://www.wired.com/politics/security/magazine/15-09/ff_estonia?currentPage=all
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These attacks indicate that the Russian government has hackers on retainer 

to co-ordinate and conduct pro-regime campaigns -- a force that will only 

have grown over the years since the Georgian conflict.

UPCOMING ELECTIONS: WAITING FOR THE INEVITABLE

An Arab Spring-style upset of the ruling party at the upcoming presidential 

election is unlikely: Russia has a more dynamic economy than most Middle 

Eastern states, and its aging population is less likely to rebel with the same 

fervour as the youth-dominated populations of the Arab world. It is more 

probable that Putin will not get a majority in the first round of the elections, 

and that more protests will mark the presidential race. 

Nevertheless, it is clear that digital strategies will play a critical role in 

the election battle, not only for opponents of the government, but also for 

authorities and their supporters, as they take Russia’s high-tech tactics to a 

new level. 

More traditional risks will also be a concern for media outlets: Journalists 

who dissent from the United Russia party line will run a serious risk of being 

intimidated, arrested, imprisoned or assassinated – as has happened 

before. The BBC should be aware of the physical risk its stringers and 

correspondents may face, and adjust security appropriately. Russian 

authorities are more likely to put pressure on editors to not publish certain 

information than to censor it in a technical sense. 

IIMPLICATIONS: WHAT TO EXPECT

Media outlets such as the BBC can expect disruptions in Russian 

cyberspace in the leadup to Russia’s presidential election on March 4 as 

authorities and their supporters add increasingly sophisticated kinds of 

cyber-attacks to their array of strategies to silence opposition. Shocked by 

significant losses at the ballots in the December parliamentary elections, 

as well as massive protests afterwards, authorities and their supporters will 

act vigorously to defend their interests in cyberspace, deploying a range of 

strategies, from DDoS attacks to fake websites and online traffic-shaping. 

Legislative and regulatory controls may also come into play, as authorities 

move to disrupt communication among their opponents. 

Disruptions in Russian cyberspace are likely to continue after the March 

election. Russia’s large online population is clearly mobilized and polarized 

between the opposition and supporters of the government. These divisions 

extend to Russia’s hacker community, which is likely to become increasingly 
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active in this contest. The government recognizes cyberspace as an 

important strategic terrain and will continue to use second- and third-

generation techniques and methods to contain, constrain and undermine 

the credibility of the opposition movement and its supporters.

The BBC should establish contingencies to ensure continuity of its news 

delivery operations in an environment that will remain contested in the 

foreseeable future. 

Some options to consider include:

 expanded use of non-BBC social-media channels such as Vkontakte, 

Facebook, and Twitter to provide alternative channels for distributing 

BBC news products;

 use of complementary delivery technologies such as SMS/MMS to 

avoid censorship and disruptions that target the internet;

 increased use of censorship-resilient delivery technologies and 

platforms for content hosting and distribution. 

BBC’s current online distribution strategy and projection of audiences 

should be reviewed in order to take into account the impact of deliberate 

disruptions to delivery. Audience numbers are likely to decline and may not 

recover without a significant investment in alternative distribution strategies.
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