
Hi there!

If you are reading this, most likely you work for a non-government organization (NGO). Let’s see if any of the 
following describes your situation:

If you identify with most of those statements, you may also agree that virtually all of our daily activities come with 
vulnerabilities. Data can be stolen, communications can be intercepted, staff can lose laptops and phones, and criminals 
can hack your networks, email and social media accounts. Any such incident can result in significant financial losses, 
disruption of work, harm to your organization’s reputation, or worse, to your staff, partners and beneficiaries.

Your NGO has a website or some social media presence?

You rely on email and messenger apps to get your job done?

You use office Wi-Fi at work?

You use personal emails, social media accounts, phones or laptops 
for work?

You have valuable or confidential information you don’t want to lose?
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In our experience, most and especially smaller NGOs do 
not have a great deal of knowledge about cyber threats 
that could disrupt their operation or expose sensitive data. 
They also are often unaware of best practices that can help 
them stay safe. If this describes your organization, there is 
so much that you can do, without too much time and effort. 

CyberSAR can help you take charge of your digital safety. 
For the past three years, the Cyber Safety Assessment and 
Response (CyberSAR) initiative has helped NGOs and 
independent media organizations understand their true 
online risks and put in place basic digital hygiene practices 
to protect operations, information, staff and beneficiaries. 
We have worked with many NGOs to make better choices 
that significantly improve their online safety.

Your organization may be a candidate for CyberSAR 
assistance. Qualifying organizations can benefit from a 
program of CyberSAR assistance that is designed to help 
small NGOs learn how to keep themselves safe online. 
The program requires time commitment as well as 
willingness to embrace change. If you are interested, 
contact us to see if you qualify for this critical assistance.

Most NGOs could use some 
digital safety help

You may qualify for 
CyberSAR help

www.cybersar.net

CyberSAR (Cyber   Safety Assessment and Response) aims to measurably improve the digital safety of civil society and 
independent media organizations in the Eurasian region. It is a highly practical approach that helps smaller, qualifying 
organizations to understand their own digital risk and develop basic core practices that mitigate those risks. We also 
provide short-term digital safety training and digital assistance clinics, in partnership with major regional events for civil 
society organizations.

The project is a multi-year initiative implemented by the international think-do tank The SecDev Foundation, based in 
Ottawa, Canada. The Foundation specializes in cyber security, digital development, and the digital economy, with 
programming in the Eurasia region, Southeast Asia and the Middle East.
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Our CyberSAR team will work with you to understand your organization’s specific cyber vulnerabilities and then help 
you to put in place simple practices that will significantly improve your online safety.  

CyberSAR will help you achieve improved digital safety practice in seven key areas:

How we help

Over a span of several months, our CyberSAR team will work with your organization and staff to help you become your 
own digital defenders. Our program includes:

Your journey with CyberSAR
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Follow-up assistance
and mentorship



Our model of engagement is intended to deliver both immediate and lasting results for organizations seeking to 
strengthen their digital safety posture. Our support is characterized by:

Model of engagement

Accessible core digital safety techniques

Focus on organizational change

Locally aware intervention

Highly customized to beneficiary needs

Sustained engagement and follow-up

Digital hygiene focus to address the most important 80% of risks.

Immediate, real-time remediation of identified risks.

Strategies designed for smaller NGOs with low awareness and resources, facing complex, high-risk 
environments

Practical roadmap leading from awareness to skills and behavior change.

Development of an internal Digital Safety Champion.

Simple internal policies for improving digital safety posture.

Follow-up reassessment with repeat training and remediation.

Country/sector threat environment analysis, including advanced malware research.

Regional digital safety consultant team with ample NGO experience.

35-point diagnostics to identify risks and calibrate a response.

Individually tailored training and remediation plan for each client.

Continuous multi- month, high frequency engagement with multiple client briefings.

Monthly mentorship and consultation sessions in the follow-up phase

www.cybersar.net
help@cybersar.net
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